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Abstract. This document propose a generic definition with requirements about the needed
models, tools, and interfaces for the building of a simulation environment dedicated to the
evaluation and validation of the AI-based systems included in Automated Driving Systems.

Résumé. Ce document propose une définition générique avec des exigences concernant les
modèles, les outils et les interfaces nécessaires à la construction d’un environnement de simula-
tion dédié à l’évaluation et à la validation des systèmes basés sur l’IA inclus dans les systèmes
de conduite automatisée.
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1 Introduction (ALL)

This deliverable addresses the presentation of the work carried out in tasks T2.2 and T2.3.
The first section concerns the definition of the evaluation environment through simulation

based on the objectives sought. This task identifies the critical subsystems to be implemented
to meet the evaluation and validation needs. This includes identifying different platforms and
simulation systems (sensors, mobile dynamics, communication means, traffic generation, simu-
lation of degraded conditions, etc.) for evaluation and approval purposes (design-related aspects
are addressed in pillar 1 of the grand challenge). It also involves defining the relevance domains
of the simulation, the levels of realism and representativeness (ranging from simple to physico-
realistic), the events to be taken into account, and more.

This deliverable also addresses the architecture to be implemented and its properties to adapt
to the use of formal modeling in the evaluation. This level of formal modelling takes into ac-
count the behaviour of these subsystems and the formalisation of their functional properties
(e.g., absence of blocking, correct collision detection and prediction). Efforts are also focused
on the integration and interoperability aspects of different platforms and simulation tools, al-
lowing for the approval of applications and services that integrate AI-based systems, system-
of-systems, communication, and cyber-security systems (addressed in pillar 1). The objective
of this deliverable (L2.5) is to propose requirement definitions and evaluation environments to
build interoperable simulation platforms for critical systems. These platforms must also en-
sure a high level of representativeness to provide an ”acceptable” proof value to simulation as
evaluation tools (this aspect is addressed in WP2 and T2.5, corresponding to deliverable L2.7).

A second section addresses the critical issue of interconnection and communication between
platforms, models, applications, and resources used for virtual testing in the field of automated
mobility. Identifying the needs and their specifications allows for an evaluation of the relevance
of proposed solutions. An overview of ongoing initiatives and standardisation’s is provided
(ASAM: standardisation work on simulation and scenarios, FMI: vehicle dynamics, OSI: sensor
standardisation, etc.). Defining the interfaces allows for their implementation with an evaluation
and quantification of the quality of the software mechanisms used. The objective of this section
is to propose definitions and software libraries that guarantee interoperability, generality, and
scalability of distributed solutions proposed in POCs. Additionally, the limitations of such
interfaces are identified, as well as the underlying implementation constraints.

1



[L2.5] Definition of interfaces and simulation environment

2 Definition of the framework and the interfaces for the building of simulation environ-
ment

2.1 Overall issues and objectives

This section is dedicated to the definition of the verification and evaluation protocol for the
models and tools used be the simulation platform.

2.1.1 Definition of the evaluation and certification framework

2.1.1.1 Actors

Figure 1: Operational context of simulation usage for ARTS evaluation and certification

In the context of utilising simulation in the evaluation and certification process for au-
tonomous vehicles, various stakeholders play integral roles. Each actor contributes distinct
expertise and resources to ensure the efficacy, safety, and regulatory compliance of autonomous
systems. These key actors include:

• Regulatory Bodies: Regulatory agencies oversee the development and deployment of au-
tonomous vehicles, setting forth standards and regulations to ensure safety and adherence
to legal requirements. They play a crucial role in establishing guidelines for testing pro-
cedures and certification criteria.

• Manufacturers: Original equipment manufacturers (OEMs) are responsible for designing,
developing, and testing autonomous vehicle systems. They employ simulation tools and
techniques throughout the development life-cycle to assess system performance, refine
algorithms, and validate functionalities.
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• Suppliers: Component suppliers provide essential hardware and software components for
autonomous vehicles, including sensors, processors, and control systems. They collab-
orate with manufacturers to integrate components seamlessly and ensure compatibility
with simulation environments.

• Technical Service Providers: Technical service providers offer expertise in simulation
software, modelling methodologies, and testing procedures. They assist manufacturers
in conducting comprehensive simulations, analysing results, and validating system be-
haviour to meet regulatory requirements.

• Research Institutions: Academic institutions and research organisations contribute to ad-
vancing simulation techniques and validating autonomous vehicle systems. They conduct
studies, develop simulation models, and provide insights into emerging technologies and
best practices.

• Developers of Simulation Tools: Companies and organisations that develop simulation
software and tools provide essential resources for evaluating and certifying autonomous
vehicles. Their expertise in creating realistic and scalable simulation environments en-
ables manufacturers and service providers to conduct extensive testing and validation.

• Consumers and End Users: Consumers and end users interact with autonomous vehicles
and rely on them for transportation needs. Their acceptance and trust in autonomous
technology are influenced by rigorous testing and certification processes that ensure safety
and reliability.

• Public Authorities: Local and national government agencies oversee the integration of
autonomous vehicles into existing transportation infrastructure. They collaborate with
regulatory bodies and industry stakeholders to address regulatory gaps, manage public
concerns, and ensure compliance with safety standards.

Understanding the roles and interactions of these stakeholders is essential for leveraging
simulation effectively in the evaluation and certification of autonomous vehicles. By fostering
collaboration and knowledge-sharing among diverse actors, the industry can establish robust
frameworks that prioritise safety, innovation, and regulatory compliance throughout the certifi-
cation process.

2.1.1.2 Tools

Simulation tools form the backbone of the evaluation and certification process for autonomous
vehicles, providing a virtual environment where system behaviours can be tested and validated
under diverse conditions. These tools encompass various software and hardware solutions tai-
lored to specific simulation needs. Key types of simulation tools include:

• Software Simulation Platforms: Software-based simulation platforms offer comprehen-
sive environments for modelling and simulating the behaviour of autonomous vehicles
and their interactions with the surrounding environment. These platforms provide tools
for creating virtual worlds, defining vehicle dynamics, implementing control algorithms,
and analysing simulation results.
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• Hardware-in-the-Loop (HIL) Systems: HIL systems combine physical components, such
as vehicle hardware and sensors, with simulation software to emulate real-world operating
conditions. By interfacing with actual hardware, HIL systems enable thorough testing of
control algorithms, sensor fusion, and actuator response in a controlled environment.

• Sensor Simulation Software: Sensor simulation software replicates the behaviour of var-
ious sensors used in autonomous vehicles, including cameras, LIDARs, radars, and ultra-
sonic sensors. These tools generate realistic sensor data, allowing developers to evaluate
perception algorithms, object detection, and environmental awareness in simulated sce-
narios.

• Scenario Generation Tools: Scenario generation tools enable the creation of diverse and
complex scenarios to test the capabilities of autonomous vehicles. These tools facilitate
the generation of realistic traffic patterns, road conditions, weather effects, and unex-
pected events, allowing for comprehensive validation of system robustness and adaptabil-
ity.

• Modelling and Visualisation Software: Modelling and visualisation software aids in the
creation of detailed virtual environments, vehicle models, and sensor configurations.
These tools enhance the realism of simulations, enabling developers to accurately rep-
resent real-world scenarios and visualise system behaviour for analysis and debugging.

• Automatic test sequencer: Such kind of tools operate in coordination with any of the
previously mentioned tools to assert properties and issues sanctions against the validation
of those properties.

Leveraging these simulation tools, stakeholders can conduct extensive testing and validation
of autonomous vehicle systems, identifying potential issues, optimising performance, and en-
suring compliance with regulatory standards. By integrating simulation into the evaluation and
certification process, the industry can accelerate innovation, enhance safety, and expedite the
deployment of autonomous vehicles.

2.1.1.3 Temporality/Sequencing

In the evaluation and certification process for autonomous vehicles using simulation, tempo-
ral organisation is pivotal. This process unfolds in distinct phases:

• Development and Iterative Testing: Initially, simulation aids in the iterative refinement of
autonomous vehicle systems during development. Manufacturers use simulation tools to
validate algorithms, assess performance across varied conditions, and pinpoint areas for
enhancement.

• Validation and Verification: As development advances, simulation serves validation and
verification purposes. This entails rigorous testing of the system against predetermined
criteria, safety standards, and regulatory benchmarks. Simulation ensures that autonomous
vehicles function predictably and reliably in diverse scenarios.

• Certification and Regulatory Compliance: Simulation assumes a central role in the certi-
fication process, enabling manufacturers to demonstrate compliance with regulatory and
safety requirements. Comprehensive simulations validate system performance, evaluate
risk factors, and ensure adherence to legal mandates prior to commercial deployment.
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• Life-cycle Management and Continuous Improvement: Even after certification, simula-
tion remains integral for life-cycle management and ongoing enhancements. Manufac-
turers utilise simulation to monitor system performance, analyse real-world data, and
implement updates or modifications to optimize safety, efficiency, and user experience.
Analysing near-accident situations by replaying the situation in simulation and varying
the different parameters to identify hazardous situation.

By adhering to a well-structured temporal framework, stakeholders can effectively utilise
simulation to streamline the evaluation and certification process for autonomous vehicles. This
approach ensures robustness, reliability, and regulatory compliance throughout the development
life-cycle.

2.1.1.4 System of Systems - AI Module Roles

In the realm of autonomous vehicles and simulation, understanding the role of AI modules
within the system of systems is paramount. Each AI module performs specific functions and
tasks, contributing to the overall functionality and performance of the autonomous vehicle.
Here’s a breakdown of the key AI modules and their respective roles:

• Perception AI: The Perception AI module is responsible for interpreting sensor data and
understanding the vehicle’s surroundings. It identifies objects, pedestrians, road mark-
ings, and other relevant elements in the environment to inform the vehicle’s decision-
making process.

• Decision AI: The Decision AI module processes information from the Perception AI and
other sources to make decisions regarding vehicle control and navigation. It determines
actions such as accelerating, braking, steering, and lane changes based on the perceived
environment and predefined rules or objectives.

• Control AI: The Control AI module translates decisions made by the Decision AI into
specific control commands to execute vehicle manoeuvres. It regulates vehicle dynamics,
stability, and trajectory adherence to ensure safe and efficient operation under varying
conditions.

By delineating the roles of these AI modules, manufacturers and developers can effectively
design, implement, and validate autonomous vehicle systems using simulation. Simulation fa-
cilitates the testing and optimisation of each AI module’s performance within the larger system,
ensuring seamless integration and robust functionality.

2.1.1.5 Demonstration Process

In the realm of autonomous vehicle evaluation and certification, the demonstration process
holds paramount importance. This process involves presenting and validating the performance
of the autonomous system in simulated and realistic scenarios. Here are the key aspects of the
demonstration process:

• Identifying Key Scenarios: Firstly, it’s crucial to identify relevant demonstration scenarios
that highlight the key capabilities and functionalities of the autonomous system. These
scenarios may include urban driving, highway driving, emergency situations, and safety-
critical events.
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• Creating Realistic Simulations: The identified scenarios are then replicated in simulation
environments, taking into account factors such as geography, traffic, weather conditions,
and the behaviours of other road users. Creating realistic simulations allows testing the
system’s capabilities in diverse and complex conditions.

• Executing Scenarios: Simulations are executed with the autonomous system to evaluate
its performance and responsiveness in each scenario. Relevant metrics are collected to
assess the quality of the system’s decisions, its ability to detect and respond to obstacles,
and its reliability in various driving situations.

• Analyzing Results: The results of the demonstration are analysed to assess the system’s
compliance with performance objectives and safety criteria. Any potential gaps are iden-
tified, and corrective measures are considered to improve the system’s performance.

• Validation and Certification: Finally, the system’s performance during demonstrations is
used as evidence for the validation and certification of the autonomous vehicle. Reg-
ulatory bodies and relevant authorities may rely on demonstration results to grant the
necessary approvals for the vehicle to enter the market.

In summary, the demonstration process plays a crucial role in evaluating the performance
and certifying autonomous vehicles. By using simulation to recreate realistic scenarios, man-
ufacturers can demonstrate the reliability and safety of their systems, thus contributing to the
advancement of autonomous vehicle technology towards wider adoption and secure integration
on our roads.

2.2 Description of interfaces

2.2.1 Some requirements about interfaces

In the development of simulation environments for evaluation and validation processes, the
integration of various simulation tools is often necessary to capture the complexity and de-
tail of real-world scenarios. These tools, whether software-based or incorporating hardware
components, must interact seamlessly to exchange data efficiently and ensure the accuracy of
simulation results.

• Interface Standardisation: Ensuring that all simulation blocks adhere to the same interface
definition is crucial for seamless data sharing and interoperability.

• Real-Time Execution: Hardware components within the simulation system must operate
in real-time, aligning simulated time with real-time to maintain accuracy.

• Time Scaling for Software Components: Software-only simulations may run faster or
slower than real-time, depending on the simulation’s purpose and computational require-
ments.

• Performance-Dependent Simulated Time: The simulated time of a software-based simu-
lation depends on the model’s performance, with complex computations potentially slow-
ing down the simulation.

• Synchronisation of Tools: When multiple tools are used together, synchronisation is es-
sential to ensure they operate on the same simulated time, preventing discrepancies in
results.
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• Asynchronous Processing: In scenarios where there’s no feedback loop and faster pro-
cessing of certain data segments doesn’t impact result realism, asynchronous operation
may be feasible.

• Data Sharing Interface: Standard protocols like Functional Mock-up Interface (FMI) are
often used for data exchange, although specific connectors may require custom develop-
ment to integrate certain tools.

• Communication Protocols: Alongside standard interfaces, effective communication pro-
tocols are necessary to facilitate seamless interaction between simulation components.

• Scalability: Interfaces should support scalability to accommodate simulations of varying
complexity and scale, ensuring flexibility in system design.

• Robustness and Error Handling: Interfaces should be resilient to errors and capable of
handling unexpected scenarios gracefully, minimising disruptions during simulation runs.

Expanding on the text, consider discussing the importance of modularity in interface design
to facilitate the integration of new simulation tools or components, as well as the need for com-
prehensive documentation and support to assist developers in utilising the interfaces effectively.
Additionally, exploring methods for verifying interface compatibility and conducting thorough
testing procedures to validate the integrity of data exchange mechanisms could enhance the
discussion.

2.2.2 The need for open architectures

The demand for robust data exchange architectures emerged alongside the rapid advance-
ment of electronic components for critical applications. Throughout the 1980s and 1990s, mil-
itary systems faced a challenge: the processors they relied on became outdated even before
deployment in operational settings ([36]).

To address this issue, open architectures were conceived, aiming to decouple software from
hardware dependencies. This approach enabled hardware to evolve independently to match the
pace of market advancements, without necessitating extensive software rework.

Open architectures rely on hardware abstraction layers (HALs) of varying complexity to en-
sure software independence from underlying hardware, even when utilising standards like PCI,
PCI Express, RS232, ATA, and SATA. HAL encompasses all software directly reliant on the
underlying hardware, including boot code, context switch routines, configurations, and hard-
ware resource access such as Memory Management Units (MMU), on-chip buses, bus bridges,
and timers.

While HAL serves as an abstraction of hardware architecture, its implementation often varies
between operating system vendors. Consequently, most HALs are inherently tied to specific
operating systems, as each vendor defines its unique HAL specifications ([37]).

2.2.3 The need for distributed architectures

While significant progress has been made through the standardisation of execution nodes
with hardware components and the broader adoption of Hardware Abstraction Layers (HAL),
these efforts have encountered limitations:
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Firstly, the reliance on standards within hardware and HALs has not adequately facilitated
the seamless reuse of software across diverse platforms. Despite attempts at standardisation,
interoperability challenges persist, hindering true cross-platform compatibility.

Furthermore, with system capabilities increasingly distributed across networked components
developed by various suppliers, the mere standardisation and openness of individual equipment
technologies prove insufficient. This inadequacy becomes apparent as technological advance-
ments continue to shape the components comprising these systems, making it challenging to
maintain system capabilities over time.

Therefore, the crux of the matter lies not solely in standardising individual computation
nodes, but also in standardising the distribution of tasks across multiple nodes. Achieving
this level of standardisation is essential for ensuring interoperability, scalability, and long-term
viability of complex systems composed of diverse hardware and software elements.

The logical architecture for distributed test system has been largely introduced in the de-
liverable 2.3 of the PRISSMA project. This architecture specifies the main functions to be
interconnected through a communication bus (or middleware) to realise the simulation tools for
the operational needs of the evaluation certification on the ARTS:

Figure 2: Logical architecture for distributed test and simulations platforms

2.2.4 The network OSI layer as a foundation

A network of computation nodes typically falls into two main categories:

• Broadcast Mode (e.g., bus or ring topology): This mode operates using a single trans-
mission medium, where messages are broadcasted across the network. Any network unit
can intercept and analyse the message to determine if it’s intended for them based on the
recipient’s address.

• Point-to-Point Mode (e.g., star or mesh topology): In this mode, each pair of network
units is directly connected via a physical medium. Communication between two units
requires traversing through an intermediary node.

Each topology offers distinct advantages and disadvantages depending on the circumstances:
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• Fully Connected Topology: While this topology facilitates communication between all
nodes, implementing it at the physical level requires a significant number of electrical
wires, resulting in higher costs and weight. This drawback is particularly challenging for
applications such as aircraft, where weight considerations are crucial.

The OSI ISO/IEC 7498 model has played a pivotal role in delineating connectivity concerns
across different equipment within a system, organising them into distinct layers. This model en-
ables a systematic approach to network design, management, and troubleshooting by separating
functionalities into discrete layers, such as the physical, data link, network, transport, session,
presentation, and application layers.

2.2.5 The rise of the middlewares

The standardisation of various layers of inter-connectivity within software-intensive elec-
tronic computing resources has paved the way for the emergence of ”middleware,” facilitating
the decoupling of component behaviour from their individual implementations.

Middleware, in essence, is software that facilitates communication and data management
in distributed applications. Initially defined as services positioned above the transport layer
(such as TCP/IP) but below the application environment, middleware serves as the conduit for
interactions between components. Conceptually, middleware can be likened to the hyphen (”-”)
in client-server relationships or the ”to” in peer-to-peer setups.

Middlewares come in various forms ([38]):

• Transactional Middleware: Primarily involved in processing multiple synchronous/asynchronous
transactions, handling clusters of associated requests from distributed systems like bank
transactions or credit card payments.

• Procedural Middleware: Facilitates remote procedure calls, enabling the connection, pass-
ing, and retrieval of software responses in asynchronous system communications.

• Message-oriented Middleware: Implements message queue and message passing archi-
tectures to support synchronous/asynchronous communication between distributed com-
ponents.

• Object-oriented Middleware: Similar to procedural middleware but incorporates prin-
ciples of object-oriented programming. This type of middleware encompasses object
references, exceptions, and inheritance of properties through distributed object requests.

The architecture of any technical system revolves around determining the assembly of com-
ponents that fulfil the system’s identified functions. Ideally, these functions are executed at
the application layer. A robust physical platform simplifies the implementation of architectural
tasks and reduces realisation costs, emphasising the importance of choosing the right compo-
nents to achieve system objectives effectively.

2.2.6 Tests systems architectures

In the VHTNG reference architecture, the exchanges among the different components are
grouped into three different categories ([39]):

• The physical system under test communication channels, which regroups the communi-
cation of real components using real communication channels.
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• The virtual system under test communication channels, based on the ED247 standard
simulate the communication between virtual components.

• The VHTNG Instrumentation networks which regroups the communication between the
components of the test system itself.

Figure 3: Allocation of functions to implementation

By enforcing standard interfaces for the Virtual Equipment network and the Instrumentation
network, the VHTNG project aims at enabling the setup of distributed test systems provided
by multiple suppliers. In the [40] article, the authors proposed a referenced implementation
of their simulation platform using DDS middleware for real time distribution of simulation
data. In addition to the DDS middleware, the FMU/FMI standard has been used for integrating
simulation to this platform. In both VHTNG and this article we see the advantages of using
standards for designing open architectures: the integration of new components adding features
can rely on their compatibility on these standard for easier integration.

Figure 4: Simulation platform based on DDS and FMU
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2.2.7 Data exchange library

EPICS, or Experimental Physics and Industrial Control System , stands as a collaborative
endeavour, offering a suite of open-source software tools, libraries, and applications. Its global
utilisation extends to the creation of distributed soft real-time control systems for scientific
instruments, ranging from particle accelerators to telescopes and large-scale scientific experi-
ments. EPICS empowers researchers and engineers to orchestrate complex systems with preci-
sion and efficiency, facilitating breakthroughs in various domains of scientific exploration.

In the realm of Internet-of-Things (IoT), MQTT reigns as a dominant protocol. Functioning
on a ”publish and subscribe” model, MQTT excels in transmitting sensor data with exceptional
efficiency owing to its lightweight nature. However, its design may not be optimised for the
transmission of larger data payloads, such as video clips.

Conversely, XMPP, or Extensible Messaging and Presence Protocol, offers swift and real-
time communication capabilities. Built upon the foundation of Extensible Markup Language
(XML), XMPP provides the flexibility to define message formats, enabling structured data ex-
change across network nodes. Moreover, XMPP boasts robust security features, including iden-
tity management, authentication, authorisation, and encryption, making it an ideal choice for
applications requiring stringent security measures.

AMQP, or Advanced Message Queuing Protocol, delineates an efficient, binary, peer-to-peer
communication protocol tailored for transporting messages between network processes. By de-
coupling message structure from delivery mechanisms, AMQP affords flexibility and scalabil-
ity. With support for multiple messaging protocols, AMQP can be seamlessly integrated into
distributed configurations to meet high-scale and high-availability demands.

Figure 5: AMQP Broker

DDS, or Data Distribution Service, implements a publish-subscribe pattern for seamless data
exchange among distributed system nodes. By creating topics and publishing samples, DDS
facilitates the dissemination of information to subscribers expressing interest in specific topics.
Notably, DDS empowers users to configure quality of service parameters upfront, streamlining
the development of distributed applications while promoting modularity and structural integrity.

Finally, the ED247 virtualisation protocols offer standardised mechanisms for exchanging
simulation data across virtual components. This standardisation simplifies the interconnection
of benches across different locations in a non-intrusive manner, enhancing the versatility and
interoperability of virtual data exchange within simulation environments.

2.2.7.1 Implementation of DDS in Pro-SiVIC

In Pro-SiVIC, the proposed solution is based on the principle of a distributed storage space
through which SiVIC instances exchange object state vectors:
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• A SiVIC instance responsible for a simulation aspect (e.g., vehicle model) publishes the
corresponding state vector on DDS.

• A SiVIC instance wishing to replicate this simulation aspect obtains the corresponding
state vector from DDS.

The mechanism of the distributed storage space itself is developed in a separate C++ library
called ”libdds”. This library manages the publication and subscription to raw data frames (byte
arrays). Data on DDS is identified by the DNS alias or the IP address of the computer publishing
it and a string name. ”libdds” can also be used to exchange information other than Pro-SiVIC
simulation actor state vectors (sensor data, etc.). For networking aspects, ”libdds” relies on
the C ENet library ((http://enet.bespin.org/))and operates on a peer-to-peer logic.
This means that each computer acts as both a data-consuming client and a data-providing server.
Using ENet ensures lower latency than TCP, minimising Pro-SiVIC instance desynchronisation,
and provides flexibility in quality of service management (optional data frame robustness, etc.).
Additionally, ”libdds” offers high-performance data sharing on the same computer by imple-
menting faster paths via IPC. The raw data frames exchanged via ”libdds” are produced and
consumed in Pro-SiVIC by a new plug-in called ”sivicDDS”. This plug-in manages, for the
Pro-SiVIC instance in which it is loaded, the list of simulated states that are to be published
on DDS or replicated from it. The ”sivicDDS” plugin contains the logic to convert an object’s
state into a data frame / byte array and vice versa. The general architecture is illustrated in
the diagram below. Red arrows indicate data publication on DDS, while blue arrows represent
consumption of shared data.

Figure 6: Implementation of DDS in Pro-SiVIC in order to exchange Data and Objects-Components-Environment
attributes, and to synchronise the multiple platforms, tools, softwares. (Source: UGE)

2.2.8 Data exchange format

The Functional Mock-up Interface (FMI) stands as a pivotal standard in the realm of dynamic
model exchange, offering a structured framework for sharing and simulating models across
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diverse simulation environments. FMI delineates a comprehensive approach, comprising a ZIP
archive format and an application programming interface (API), aimed at facilitating seamless
model interchange. Within this framework, models are encapsulated within Functional Mock-
up Units (FMUs), encompassing a combination of XML files, binaries, and C code.

The FMI API serves as the linchpin for simulation environments, acting as the conduit for
interacting with FMUs. Simulation environments utilise this API, known as the importer, to
instantiate one or more instances of an FMU and simulate them, often alongside other mod-
els. This interoperability enables the integration of diverse models into cohesive simulations,
fostering collaboration and innovation across various domains.

FMI defines three distinct interface types, each tailored to cater to different simulation sce-
narios:

• Co-Simulation (CS): In this mode, the FMU typically embeds its solver or scheduler, en-
abling autonomous execution within the simulation environment. This approach affords
flexibility and autonomy to individual FMUs, enhancing their capability to interact with
other components within the simulation.

• Model Exchange (ME): Contrary to co-simulation, model exchange necessitates the im-
porter to undertake numerical integration tasks. The importer assumes responsibility for
synchronising and coordinating the execution of FMUs, facilitating seamless integration
into the simulation environment.

• Scheduled Execution (SE): In SE mode, the importer orchestrates the execution of model
partitions within the FMU. By triggering the execution of specific segments of the model
at predefined intervals, SE mode offers granular control over the simulation process, op-
timising performance and resource utilisation.

Figure 7: FMU and FMI using

By offering these diverse interface types, FMI caters to a wide spectrum of simulation re-
quirements, ranging from autonomous FMU execution to tightly integrated model exchange
scenarios. This versatility empowers users to tailor their simulation setups to suit specific needs,
fostering innovation and collaboration within the dynamic modelling community.

2.2.9 Synchronisation and time management

Here are the requirements related to time management and synchronisation for a simulation
framework for automated vehicles prototyping, test, evaluation, and validation:

Time Period for the World:
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• Flexible Time Scale: The simulation framework should allow users to define the time
period for the simulated world, enabling them to adjust the simulation speed according to
specific scenarios and testing requirements.

• Temporal Resolution: The framework should support high temporal resolution to ac-
curately simulate dynamic events within the world, such as vehicle movements, traffic
interactions, and environmental changes.

• Dynamic Day-Night Cycle: Incorporating a dynamic day-night cycle feature with ad-
justable time periods allows for realistic simulation scenarios, enabling testing under
varying lighting conditions and environmental contexts.

• Seasonal Variations: The framework should support the simulation of seasonal variations,
including changes in weather patterns, road conditions, and daylight hours over extended
time periods.

• Simulation Time Management: Users should be able to control and manipulate the sim-
ulation time, including pausing, resuming, and rewinding the simulation, to analyze spe-
cific events or replay scenarios for evaluation purposes.

• Time-Stamped Data Logging: The framework should provide support for time-stamped
data logging, allowing users to capture and analyze simulation data with accurate tempo-
ral references for performance evaluation and debugging.

Time Period for Each Sensor:

• Sensor Time Synchronisation: Ensure that each sensor within the simulation framework
operates according to its specified time period, with synchronised timestamps to maintain
temporal coherence between sensor outputs.

• Adjustable Sensor Sampling Rate: Allow users to configure the sampling rate and time
period for each sensor independently, providing flexibility to match real-world sensor
behaviour and capture relevant data for analysis.

• Temporal Alignment of Sensor Data: Implement mechanisms to align sensor data streams
temporally, accounting for processing delays and communication latencies, to ensure ac-
curate sensor fusion and perception algorithms.

• Dynamic Sensor Activation and Deactivation: Enable dynamic activation and deactiva-
tion of sensors based on scenario requirements, allowing users to simulate sensor failures,
occlusions, or power-saving modes while maintaining temporal consistency.

• Realistic Sensor Behaviour Modelling: Incorporate realistic sensor behaviour models that
simulate sensor response times, noise characteristics, and temporal dependencies to ac-
curately replicate sensor performance in diverse environmental conditions.

• Temporal Calibration: Provide tools for temporal calibration of sensors to synchronise
their internal clocks and align their outputs with ground truth data or reference sources
for validation and accuracy assessment.

Time Period for Vehicle Dynamics:
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• Vehicle Dynamics Simulation Time Step: Define a suitable time step for simulating vehi-
cle dynamics, ensuring sufficient temporal resolution to capture vehicle motion dynamics,
control inputs, and interactions with the environment.

• Real-Time Vehicle Dynamics Update: Implement real-time vehicle dynamics update
mechanisms to compute vehicle states, such as position, velocity, and orientation, at each
simulation time step based on dynamic models and control algorithms.

• Time-Synchronised Vehicle Control: Synchronise vehicle control commands with the
simulation time step to ensure accurate vehicle response and behavior in dynamic scenar-
ios, enabling realistic interaction with the simulated environment and other vehicles.

Time Management for Scenario:

• Scenario Time Management: Allow users to define and manage scenarios with adjustable
time periods, enabling the creation of complex, time-sensitive scenarios for testing vari-
ous automated driving functionalities and safety-critical scenarios.

• Temporal Event Triggering: Implement mechanisms to trigger events, such as traffic in-
cidents, pedestrian crossings, or vehicle maneuvers, at specific time intervals or relative
to the simulation time, facilitating scenario orchestration and control.

• Temporal Constraints and Deadlines: Support the specification of temporal constraints
and deadlines for scenario execution, ensuring that critical events occur within predefined
time windows and enabling the evaluation of system responsiveness and performance
under time-critical conditions.

Time Synchronisation Mechanism for Distributed Architecture:

• Network Time Protocol (NTP) Integration: Integrate NTP or similar time synchronisation
protocols to achieve consistent time synchronisation across distributed simulation nodes,
minimizing time drift and ensuring temporal coherence in multi-agent simulations.

• Distributed Clock Synchronisation: Implement distributed clock synchronisation algo-
rithms, such as the Network Time Protocol (NTP) or Precision Time Protocol (PTP),
to maintain accurate and synchronised simulation time across distributed computing re-
sources.

• Latency Compensation: Compensate for communication latencies and processing de-
lays between distributed simulation nodes to achieve tight synchronisation of simulation
events and maintain temporal consistency in collaborative simulation scenarios.

• Error Handling and Resilience: Implement error handling mechanisms to detect and miti-
gate synchronisation errors or discrepancies between distributed simulation nodes, ensur-
ing robustness and reliability of the time synchronisation mechanism.

• Dynamic Load Balancing: Employ dynamic load balancing techniques to distribute com-
putational workload evenly across distributed simulation nodes while preserving temporal
coherence, minimizing simulation time deviations, and maximizing overall system per-
formance.
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By incorporating these requirements, a simulation framework for automated vehicles can
effectively manage time periods, synchronize simulation components, and ensure temporal co-
herence, enabling accurate and reliable evaluation of automated driving systems in diverse sce-
narios.
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3 Definition and requirement of the simulation environment

3.1 Overview of the Generic simulation architecture

This section propose to provide a global definition of what is needed in order to develop
and to build a simulation environment dedicated to the evaluation and the validation of Auto-
mated Mobility Systems involving AI-based algorithms, functions, modules, and components.
This section will address the main requirements, properties, capabilities, expectations, limits,
weaknesses of the different models and tools that are part of a simulation architecture.

Figure 8: Overview of the general framework for the virtual prototyping, test, evaluation, and validation of ADS
and AI-based systems (source UGE)
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Figure 9: Overview of the generic PRISSMA framework for the evaluation and validation process in simulation
(source UGE)

3.2 Requirements for the models, functions, components and tools involved in the simu-
lation environment

The main requirement in order to build a virtual simulation environment for the evaluation
and validation of AI-based modules and systems involved in CAV development and deployment
is summarised in the figure 8, figure 61, and figure 9. In the figure 8 we can see the 3 main stages
of a global evaluation process. The first stage consists to:

• Define generic framework of the service using (with OD, ODD, and OEDR spaces based
on taxonomy developed in WP8)

• Define the scene and scenarios allowing to cover the ODD and the possible situations and
events encountering

• Define the service, systems, and components involved in the application under test (in-
volving AI-based modules and functions)

• Define the real vehicle embedded architecture (hardware and software)

• Define the topology of sensors

• Define the data recording process

• Define the evaluation and validation procedure

Unfortunately, in open road and real situations, it is impossible to generate and to control all the
possible scenarios. Indeed, we don’t have the capability to control accurately the movements
and behaviours of road users, and the degraded and adverse conditions like bad weather config-
urations. It is for this reason that it is necessary to address the second stage. This second stage
involved the implementation of the application/component/service under test in a real controlled
environment and in the same simulated environment. This need the building of an accurate and
realistic (high level of fidelity) Digital Twin (involving the Digital Shadow). The hardware and
software components involved in the evaluation bench for the real controlled environment are
detailed in the WP3. In this deliverable, we will focus the definition and requirement only on
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the simulation environment. About the simulated controlled environment (test site), the main
components and functions needed in order to execute the scenario are provided in the figure

3.2.1 General requirements on the simulation and multiple spectral graphical engine

In order to be usable for the evaluation and validation stages, Simulation engines and graphi-
cal engines (games engines) have to respect a set of requirements and constraints about software
(capabilities, rendering level realism, physics engine realism, time management ...) and hard-
ware aspects (sharing of treads, memory control and access, CPU and GPU control, ...).

3.2.1.1 General requirements for graphical engines

Here are the main mandatory requirements for a graphical engine in a simulation environ-
ment:

• Rendering aspects:

– Rendering Quality: Provide high-quality rendering capabilities to ensure realistic
visualization of simulation elements, including vehicles, sensors, road users, envi-
ronments, weathers, and the other road and infrastructure objects and furniture. In
a simulation environment, rendering quality refers to the fidelity and realism of the
visual output produced by the graphical engine. This requirement is paramount as it
directly influences the user’s perception or the sensors’ perception of the simulated
environment’s accuracy and immersion.

– Fidelity of Visual Modelling: The graphical engine must accurately depict simula-
tion elements, including vehicles, sensors, road users, environments, weathers, and
the other road and infrastructure objects and furniture, with high fidelity. This en-
tails rendering details such as textures, geometry, lighting, shadows, reflections, and
particle effects realistically to resemble their real-world counterparts.

– Realism and Fidelity: The rendered scenes should evoke a sense of realism and
fidelity, allowing users and sensors to engage with the simulated environment as
if it were real. This involves employing advanced rendering techniques such as
physically-based rendering (PBR), global illumination, and atmospheric effects to
create convincing visuals. For sensors, it means to take into account multi-spectral
rendering capabilities. Multi-spectral rendering needs to use specific physical mod-
els, materials, and textures to reproduce the interaction between sensors and the
environment.

• Consistency Across Platforms and API: Regardless of the hardware specifications or
operating system used, the rendering quality should remain consistent across different
platforms. Users and sensors should experience similar fidelity and realism whether run-
ning the simulation on a high-end gaming PC or a mobile device.

– Hardware Compatibility will ensure compatibility with a wide range of hardware
configurations, including graphics cards, processors, and memory capacities, to
maximize accessibility and performance.

– Cross-Platform Support will offer cross-platform compatibility to run the graphical
engine seamlessly on various operating systems, including Windows, macOS, and
Linux.

19



[L2.5] Definition of interfaces and simulation environment

– API Support will provide support for standard graphics APIs such as OpenGL,
Vulkan, or DirectX to leverage hardware acceleration and optimize rendering per-
formance.

• Dynamic and Optimised Rendering: The graphical engine should dynamically adapt
rendering quality based on the available hardware resources and performance constraints.
It should prioritize rendering critical elements of the scene at high quality while adjusting
less critical components to maintain smooth frame rates and responsiveness. In order to
guarantee a real time operating and the scalability, some resources management mecha-
nism need to be implemented. For instance, the BSP is interesting in order to take into
account vertices, faces, materials, textures . . . only in the field of view of the human
vision or the sensors. The scale rendering performance is essential to accommodate large
and complex simulation scenes with numerous objects and detailed environments. Sup-
port real-time rendering to maintain interactive responsiveness and fluidity, crucial for
dynamic simulations with changing scenarios.

– Post-Processing Effects: Integrate post-processing effects like bloom, depth of field,
motion blur, and color grading to enhance visual aesthetics and realism.

– Level of Detail (LOD): Implement level of detail techniques to dynamically adjust
object detail and polygon count based on distance from the viewer, optimizing ren-
dering performance without sacrificing visual quality.

• Materials and Textures: Objects and textures within the simulation should feature suf-
ficient detail and resolution to appear crisp and detailed, even at close inspection.

– Texture levels: High-resolution textures, bump mapping, and normal mapping tech-
niques can enhance the perceived quality of rendered surfaces. Moreover, it is es-
sential to implement generative and procedural textures.

– Reflections: In order to take into account reflection effects, the dynamic generation
of planar, cubic, and spherical texture is mandatory. These reflection textures al-
low to apply reflection of the environment on car bodies, wet road surfaces, shop
windows . . .

– HDR texture: High Dynamic Range texture is mandatory in the last graphical en-
gines in order to take into account the light intensity for each pixel of a texture. It is
useful for skybox textures allowing to generate the blurring effect of the sun.

– Shaders: In order to optimise the rendering time, the use of shader and GPU capa-
bilities (CUDA) is mandatory.

– Meta material and texture: Essential for multi-spectral rendering allowing to repro-
duce the interaction between sensors and the environment.

• Anti-Aliasing and Filtering: Implement anti-aliasing techniques to reduce jagged edges
and aliasing artifacts, resulting in smoother edges and improved visual clarity. Addi-
tionally, apply texture filtering methods such as anisotropic filtering and mipmapping to
enhance texture quality and reduce visual distortion.

• Dynamic Lighting and Shadows: Render dynamic lighting effects such as realistic shad-
ows, reflections, and light scattering to simulate the interplay of light and shadow within
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the environment accurately. This includes dynamic shadow mapping, soft shadows, and
volumetric lighting to create immersive lighting scenarios. It is also needed to implement
mechanism of ambient occlusion map and self-shadowing in order to improve the visual
rendering. About dynamic lighting, it is now essential to have the capability to manage
and generate in same time a great number of light sources with specific characteristics.
This means the need to provide adaptive and physical capabilities to merge several shad-
ows mask (objects and light sources)

• Particle Effects and Special Effects: Incorporate particle effects and special visual ef-
fects such as smoke, fire, explosions, weather effects, and environmental phenomena to
add dynamism and realism to the simulation environment. These effects should blend
seamlessly with the rendered scene and respond dynamically to user interactions and en-
vironmental conditions.

• Raytracing capability: Integrate a ray tracing engine to enhance rendering quality by
simulating the behaviour of light rays as they interact with objects in the scene. Ray
tracing enables advanced effects such as accurate reflections, refractions, and global illu-
mination, resulting in photorealistic visuals with lifelike lighting and shadows. Moreover,
raytracing functions allow to manage the interaction between wheels and the ground, the
collision events, the simulation of LIDAR beams, RADAR, GPS (multiple reflection ef-
fect) . . .

• Terrain Generation: Generate realistic terrain meshes and landscapes, including hills,
valleys, roads, and vegetation, to simulate diverse environmental conditions.

• Physics Integration and animation support: Integrate physics simulation and physics
engine or library with the graphical engine to accurately depict object interactions, colli-
sions, and dynamic behaviour within the simulation environment. The animation support
enables animation capabilities for objects, vehicles, and characters within the simulation
environment, including skeletal animation, keyframe animation, and procedural anima-
tion.

• User Interface Integration: Seamlessly integrate graphical user interface (GUI) ele-
ments, menus, and overlays within the simulation environment for user interaction, con-
figuration, and data visualisation. This requirement will be developed and detailed in a
future section.

• Multi-View Support: Support multiple viewport configurations and camera perspectives
to enable simultaneous viewing of different simulation aspects and viewpoints. In the
framework of the development of specific simulation engine for mobility purposes, it is
necessary to provide work windows with landmarks and specific references. Moreover,
a multiple layers mechanism is necessary to handle different level of information needed
for the sensor simulation (RADAR, GPS, IR . . . ). A set of data viewers and oscilloscopes
functionalities are mandatory for the analysing and display of data coming from the com-
ponents of the simulation (vehicles, pedestrians, sensors, weather conditions, . . . ).

• Engine architecture and monitoring:

– Plugin Architecture: Provide a flexible plugin architecture to extend and enhance
the graphical engine’s functionality through custom modules, shaders, and rendering
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techniques. This aspect is essential for a dynamic, adaptive, and real time simulation
platform. The dynamic class loading system will allow, during the simulation, to
load, adapt, modify, delete components.

– Performance Monitoring: Include performance monitoring tools and diagnostics to
track rendering frame rates, memory usage, GPU/CPU load, and rendering bottle-
necks for optimisation.

• Documentation and Support: Offer comprehensive documentation, tutorials, and tech-
nical support resources to assist users in understanding and effectively utilizing the graph-
ical engine’s features and capabilities.

These requirements aim to ensure that the graphical engine delivers high-quality, real-time
rendering performance, scalability, cross-platform compatibility, customizability, and integra-
tion with other simulation components. At this moment, the 2 main graphical engine respecting
these constraints and requirement are Unreal Engine 5 from NVIDIA and Unity.

Figure 10: Simulation platform from DSPace using Unreal Engine 5 (https://www.unrealengine.com/
en-US/spotlights/dspace-drives-advancements-in-autonomous-vehicle-testing )

Figure 11: Simulation platform from Microsoft (AirSim) using Unreal Engine 5 (https://microsoft.
github.io/AirSim/ )
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Figure 12: Simulation platform from LG (LGVSL) using Unity (https://microsoft.github.io/
AirSim/ )

Figure 13: Simulation platform from NVIDIA (NVIDIA Omniverse Replicator For DRIVE Sim – Synthetic Data
Generation ) using Unreal Engine 5 (https://microsoft.github.io/AirSim/ )

3.2.1.2 Additional requirement for the simulation and multiple spectral graphical engine
in PRISSMA

From [41] and with an adaptation from PRISSMA objectives, a set of requirements are pro-
vided in order to validate the use of a simulation platform, and more specifically the graphic
and simulation engine:

• Multi-resource constraint: The platform must support multiple sources of input data to
facilitate world creation and scenario generation.

• Scenario management: The platform must support test automation across multiple cre-
ated worlds and scenarios. This also involves the use of a specific scenario format such as
OpenScenario and an event management mechanism to manage transitions between the
scenes constituting the scenario. This also involves the use of a task and action scheduler.

• Scripting Language: Scripting of the test automation process should be possible using
standard scripting languages. This language must be usable at any time and allow the
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management, modification, addition, and deletion of any object, any parameter, and any
action in real time.

• Transparent code: The platform should use open source code as much as possible for
control and decision logic.

• Modularity and adaptability: The platform must provide common core functionality
with a configurable modular design. This means that the platform must be made up of
easily loadable or unloadable plug-ins. This architecture must also offer an architecture
allowing this processing to be distributed across several processors and several remote
computers.

• Simulation Fidelity and Quality: The platform will support physics-based worlds.

• Sensor Modelling: The platform must support editable sensor models.

• Sensor Types: The platform must support the most common sensors in the automotive
domain. The platform must support at least RADAR, LIDAR, GPS, IMU, camera and
ultrasound sensors.

• References and ground truths: The platform must provide ground truth data during
simulation execution.

• Ego-Vehicle Control: The platform must provide the ability to enable a control channel
to control the simulated ego-vehicle.

• Control of actors and extras: The platform must offer the possibility of controlling
several actors, that is to say vehicles other than the vehicle concerned or pedestrians. The
platform must be able to populate the scene to increase loyalty.

• Ensure process parallelisation: The platform must support the ability to run and evalu-
ate multiple control channels simultaneously.

• Signal scheduler: The platform must offer the possibility of prioritising control signals
between the different channels.

• Control Signals: Each control channel must provide control signals conforming to the
same specification.

• Data flow management and scheduler: The platform must be able to distinguish control
signals coming from different channels.

• Sensors and sources separability: The platform must be able to distinguish between
several sensors of the same type.

• Unexpected events and rare scenarios: The platform will support the creation of hand-
crafted worlds and scenarios, as well as their subsequent adaptation to take into account
rare and unexpected scenes and scenarios.

• Usability of Datasets: The scenario database must be reusable in the sense that it must
be independent of the perception and control logic used.
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• Data channel adaptability: The connection of the sensors to the control channel must
be configurable to adapt to the needs of each channel.

• Cyber security and operating safety: The platform must have the ability to inject faults
during execution. Moreover, the platform must provide inputs and mechanism allowing
to simulate cyber attacks (perception, communication, component).

• Generic scripting language: The platform must offer the ability to script fault injection
in the same interface as test automation.

• Generic architecture respecting standard: The platform must support co-simulation
standards such as FMI for large and specialised simulations.

• Reproductibility: The portability of code generated from the platform should not be
limited to a particular hardware configuration.

• Repeatability: The platform must provide the same result after n times the same scenario
with the same platform configuration.

• Real-time constraint: The platform must guarantee a real-time processing of the in-
volved model, plug-ins, module. For instance, in order to feed a camera model, the ren-
dering stage needs to guarantee an operating with an accurate timestamp and a frequency
at least 2 times higher than the simulated sensors. In a offline process, this mean that
the time engine must operate 2 times higher that the plug-in included the camera model.
Some issues could occur for High frequency sensors like neuromorphic camera operating
at 100 khz.

Moreover in [42], the author presents the main requirements and functionalities needed to
have a graphic engine usable for evaluation and validation stages. In this report, a simple
comparison is done between the main industrial platforms with respect to their vehicle dynamics
models, sensor support, 3D rendering, real-time physics and collisions, actor manoeuvres and
behaviours, model libraries and hardware dependencies.
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Figure 14: Light management by night with Pro-SiVIC with light map and mask for head light, pixelic rendering,
and HDR texture(Source: UGE and ESI group)

Figure 15: The different level of shadows managed in Pro-SiVIC: cast, catch, self shadowing, occlusion (Source:
UGE and ESI group)

From the different studies and the research work develop in University Gustave Eiffel [43], it
appears that a graphic engine is not enough for evaluation and validation of system of systems,
and component AI-based. Graphic engine needs to be extend in order to obtain simulation
engine usable with a high level of fidelity, quality, representativeness. The following functions
and capabilities need to be validated:
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• Multi-spectral rendering and modelling of the propagation channel: The simulation
engine needs to have the capability to mimic signals provided on several bandwidth. This
capability is essential for sensors modelling. For instance, the simulation of intrinsic
parameters and operating of the RADAR needs to generate and to process high frequency
signals (24 Ghz or 79 Ghz). Currently, this type of high frequency management is obtain
by using specific libraries and GPU capacities (use of CUDA language).

• Lights generation and management (see figure 14): Provide the capability to manage
a large set of light sources with an accurate and efficient pixel level rendering (for real
time processing). Generation of accurate and dynamic light masks for instance for nigh
conditions.

• Shadows generation and management (see figure 15): The simulation engine needs to
manage properly the different light sources and their interaction with the objects and the
environment. This means to propose mechanism providing several shadows renderings
(ambient occlusion map, occlude shadow, cast and catch shadows, self-shading, ...)

• Material and meta material: The simulation engine needs to provide large range and ef-
ficient resource management (graphics (material, texture, ...), Cross Radar Section, Bidi-
rectional Reflectance Distribution Function (BRDF), IR material emission, ...)

• Textures management and generation: Provide shaders and functions allowing to man-
age and generate HDR texture (coding light intensity, see figure ??), procedural and
animated textures, Multiple reflexion mechanism (environment reflection on car body,
windows, wet road, ... with a resolution fitting with requirement of sensors

• Ray tracing mechanism: In order to manage with a high level of accuracy and fidelity
specific dynamic models, interaction between environment objects, or propagation chan-
nel properties (GPS, RADAR, ...), an efficient and real time ray tracing mechanism is
needed.

• Filter mechanism: Library of shaders usable by sensors and implemented specific phys-
ical models allows to apply specific modification and transformation to a raw data gen-
erated by sensors. This mechanism is useful and essential for camera and for weather
conditions generation. These filters implement for instance planar, cubic, cylindrical re-
flections as shown in figure 34, noise, blur, fog, Depth of Field, optical deformation,
colour, self Exposure, auto focus, ...

• Spatial management: The simulation engine need to implement quaternion library in
order to avoid errors generation in the positioning and the orientation of the objects.

• Physical engine: Library allowing to apply dynamic model for dynamic object with the
management of physical interactions between objects. For instance, a truck modelling
needs to implement dynamic modelling of the cabin and the trailer with the physical link
between both. At this moment, for robot simulation with physical interaction, the main
physical engine are given in [44] and are ODE, Bullet, Vortex, and MuJoKo. For the game
engine ([45]), the main physic engine are PhysX, Bullet, Havok, MuJoCo, and ODE. In
[46], a comparison of these physical engine is made. Unity also proposes eXpanSIM in
order to model vehicle with physic engine capabilities.
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• Particle filter: Provide a efficient mechanism for adverse conditions simulation. Particle
engine allows to generate rain, snow, fog, cloud, smoke, fire effects with a high level of
fidelity.

• Multiple layers management: Provide the capability to manage in same time several
parallel processing for specific resources and models (i.e. simulation of camera, GPS,
RADAR, and IR in same time with their own physical resources and requirements)

• Time management: Have the capabilities to provide an accurate mechanism of time
management for orchestration/synchronisation of the various simulators and models. This
function needs to generate real-time operating with a high level of repeatability (several
same scenarios and simulations provide the same result with the same time stamping of
the data). The time generator and manager needs to provide a large set of time modelling
(see figure Time). It is essential to control the operating period and frequency of each
sensors.

• Event generation and management: The simulation engine needs to implement event
mechanisms and functions with specific conditions, relations, constraint, situations (spa-
tial, temporal, semantic, climate, ...). Moreover, event variable are essential to provide
an automated validation process with the coverage of a large set of values for significant
parameters and variables under test or generated relevant situations under test.

• Interfaces: the need to interconnect different tools and models with one another has
become a crucial need. It is with this intention that a general standard with the acronym
FMI (Functional Mockup Interface) was created, for easing up the exchange of models
and standardising the way of connecting and sequencing them. This interface needs to
support the transfer of large amounts of information (video streaming, for example). At
this moment, the more efficient and used library is DDS.

• Plug-in mechanism: The using of an architecture based on plug-ins is essential in order
to obtain a highly dynamic and modular simulation platform. This aspect is crucial and
essential in order to have the capability to load plug-in instances during the operating in
real time.

• Modular and distributed architecture: This aspect is based on the 3 previous function-
alities (plug-in, interface, and time management) and is essential to share the specific pro-
cessing and component simulation for time consumption or specific resource using. This
means that the different modules and plug-ins can run either on several process (multiple
CPU/GPU and parallel processing), and/or several remote computer using a network of
computers and an accurate synchronisation mechanism.

• A efficient and dynamic script language: The script language is essential in order to
manage all the parameters, objects, components, filters, environments, conditions, events,
times aspects ... of the simulation in real time. The script language is useful and essential
for the real time and automated scenario management and execution. Some simulation
platforms use their own propriety language but XML based, Python based, LUA based
script languages seems to become a standard. Moreover Open-Scenario seems to become
the standard for the scenario definition, generation, and management.
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• Reference and Ground truth generation: provide the different plug-ins, functions,
methods to generate references and ground truth essential and useful in the evaluation
and validation process. The quality of the ground truth needs to be evaluated and labelled
in order to guaranty its fidelity and its accuracy.

• Large scale outdoor environment: This aspect becomes more and more important. The
question concerns the capability of the simulation environment to generate and to use
in real time large outdoor environments in order to simulated long distance travels. this
requirement is faced with the generation of a large quantity of resources having the con-
straint of being faithful to reality and operating in real time to power sensors on board a
vehicle. Here it is no longer a question of producing a digital twin of a restricted area of
a few square kilometres but of environments of several tens of square kilometres with a
faithful rendering of the terrain and the road environment. Some work attempts to pro-
pose solutions. This is the case of [47] which proposes offers a photo-realistic terrain
Simulation pipeline for unstructured outdoor environments.

• Digital Twin of test benches: In order to validate the fidelity of the simulation platform,
it is mandatory to generate not only Digital Twin of real environment but also the virtual
test benches using on these road environment (open road or controlled environment). For
instance, it was the case in UGE for the rain bench and the crash facilities (foam dummy).
In a next section, this Digital Shadows (DS) and Digital Twin (DT) are addressed and a
generic framework is proposed for the generation of such a DT and DS. In PRISSMA, 2
new DS and DT have been developed (see figures 70 and 72)

In order to provide synthetic data usable in an evaluation and validation process, it is manda-
tory to address the synthetic data fidelity, quality, and diversity. These 3 concepts are related
concepts but represent distinct aspects in the context of data generation:

• Synthetic Data Fidelity:

– Definition: Fidelity refers to the accuracy with which synthetic data replicates the
statistical properties and patterns of the original data. This aspect is link to the
physical accuracy of the synthetic structure or data generated by a model. In this
context, the generated synthetic data must be experimentally validated and must fit
with characteristics of the real system, sensor, data. Generated samples resemble
real samples from Pr (real distribution of data). A high-fidelity synthetic data set
should contain “realistic” samples, e.g. visually-realistic images.

– Focus: It emphasises how closely the synthetic data mimics the key characteristics,
distributions, and relationships present in the real dataset.

• Synthetic Data Quality:

– Definition: Quality encompasses a broader range of characteristics and features that
contribute to the overall usefulness and appropriateness of synthetic data for a spe-
cific purpose.

– Focus: It considers factors beyond statistical accuracy, including the relevance, util-
ity, and effectiveness of synthetic data in achieving specific objectives.

• Synthetic Data Diversity:
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– Definition: Synthetic data diversity refers to the variety and richness of informa-
tion captured within a dataset generated through artificial means. It emphasises
the representation of different patterns, characteristics, and scenarios to ensure a
comprehensive and realistic reflection of the underlying real-world data. Generated
samples are diverse enough to cover the variability of real data, i.e., a model should
be able to generate a wide variety of good samples. Diversity could be link to the
generalisation: Generated samples should not be mere copies of the (real) samples
in training data, i.e., models that overfit to real datasets are not truly “generative”.

– Focus: The primary focus of synthetic data diversity is to create a dataset that mim-
ics the complexities and variations present in the authentic data it aims to replace.
This involves capturing a wide range of features, relationships, and distributions to
enhance the model’s adaptability and generalisation.

3.2.2 Vehicle dynamics model

In order to develop realistic dynamic vehicle model, it is often necessary to use Physical
engine with solvers (ODE), ray-tracing library, and mechanic properties in order to manage
physical interaction between several dynamic objects. Moreover, as presented in the figure 16,
a dynamic vehicle modelling must involve at least this several modules:

• Multi-body dynamics model: represents the mechanical systems of the vehicle, including:

– shock absorbers (with either linear, or non linear modelling (potentially with use of
LUT))

– chassis and car body (with aerodynamic coefficient)

– Steering wheel column with auto alignment, driver, and controller torques

– Wheels and Tires involving tire grid modelling (longitudinal and lateral)

It simulates the movement, forces, and interactions between these components based on
Newtonian physics principles. Car body and chassis use differential system, aerodynamic
coefficient

• Braking system

• Powertrain model and drivetrain: simulates the engine, transmission, and other power-
train components, accounting for torque, gear ratios, fuel consumption, and performance
characteristics. These models need to address thermal engine as well as hybrid or electric
engine (involving battery modelling) with powertrain and gearbox (automatic or manual)

• main ADAS systems like EPS, ABS, ACC and Stop&Go

Moreover, as mentioned in the JAMA report [1], a set of disturbances must to be considered
in order to obtain a physical realistic behaviour of a vehicle in realistic and constrain configura-
tions. The figure 17 shows some of these disturbances applied in the ODD of a real vehicle.
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Figure 16: Different parts to consider in a realistic and dynamic vehicle modelling (source: UGE)

Figure 17: Preventability/Unpreventability boundary conditions in vehicle movement disturbance (source: JAMA’s
report [1])
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3.2.2.1 Some academic dynamic vehicle part modelling

About Academic dynamic vehicle modelling, the PhD thesis of Laetitia Li (2021) [48] gives
a good overview of car body, wheels, and tires modelling. In this work, cinematic models are
firstly presented then after, a set of 4 different dynamic model are enumerated and presented:

• Dynamic bicycle modelling with 3 DoF

• Dynamic 4 wheels modelling with 7 DoF

• Dynamic 4 wheels modelling with 10 DoF

• Dynamic 4 wheels modelling with 14 DoF

About the tire grip modelling, the main well-known models are:

• Model of Brosse

• Model of Gim

• Model of Dugoff

• Model of Kiencke/Burckhardt

• Model of Pacejka (full and simplify (order 3))

In [49], an overview is given about the modelling of drive-train components:

• Combustion engine

• automatic gearbox

• Limited slip differential

• braking system

• Steering column

In the same work, the main stability controllers are presented:

• Anti-lock Braking System

• Traction Control System

• Electronic Stability Control

In [50], Sébastien Glaser propose a full enough modelling of the dynamic of a vehicle for the
simulation in limit conditions. In this model implemented in Pro-SiVIC platform, the following
parts are implemented:

• The car body using the fundamental principles of dynamics

• The shock absorbers

• the anti-roll bars

• The wheels and tire with Dugoff and Pacejka models

32



[L2.5] Definition of interfaces and simulation environment

3.2.3 Environment Model and propagation channel

In order to generate a representative and relevant simulated environment, it is mandatory to
take into account the main factors of the environment having an impact on the operating of the
vehicles, the sensors, and the ADAS. The following list, though not exhaustive, identifies some
of the most common disturbances to generate in the virtual environment with a high level of
fidelity:

• Extreme adverse weather conditions (heavy rain, snow, or fog) : Simulates weather
conditions (such as rain, snow, fog), lighting, visibility, and other environmental factors
that influence sensors and vehicles performances. Weather conditions can strongly reduce
the maximum range of a sensor and its signal quality (acuity, contrast, excessive visual
clutter) for human vision, AV visual systems (cameras, LIDAR), and DSRC transmissions
(though to a lesser extent).

– Mist and fog are the result of the condensation of water vapour on atmospheric nuclei
remaining in suspension close to the ground. Mist and fog are classified based on
the visibility, or Meteorologic Optical Range (MOR). This latter corresponds to
the length of path in the atmosphere over which the light, from a known source, is
reduced to 5% of its original intensity. We talk about fog when the visibility is below
1 km. When the visibility is greater than 1 km we talk about mist. Fog droplets size
range from a few tenths of a micron to a few tens of microns [51]. The visibility
decreases with the increase of droplets number in the medium and also depends on
the droplet size distribution [52]. A same visibility value can correspond to different
droplets size distribution.

– Precipitations, including rain, snow, hail and sleet, consist in liquid or frozen water
drops falling to the ground. It is the result of water vapour condensation on particles
in the colder atmosphere. The intensity of the precipitations is defined by the size
and the distribution of the droplets in the medium. The visibility impairment due
to precipitations is also related to the speed of fall of droplets which causes the
appearance of streaks linked to the camera shutter. The diameter of raindrops can
range between 0.1 to ∼ 6 mm. In scattering and absorption calculations, raindrop
shape is often assumed to be spherical even though large droplets typical of heavy
rains look like oblate spheroidal [53]. Unlike rain drops, snow grains cannot be
considered as spherical. Their shape and size are complex and hence difficult to
simulate numerically. Räisänen et al. constructed a reference phase function for the
scattering of snow grains, taking into account the diversity of snow grains shape and
size [54].

• Excessive dirt or physical obstructions (such as snow or ice) on the vehicle: Interferes
with or reduces maximum range and signal quality (acuity, contrast, physical occlusion
of field of view) for human vision and all basic AV sensors (cameras, LIDAR, radar).

– Dust, natural haze or smog occur by the accumulation of particles of dust, smoke
or any air pollutant, in relatively dry air. The extinction coefficient of haze is wave-
length dependant. Zhang et al. (2021) [17] pointed out an adverse weather condition
typical in East Asia during spring months, named Asian dust, which is made of min-
eral dust from crustal sources transportation from desert areas eastward.
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• Darkness, low illumination, and specific light conditions: Reduces maximum range
and signal quality (acuity, contrast, possible glare from external light sources) for human
vision and AV camera systems. The sunset can generate IR signal which could disturb
the IR sensor signal and perception performance.

• Terrain Elevation and Obstructions: Integrate accurate elevation data and obstructions
such as buildings, trees, and other obstacles to simulate line-of-sight (LOS) and non-
line-of-sight (NLOS) signal paths. Large physical obstructions (buildings, terrain, heavy
vegetation, etc.) interferes with line of sight for human vision and all basic AV sensors
(cameras, radar, LIDAR); some obstructions can also reduce the maximum signal range
for DSRC.

• Dense traffic: Interferes with or reduces line of sight for human vision and all basic AV
sensors (cameras, radar, LIDAR); can also interfere with effective DSRC transmission
caused by excessive volumes of signals/messages. (However, human drivers do have
some limited ability to see through the windows of adjacent vehicles.). Moreover, it is
more difficult to detect and discriminate the close objects with the same dynamic (same
speed and same heading).

• Small objects: Difficult discrimination/detection/identification of the small objects like
negative obstacle (pothole) or positive objects like little animal (fox, cat, dog) or static
object (piece of wheel tire, or bumper). In the second case, the IR camera could not make
the difference between the road surface and the object.

Moreover, the 3D environment needs to reproduce the following information:

• Realistic Geographical Data: Utilise high-quality geographical data, including terrain,
buildings, vegetation, and other environmental features, to accurately model the physical
3D environment. this requirement involves the road and ground spatial configuration
representing the road surface and terrain features, including elevation changes, curvature,
friction characteristics, and surface irregularities affecting vehicle dynamics.

• Maps, materials, and textures: The environment needs to use materials, textures, shad-
ows, energy intensities map, temperature and radiosity map in order to fed the different
sensors technologies. Even with the best intrinsic modelling of a sensors, without the
same quality for the propagation channel and the road environment, the signal coming
from the sensors will be weak and not faithful enough to reality and to the signals that
can be generated by real sensors.

• Multi-Path Modelling: Incorporate models for simulating multi-path effects caused by
signal reflections, diffractions, and scattering from various objects in the environment.

• Atmospheric Effects: Model atmospheric conditions, including temperature, pressure,
humidity, and air density, to simulate their impact on signal propagation through the at-
mosphere. This information is useful in order to fed the GPS model. For the camera,
this information allows to generate in far distance the effect of the atmospheric veil. In
these atmospheric effects, we can add the wind which could interact with the vehicle and
generate a force impacting the speed and consumption of the vehicle.
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• Propagation Loss Models: Implement propagation loss models to calculate signal atten-
uation over distance, considering factors like free space loss, path loss, and environmental
obstructions.

• Signal Fading and Shadowing: Simulate signal fading and shadowing effects caused by
obstacles blocking or interfering with the direct path between transmitter and receiver.

• Frequency and Bandwidth Considerations: Account for signal frequency and band-
width characteristics to accurately model signal behaviour in different frequency bands
and under varying bandwidth conditions.

• Time-Variant Channel Modelling: Incorporate time-variant channel models to simu-
late dynamic changes in the propagation environment over time, such as signal fading,
interference, and channel capacity fluctuations.

By meeting these requirements, a simulation environment can provide an accurate represen-
tation of the environment and propagation channel, enabling thorough testing and evaluation
of wireless communication systems and devices. The figure 19 summarises the signal propa-
gation channel with a large set of potential effects on the sensors. The simulation of a road
environment needs to reproduce with the more efficient and realistic way these phenomena.

Figure 18: Atmospheric disturbances impacting the visibility and the sensors operating
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Figure 19: Different layers and phenomena impacting the propagation of a signal and by extension the efficiency of
the object detection and identification by a sensor and a AI-based perception system. Grey rectangles provide the
effects, green rounded rectangles the system independent causes, and the blue rounded rectangles give the design
parameter causes (source: [2])

3.2.4 Exteroceptive Sensor Models

3.2.4.1 LIDAR technologies and model requirements

LIDAR model: simulates Light Detection and Ranging sensors that use laser pulses to mea-
sure distances and create 3D point clouds, commonly used for perception in autonomous driving
simulations.
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Figure 20: Different functions and modules in the scanning LIDAR technology (source: UGE)

Figure 21: Fundamental classification of various LIDAR concepts (source: [3])

Figure 22: LIDAR technologies for automotive domain and AV (source: https://tematys.fr/
Publications/fr/29-sensors)
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Figure 23: LIDAR parameters in use - Paris2Connect

Simulating a LIDAR system for embedded vehicles involves capturing the key characteristics
of LIDAR technology while ensuring realism and accuracy. Here are the main requirements for
creating a realistic LIDAR model:

• Laser Emission and Reflection Modelling : Accurate modelling of laser emission and
reflection processes to simulate how LIDAR sensors emit laser beams and detect their
reflections from surrounding objects. This aspect involve the wave length of the laser
beams and the number of shot by beam. Last generation of LIDAR also apply signal
modulation similar to FMCW in order to limit the impact of distances in the propagation
channel.

• Sensor Geometry: Modelling of the physical geometry of the LIDAR sensor, including
the number and arrangement of laser emitters and receivers. This ensures that the sim-
ulated LIDAR sensor closely matches the real-world sensor configuration. For instance,
the laser impacts arrangement of a IBEO, Velodyne, of OUSTER sensors could be differ-
ent.

• Scanning Patterns: Simulation of scanning patterns used by LIDAR sensors to sweep
laser beams across the environment. This includes modelling rotational or oscillating
movements to capture a 360-degree field of view. This aspect is in relation with the
previous requirement.

• Range Measurement: Implementation of algorithms to calculate range measurements
based on the time-of-flight or phase-shift of laser pulses. Accurate range measurement
is essential for determining the distance to objects in the LIDAR’s field of view. This
requirement depends of the beam power and the material reflection level (flat or granular,
clear of dark material).

• Resolution and Accuracy: Modelling of the spatial resolution and accuracy of the LI-
DAR sensor, which determines its ability to detect and distinguish objects with high pre-
cision. This involves considering factors such as beam divergence, noise, and sensor
calibration.
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• Point Cloud Generation: Generation of point clouds representing the 3D spatial distri-
bution of objects in the LIDAR’s field of view. This involves processing the raw LIDAR
data to generate a digital representation of the environment.

• Environmental Factors: Consideration of environmental factors that affect LIDAR per-
formance, such as ambient light, weather conditions, and surface reflectivity. Accurate
modelling of these factors is crucial for realistic simulation results.

• Real-time Operation: Optimisation of the LIDAR simulation model for real-time opera-
tion, ensuring that it can run efficiently within the computational constraints of embedded
vehicle systems.

By addressing these requirements, a simulated LIDAR model can provide valuable insights
into the performance and capabilities of LIDAR-based perception systems for embedded vehicle
applications, including autonomous driving, collision avoidance, and environmental mapping.

Regarding the new generation of LIDAR systems, several noteworthy developments are un-
derway:

• Firstly, MEMS-based LIDAR products have been under development for approximately
a decade and were expected to be launched before 2020. These systems are anticipated to
experience significant growth provided the right balance between cost, performance, and
manufacturability is achieved. MEMS LIDAR systems employ tiny mirrors whose tilt
angle varies in response to a stimulus, such as voltage. These mirrors substitute mechani-
cal scanning hardware with an electromechanical equivalent. However, aligning multiple
mirrors for multidimensional laser beam movement poses challenges, particularly sus-
ceptibility to shocks and vibrations encountered in moving vehicles. Additionally, auto-
motive specifications necessitate operation down to -40°C, which can be demanding for
MEMS devices.

• Concurrently, flash LIDARs are in development, operating akin to standard digital cam-
eras utilizing an optical flash. In flash LIDAR, a single large-area laser pulse illuminates
the environment, while a focal plane array of photodetectors captures back-scattered light.
This method captures the entire scene in a single image, enabling faster data capture rates
and immunity to vibration effects. However, the presence of retroreflectors in the en-
vironment can blind the sensor, and high peak laser power is required for illumination
over longer distances. Despite these drawbacks, flash LIDARs offer advantages such as
absence of moving parts, compactness, and cost-effectiveness.

• In the short term, Optical Phased Arrays (OPA) technology is anticipated to challenge
MEMS and flash LIDARs. Based on Photonics Integrated Circuits (PIC), OPA steers
the beam without moving parts, offering cost-effectiveness and high performance. How-
ever, OPA technology requires further maturation, with ongoing developments focused
on improving range and resolution specifications.

• Additionally, techniques such as Frequency-Modulated Continuous Wave (FMCW) and
liquid crystal beam steering are being monitored for long-term prospects. FMCW, uti-
lizing a coherent method with frequency-modulated laser light, offers simpler optics and
computational load compared to traditional Time-of-Flight (ToF) methods.
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• Looking ahead, the Short-Wave Infrared (SWIR) range (1550 nm) is expected to witness
substantial growth due to its wider range and superior performance in adverse weather
conditions. The main challenge currently lies in the cost of SWIR detectors, but promis-
ing technologies such as quantum dots detectors are already in development.

Figure 24: LIDAR interaction with disturbers in the environment ([4])

Figure 25: LIDAR Parameters for the main type of automotive LIDAR [5]
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3.2.4.2 RADAR technologies and model requirements

Radar model: emulates Radar sensors that use radio waves for object detection and speed
measurement.

Figure 26: RADAR functions in a Digital Twin of the sensor (Source: UGE)

Creating a realistic simulation of an automotive RADAR system involves addressing various
aspects to accurately replicate its behaviours and outputs. Here are the main requirements for
simulating an automotive RADAR and obtaining a realistic model:

• Antenna and Transceiver Modelling : Accurate modeling of the RADAR antenna and
transceiver components, including their physical characteristics, radiation patterns, and
transmission/reception properties. This ensures that the simulated RADAR system be-
haves realistically in capturing and processing radio frequency (RF) signals.

• Frequency, Bandwidth, and modulation: Specification of the RADAR’s operating fre-
quency and bandwidth, which determine its sensitivity, resolution, and range capabilities.
The simulated RADAR model should accurately replicate the frequency modulation and
bandwidth constraints of real automotive RADAR systems. In the automotive domain,
the main frequencies are either around 24 GHz or around 76 and 79 GHz. Moreover,
a large set of modulations and waveforms exists like Frequency Continuous Modulated
wave (FMCW). Moreover, different types of technologies exist like SRR (Short Range
Radar), MRR (Middle Range Radar) and LRR (Long Range Radar). Each technology
impact the field of view of the RADAR. For instance, a LRR currently have a 20° FOV
with a long detection range (up to 200 and 300 meters) while a SRR has a 60° FOV with
a shorter range.

• Signal Propagation Modelling: Modelling of signal propagation effects such as attenua-
tion, reflection, diffraction, and scattering, which influence the behaviour of RF signals in
the environment. Accurate signal propagation modelling is essential for realistic RADAR
simulations in various driving scenarios.
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• Target Detection and Tracking: Implementation of algorithms for target detection,
tracking, and localisation based on RADAR measurements. This involves processing
RADAR return signals to identify and track objects in the vicinity of the vehicle, includ-
ing vehicles, pedestrians, and other obstacles.

• Range and Doppler Measurements: Generation of range and Doppler measurements
from RADAR return signals, which provide information about the distance, relative ve-
locity, and motion characteristics of detected objects. Accurate range and Doppler mea-
surements are critical for effective object detection and tracking.

• Clutter and Noise Simulation: Simulation of background clutter and noise in RADAR
return signals, including environmental noise, interference from other RF sources, and
electronic noise from the RADAR system itself. Realistic clutter and noise simulation
ensure robust performance of RADAR signal processing algorithms.

• Environmental Factors: Consideration of environmental factors that affect RADAR per-
formance, such as weather conditions, road surface properties, and surrounding terrain.
Accurate modelling of these factors allows for realistic RADAR simulations under vari-
ous driving conditions.

• Integration with Vehicle Dynamics : Integration of the RADAR simulation model with
vehicle dynamics and control systems to enable realistic interaction between RADAR
measurements and vehicle motion. This allows for the simulation of RADAR-based col-
lision avoidance, adaptive cruise control, and other driver assistance functions.

By fulfilling these requirements, a simulated automotive RADAR model can provide valu-
able insights into the performance, capabilities, and limitations of RADAR-based sensing sys-
tems for automotive applications, including advanced driver assistance systems (ADAS) and
autonomous driving technologies. It is important to mention the development of the new gener-
ation of RADAR like the RADAR imaging. The figure 27 presents the comparison of 3 of the
main automotive RADAR technologies.
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Figure 27: General specifications of main automotive RADAR sensors (from SmartMicro, Continental and Aptiv
Delphi). The parameters presented are frequency (Freq), horizontal FoV (HFOV), vertical FoV (VFOV), range
accuracy (Range Acc), velocity range (Vel Range), input/output interfaces (IO Interfaces) and ROS (Robotic Op-
erating System) drivers. (source: [5])

Figure 28: Main automotive RADAR waveforms (source: [6])

The RADAR waveforms, outlined in figure 28, are categorised based on whether they are
continuous wave (CW), pulsed, and frequency or phase modulated. Modulated radar wave-
forms include FM CW, stepped frequency (SF) CW, orthogonal frequency-division multiplex-
ing (OFDM), and frequency shift keying (FSK). Each waveform type offers specific advantages
in processing, implementation, and performance:

• CW radar utilises conjugate mixing of a high-frequency transmitted and received signal to
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produce the output signal at the Doppler frequency of the target. Although it easily detects
target speed, the continuous waveform lacks round-trip delay measurement necessary for
range estimation.

• Pulsed CW radar, on the other hand, estimates range information by lengthening each
pulse and measuring the frequency difference between transmitted and received pulses.
Pulse duration and pulse repetition frequency (PRF) are critical parameters for designing
pulsed CW radar with desired range and velocity resolution.

• Frequency Modulated Continuous Wave (FMCW), also known as linear frequency mod-
ulation (LFM) or chirp, enables simultaneous range and velocity estimation due to pulse
compression. With FMCW radar, range resolution is inversely proportional to signal
bandwidth, and Doppler resolution is determined by pulse-width and the number of pulses
used for estimation.

• Frequency Shift Keying (FSK) and Stepped Frequency Continuous Wave (SFCW) wave-
forms vary in a discrete manner, offering a unique approach where range profiles of targets
are derived from data collected at discrete frequencies. Hybrid waveform types, such as
combining FSK with multislope FMCW, enhance radar processing performance.

• Orthogonal Frequency Division Multiplexing (OFDM) waveform provides joint imple-
mentation capabilities for automotive radar and vehicle-to-vehicle communications. OFDM
radar processing estimates range profiles through frequency domain channel estimation.

Optimisation of radar waveforms can be achieved based on target statistics. But it is neces-
sary to keep in mind that the accurate modelling and simulation of intrinsic signal (waveform)
generation and processing needs to use the capacities of GPU and some specific signal libraries
in order to handle the real signal high frequencies.

Figure 29: The 3 different levels of RADAR modelling implemented in ProSIVIC ®. (Source: UGE and ESI
group)
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In Figure 29, (a) presents 2 simplified models of RADAR. First one with Depth map, voting
method with objects impacted by RADAR signal, multi-object tracking generating a Conti-
nental RADAR message, second one with ray-tracing (transmitted power, length of path and
multiple path), transmitter/receiver modelling with antenna; (b) A more complex modelling
with ray-tracing, RCS, and Transmitter/receiver modelling; (c) A physical modelling of the
propagation channel (green box in the figure 26) an illumination of the environment allowing
multi-reflections (waveguide effect), energy concentrations, scattering, absorption. This level
of modelling also simulates the Doopler effect; (d) Realistic physical simulation of the sensor
(electronic and signal processing part presented in orange boxes of the figure 26).

Depending on the objective, the simulation of the sensor can be more or less complex and
detailed. We can therefore have simulation levels like those that exist on the Prosivic platform
for example:

1. Simplified physics-based model: the model is simulating the Field Of View (FoV) in
azimuth and elevation, the targets’ distances and speeds without considering the radar
signal processing block chain. The outputs of this sensor are ideal targets with appropriate
distance and speed.

2. Physics based radar: this kind of model considers radar antenna diagram of single input
single output (SISO) RADAR, Single-Input multiple Output SIMO, and multiple-input
Multiple Output (MIMO) output and the bumper effect on radar. The simulation consid-
ers the Radar Cross Section (RCS) of targets to estimate electromagnetic wave energy
and it includes the signal processing tool chain (signal modulation, Fourier transform
and tracking). This type of sensor can perform real-time simulations depending on the
scenario. The simulation outputs are typically those of a real radar (targets list) with ap-
propriate distance, speed, angles, and energy reaching and departing from objects in the
propagation channel

3. High fidelity physics radar: the model is a very complex model of the RADAR with
more detailed modelled physics. It is dedicated to more advanced radar simulation to
study physics phenomena such as the effects of the environment and the interference
between multiple targets and other radars.

3.2.4.3 Camera technologies and model requirements

Camera model: simulates cameras for visual perception and computer vision tasks, including
object recognition, lane detection, and traffic sign recognition. Of course, the models can be
adapted to suit all different camera technologies (cyclop, infrared, RGB, fisheye, event-based
camera, V2X cam edge computing...).
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Figure 30: General specifications of stereo cameras from various manufacturers. The parameters provides are
horizontal field-of-view (HFOV); vertical field-of-view (VFOV); frames per second (FPS); image resolutions in
megapixels (Img Res); depth resolutions (Res); depth frames per second (FPS) (Source: [5])

Creating a realistic simulation of a camera involves addressing various aspects to accurately
replicate its behaviour and output. 2 sets of important requirements allowing to model a camera
are provided in the following part. The first set of requirement is dedicated to the intrinsic
modelling of the sensors:

• Intrinsic Geometric Modelling : Accurate representation of the camera’s physical ge-
ometry, including lens characteristics, focal length, aperture size, sensor size, and lens
distortion parameters. This ensures that virtual scenes are captured and projected realis-
tically.

• Intrinsic Sensor pixels matrix Simulation: Modelling of the camera sensor’s character-
istics, such as pixel resolution, colour sensitivity, noise level, dynamic range, and pixel
response function. This allows for the generation of realistic sensor data, including raw
images and sensor noise.

• Optical Effects Simulation: Simulation of optical effects such as lens flare, glare, diffrac-
tion, vignetting, and depth of field. These effects add realism to rendered images and
mimic the behaviour of real-world camera lenses.

• Rendering Techniques: Utilisation of advanced rendering techniques such as ray tracing
or rasterization to accurately simulate the image formation process within the camera.
This ensures that rendered images closely match the output of real cameras.

• Camera Control: Integration of camera control mechanisms to mimic real-world cam-
era operations, including adjustments to exposure settings (e.g., shutter speed, aperture,
ISO), focus distance, and white balance. This allows users to simulate different camera
configurations and capture varied scenes.

• Post-Processing Effects: Implementation of post-processing effects such as tone map-
ping, colour grading, lens effects, and image stabilisation. These effects enhance the
visual fidelity of rendered images and emulate the final output of real camera systems.
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The second set of requirement is focused on the environment and extrinsic parameters:

• Extrinsic Lighting Simulation: Integration of lighting simulation techniques to accu-
rately simulate how sun light and light sources interact with virtual scenes and objects.
This includes simulating local and global illuminations, reflections, refractions, shadows
(cast, catch, self-shadowing), and ambient occlusion (see figure 71) to achieve realistic
lighting conditions. Ligth intensity can be encoded in HDR texture (see figure 35)

• Material Properties: Implementation of realistic material properties for objects within
the virtual scene, including surface reflectance, texture mapping (seamless, procedural,
moving textures), specular highlights, and roughness (bump mapping, ...). This con-
tributes to the overall realism of rendered images captured by the simulated camera.

• Dynamic Scene Interaction: Support for dynamic scene interaction, enabling the sim-
ulation of moving objects (deformable mesh, articulated mesh parts, dynamic models
and physical engine), changing lighting and weather conditions (rain, snow, fog, clouds,
cloud of dust, ...), and evolving environments. This ensures that the simulated camera can
capture realistic scenes with dynamic elements.

Figure 31: Camera model with the matrix size, the lens, the focal length, and the FOV

Figure 32: Camera functions in a virtual environment (source: UGE)
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Figure 33: Different level of shadows management (catch, cast, occlusion, self-shadowing) used in Pro-SiVIC
(source: UGE)

By fulfilling these requirements, a simulated camera model can provide a realistic rendering,
enabling real ADAS and perception system to use virtual scenes with high fidelity and accu-
racy ( environment perception (detection and recognition of objects, road features, situation,
semantic aspects), AI model training, evaluation, and validation.

Figure 34: Material reflection on the car body, object, road surfaces implemented in Pro-SiVIC (source: UGE)
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Figure 35: High Dynamic Range (HDR) texture for the ligth intensity encoding (in Pro-SiVIC). This mechanism
is essential in order to generate light bluring and artefact on the camera rendering (source: UGE)

The Event camera or Neuromorphic camera has an operating different from the classical
camera. The event-based camera does not produce pictures. The output of the camera is a set
of vector with 4 components e = (t, x, y, p) for each single pixel of the image, where t is the
time stamp of the event, (x, y) is the position of the pixel and p 0, 1 is the state of the pixel:
p = 0 stands for a decreasing brightness and p = 1 stands for an increasing brightness. The
pixel intensity is not an output of the camera. Another specificity of the event based camera
is the asynchronicity. The event points are not output at the same time. The time between
two output events is the order of two microsecond. Unlike the simulation of sensors such as
cameras, LiDARs or RADAR, with which the ray-tracing technique allows for high simulation
fidelity, the simulation of the event simulation needs a high frequency in the event simulation.
So, in this context, simulate a neuromorphic camera involves addressing specific requirements
to accurately model its unique characteristics and functionality. Here are the main requirements:

• Intrinsic Sensor Modelling: Develop a detailed model of the neuromorphic sensor ar-
ray, capturing its spatial layout, pixel architecture, and sensitivity to light. This includes
simulating the behaviour of individual pixels and their response dynamics.

• Intrinsic Temporal Dynamics: Incorporate temporal dynamics into the sensor model to
simulate the asynchronous event-driven nature of neuromorphic cameras. This involves
modelling pixel-level events, such as changes in brightness or motion, and their asyn-
chronous capture and transmission.

• Event Generation: Implement algorithms to generate realistic events based on changes
in the scene observed by the virtual neuromorphic camera. These events may include
spikes in pixel activity corresponding to motion, contrast changes, or other visual features.

• Spatial Resolution: Define the spatial resolution of the simulated neuromorphic camera,
considering factors such as pixel density, receptive field size, and spatial filtering charac-
teristics. This ensures that the simulated output closely matches the spatial resolution of
real neuromorphic sensors.

• Dynamic Range: Model the dynamic range of the neuromorphic camera, which deter-
mines its ability to capture both low and high-intensity events in the scene. This involves
simulating the sensor’s response to varying light levels and adjusting sensitivity accord-
ingly.
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• Noise Characteristics: Capture the noise characteristics inherent to neuromorphic sen-
sors, including shot noise, readout noise, and temporal jitter. Accurate modelling of noise
ensures that the simulated output matches the noise profile of real neuromorphic cameras.

• Event Processing: Implement algorithms for event processing and feature extraction,
mimicking the on-chip processing capabilities of neuromorphic cameras. This may in-
volve edge detection, motion estimation, or other forms of event-based processing.

• Temporal Filtering: Incorporate temporal filtering mechanisms to simulate the spatio-
temporal integration properties of neuromorphic cameras. This includes modelling the
time constants and temporal dynamics of individual pixels and their interactions.

By addressing these requirements, a simulated neuromorphic camera model can provide
researchers and developers with a powerful tool for exploring the capabilities and potential ap-
plications of neuromorphic vision systems involving AI-based processing in diverse domains.

Simulating an infrared (IR) camera involves capturing the unique characteristics of IR
imaging in a specific environment with material representing radiometric and temperature in-
formation. In this context, the environment modelling is different from RGB and Neuromorphic
cameras. The main requirements for creating a realistic IR camera model are the following:

• Radiometric Modelling: Accurate modelling of radiometric properties to replicate how
IR cameras detect and interpret thermal radiation. This includes modelling the relation-
ship between temperature and emitted radiation, as well as sensor sensitivity and calibra-
tion.

• Temperature Distribution: Simulation of temperature distribution within the scene to
generate realistic thermal images. This involves modelling heat transfer mechanisms,
such as conduction, convection, and radiation, as well as environmental factors affecting
temperature distribution.

• Material Properties: Incorporation of material properties affecting thermal radiation
emission and absorption. Different materials have distinct emissivity and reflectivity
characteristics, which influence how they appear in IR images. Accurate modelling of
material properties enhances the realism of simulated scenes.

• Atmospheric Effects: Consideration of atmospheric effects impacting IR imaging, such
as absorption, scattering, and atmospheric distortion. Modelling these effects allows for
accurate simulation of long-range IR imaging scenarios, particularly in outdoor environ-
ments.

• Sensor Characteristics: Modelling of sensor parameters including spectral response,
thermal sensitivity, noise characteristics, and dynamic range. This ensures that the sim-
ulated IR camera behaves realistically in capturing thermal images under various condi-
tions.

• Optical Effects: Simulation of optical effects such as lens distortion, aperture diffraction,
and optical aberrations. These effects influence the spatial resolution and image quality
of IR cameras and should be accurately modelled for realism.
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• Dynamic Scene Simulation: Integration of dynamic scene simulation to replicate chang-
ing thermal signatures and environmental conditions. This includes simulating mov-
ing objects, changing temperatures, and dynamic heat sources to create realistic thermal
imaging scenarios.

• Image Processing Algorithms: Incorporation of image processing algorithms used in
IR camera systems, such as noise reduction, image enhancement, and temperature map-
ping. These algorithms play a crucial role in improving image quality and extracting
meaningful information from thermal images.

• Integration with Environmental Models: Integration with environmental modelling
tools to simulate realistic thermal environments. This includes coupling with weather
simulation models, building energy simulation tools, and thermal modelling software to
generate accurate thermal scenes.

By fulfilling these requirements, a simulated IR camera model can provide valuable insights
into thermal imaging applications across various domains, including surveillance, thermogra-
phy, medical imaging, military reconnaissance, and automated driving in adverse conditions.
Nevertheless, it is important to mention that a large number of technologies exist for IR sen-
sors. These technologies can use different wave lengths (see figure 36) and architectures (mul-
tiple spectral, fast pixel, ...). The main wave lengths are the following:

• Short-Wave Infrared (SWIR) is generally defined as the light spectrum lying in the wave-
length range 0.9 - 1.7 µm but which can be commonly extended to the range 0.7 - 2.5
µm.

• MWIR (Medium wave infrared): this is medium infrared, defined as the light spectrum
located in the wavelength range 3 - 5 µm. It is in this part of the spectral band that the
thermal image begins to form thanks to the thermal gradients present in the observed
scene.

• LWIR (Long wave infrared): this is long infrared, defined as the light spectrum located
in the wavelength range 7 - 14 µm. The LWIR camera is used to detect large distinct
temperature differences. This sensor is the version currently used in AV.
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Figure 36: Different wave lengths for the different embedded sensing technologies(source: UGE)

Figure 37: Modelling of an IR sensors (source: [7])
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Figure 38: FLIR Thermal Sensing for ADAS

Figure 39: AdaSky’s VIPER sensor with a 720p resolution by night

From a user’s standpoint, infrared cameras operate much like regular video cameras, with
the key difference being their detection of radiation in the long infrared range of the electro-
magnetic spectrum instead of measuring light from reflected objects. As long as there are no
obstructions between the camera and the target, it can detect the temperature of the object. The
primary advantage of thermal cameras in outdoor environments, such as road scenarios, is their
independence from ambient light. Because they detect heat rather than visible light, they oper-
ate equally well at night and during the day. In fact, they often perform better at night due to
the absence of sunlight, which enhances the contrast between heat-emitting and non-emitting
objects. Living organisms are prominently visible in infrared cameras, as they all emit heat.
Thus, identifying individuals in adverse weather conditions like rain, dust storms, fog, or smog
is relatively straightforward with IR cameras. Vehicles also stand out as they generate heat.
However, it’s important to acknowledge some limitations of IR cameras:

• Reflections from water and glass can lead to misinterpretations, as these surfaces reflect
infrared radiation, potentially creating false positives.

• IR cameras rely on contrast, so objects with similar temperatures to their surroundings
may be challenging to distinguish.
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• They don’t provide distance information, making it difficult to discern between multiple
objects if they have similar temperatures.

• Detection can be hindered if a person is wearing insulated winter clothing, as this reduces
their heat signature.

In addition, some recent works focus their effort of promising new technologies like:

• High Dynamic Range (HDR) and high sensitivity camera: To prevent saturation in scenes
with high contrast, High Dynamic Range (HDR) cameras are essential. These HDR cam-
eras offer a greater number of intensity levels than the standard 8 bits (256 levels), often
coded on 10, 12, or 16 bits. Another method involves capturing multiple images at vary-
ing exposure times successively, although this approach is only suitable for static or slow-
motion scenes. The human eye achieves an even higher dynamic range thanks to its loga-
rithmic intensity response. NIT, a company specialising in imaging technologies, offers a
CMOS camera with a response close to logarithmic intensity. Similarly, event-based cam-
eras also exhibit HDR capabilities. Sony recently introduced the IMX490 CMOS image
sensor, designed specifically for automotive applications, boasting enhanced performance
in low-light conditions. In nighttime or low-light scenarios, standard camera images often
suffer from saturation in dark areas due to poor signal-to-noise ratio. Different cameras
on the market exhibit varying performance levels in low-light conditions. One method
for comparing their performance is using the absolute sensitivity threshold, defined in the
EMVA1288 standard as the number of photons required to produce a signal equivalent to
the observed noise. Sony image sensors consistently rank among the top performers in
low-light sensitivity, as demonstrated in a comparison from 2019. Image intensification
technology can enhance image contrast, with third-generation intensifiers offering gains
up to 80,000. However, intensification is effective only in deep nighttime conditions and
is susceptible to glare when dark and light areas are mixed. An alternative approach is
working in the infrared spectral range instead of the visible range, as discussed in the
following section.

• Fisheye camera: The choice of camera field of view is closely linked to the selection of
the objective. Objectives vary widely in their field of view, ranging from a few degrees
(zoom) to 180/200 degrees (fisheye). A larger field of view typically results in lower
resolution, given a fixed number of pixels and assuming the same pixel sizes. In the
human eye, sensor density is not uniform, and resolution decreases with distance from
the main eye axis. This allows for a wide field of view of 170/175 degrees with good
resolution near the main eye axis. Surprisingly, this advantageous property of the human
eye has not yet been a source of inspiration for image sensor companies.

• Polarised camera: Light polarisation properties, though invisible to the naked eye, play a
crucial role in understanding how light waves oscillate in space. There are four primary
pure polarisation states: linear vertical polarisation, linear horizontal polarisation, circular
polarisation, and unpolarised light. While the human eye cannot detect these properties,
specialised cameras capable of measuring all four components of the polarisation state
exist, such as those offered by Bossa Nova Tech. These advanced cameras utilise filters
based on ferroelectric liquid crystals to selectively capture each polarisation component,
albeit sequentially, which may introduce inaccuracies in capturing fast-moving objects.
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However, recent advancements have led to the development of a new type of camera sen-
sor capable of capturing linearly polarised and unpolarized components simultaneously,
though it does not capture the circular component. This innovative design involves in-
corporating distinct linear polarisation filters in front of each pixel of the CMOS matrix,
similar to color cameras, exemplified by Teledyne Dalsa cameras. While this approach
provides an incomplete characterisation of the polarisation state, it offers the advantage
of capturing all available components simultaneously. Such cameras have demonstrated
utility in scenarios like visibility restoration in foggy conditions. There is ongoing explo-
ration into extending the application of these cameras to phenomena such as snow and
dust. Moreover, when light reflects off smooth surfaces like mirrors, the reflected light
becomes polarised. This unique property suggests potential applications for polarisation
cameras in mitigating specular reflections, enhancing contrast, and detecting wet or icy
surfaces. However, the efficacy of this approach requires validation through extensive
experimentation.

• Time gated imaging or ballistic photon: Time gated imaging or ballistic photon principle
can be used to see through fog, rain, snow, dust and thus to go beyond visibility restoration
by image processing. The idea is to illuminate the scene with a short flash and to collect
only the photons that managed to make a round trip to a given distance. Several images
are taken, with adequate tuning, to observe different depth slices of the scene.

Figure 40: Overview of a polarised camera. left: classical camera; middle: linear vertical polarisation; right:
linear horizontal polarisation (https://www.techbriefs.com/component/content/article/
33184-new-polarization-camera-illuminates-foggy-streets-for-self-driving-cars)
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Figure 41: Time gated imaging or ballistic photon (https://www.brightwayvision.com/
technology/)

New generations of sensors mixed several technologies in order to obtain bio-inspired sen-
sors. It is the case for the bio-inspired Polarised event-based camera ([55]).

Figure 42: overview of the PDAVIS bio-inspired polarisation vision sensor. a: Polarisation vision in the mantis
shrimp eye; b: The PDAVIS polarisation event camera; c: A rectangular rotating linear polarizer (left) generates a
stream of brightness change events; d: A polarisation filter wheel is rotated in front of PDAVIS, which produces
frames and events

This bio-inspired polarisation vision sensor (see figure 42) is inspired by the mantis shrimp’s
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eye. The mantis shrimp’s eye has two sets of orthogonal microvilli capturing four linear po-
larisation states, which, coupled with logarithmic photo-receptors, enable effective predation in
coral reefs. The PDAVIS polarisation event camera mimics this mechanism by integrating pixe-
lated polarisation filters with a vision sensor, providing sustained pathway frames and transient
pathway log-scale brightness change events. A rectangular rotating linear polarizer generates
brightness change events from the PDAVIS macropixels, and a temporal filter computes the
Angle of Polarisation (AoP), resulting in low-latency AoP events. Additionally, a polarisation
filter wheel produces frames and events, and a Deep Neural Network (DNN) reconstructs De-
gree of Linear Polarisation (DoLP) and AoP from brightness change events at a higher rate than
the camera’s maximum frame rate.

The presentation of the unconventional cameras shows that the propagation channel and the
environment modelling of a simulation platform becomes more and more multiple spectral with
the needed to either implement additional material properties and specific textures, or to run in
paralleled several dedicated rendering engine taking into account specific band of wave length.

3.2.5 Proprioceptive Sensor Models

3.2.5.1 GPS technologies and model requirements

GPS model : refers to a simulated representation of a Global Positioning System (GPS).
A GPS model in a vehicle simulation includes the following aspects: satellite constellation
simulation, signal propagation and reception, position calculation algorithms, error modelling,
accuracy and uncertainty Estimation and integration with vehicle dynamics.

Figure 43: Diagram of the different disturbances on the GPS signal (functions involved in the Pro-SiVIC’s GPS
model) (Source: UGE)
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Figure 44: Diagram of the different functions involved in the GPS receiver(Source: UGE)

Developing a GPS simulation for autonomous driving entails addressing a multitude of high-
level requirements to ensure the provision of accurate and realistic positioning information.
Below are the key requirements to consider:

• Realistic Geographical Data : Incorporate high-quality and up-to-date geographical
data, including maps, road networks, landmarks, and relevant infrastructure. This en-
sures the simulation accurately represents real-world driving scenarios and interactions
with the GPS receiver.

• Dynamic and Real-Time Positioning: Simulate dynamic and real-time GPS positioning
updates to reflect changes in the vehicle’s location as it moves through the simulated
environment. This involves computing pseudo-distances and generating NMEA frames
to mimic the continuous and instantaneous updates necessary for accurate autonomous
navigation.

• Satellite Constellation Simulation: Model a realistic satellite constellation, including
the positions and movements of GPS satellites, to generate authentic GPS signals. This
includes generating clock corrections and utilising ephemeral files to replicate the signals
received by an actual GPS receiver.

• Atmospheric Layers Modelling: Simulate high-quality propagation of GPS signals through
atmospheric layers, such as the ionospheric and tropospheric layers, considering their im-
pact and interaction on signal transmission and pseudo-distance accuracy.

• Accuracy and Precision Control: Provide control over the accuracy and precision of the
GPS simulation to mimic different real-world scenarios and GPS receiver capabilities.
This allows testing under varying conditions, from high-precision scenarios to situations
with lower GPS accuracy.

• Signal Interference and Jamming Simulation: Introduce scenarios with signal inter-
ference or jamming to assess the robustness of autonomous systems under challenging
GPS conditions. Evaluate system performance in environments where GPS signals may
be compromised.
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• Multi-Constellation Support: Support the simulation of multiple satellite constella-
tions (e.g., GPS, GLONASS, Galileo) to assess the performance of multi-constellation
GNSS receivers. Reflect real-world scenarios where multiple satellite constellations are
available for navigation.

• Simulation of Urban Canyon Effects: Model the effects of urban canyons, tall build-
ings, or tunnels on GPS signals to evaluate system performance in challenging urban
environments. Replicate scenarios where line-of-sight to satellites is obstructed or reflec-
tions cause signal inaccuracies.

• Dynamic Elevation Changes: Simulate dynamic elevation changes, such as hills and
valleys, to accurately represent the impact of terrain on GPS positioning. Ensure the
system can handle changes in elevation for precise navigation.

• Differential System of Positioning: Simulate remote stations to provide positioning er-
ror for GPS correction (DGPS and GPS RTK). Mimic the complementary use of a ref-
erence utilising the same satellites to send positioning corrections via communication
means.

The objective is to identify the essential modules, functions, and aspects required for a GPS
model to achieve a high level of fidelity with real GPS data and behavior. The GPS model
should encompass the following components:

• Satellite Constellation: Incorporate the satellite constellation at a specific date to accu-
rately simulate satellite positions.

• Atmospheric Layer Modelling: Utilise atmospheric layer models, including the iono-
sphere and troposphere, to account for their effects on GPS signal propagation.

• Low Altitude Propagation Channel: Consider factors such as occlusion and multiple
reflections in the low altitude propagation channel to accurately simulate signal transmis-
sion.

• Computation of Pseudo-Distance: Calculate pseudo-distances to simulate the distance
between GPS satellites and the receiver.

• NMEA Frame Generation: Generate NMEA frames according to the NMEA 0183 stan-
dard to provide realistic GPS data output.

In practice, satellite positions can be calculated using ephemeris files obtained from the
International GNSS Service website. These files allow for the calculation of satellite positions
through Lagrangian interpolation or using orbital parameters. The accuracy of the trajectories
depends on the precision of the ephemerides, which can vary based on the type of file used:

• IGS: ”precise” ephemerides (within 2 weeks)

• IGR: ”rapid” ephemerides (within 72 hours)

• IGU: ”ultra-rapid” ephemerides (within 24 hours)
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The complexity of a GPS model can vary, ranging from simple models that introduce noise
to the vehicle’s position to more sophisticated models that accurately simulate satellite con-
stellations, signal disturbances, and receiver functions. All these components are necessary to
ensure the chosen model’s accuracy and reliability.

In more complex models, considerations include:

• Signal Disturbers: Account for ionospheric and tropospheric errors, as well as reflection
phenomena, to simulate real-world signal disturbances.

• Time and Clock Errors: Incorporate time and clock errors to mimic real GPS receiver
behaviour.

• Receiver Functions: Model the various functions of the GPS receiver to accurately
simulate its operation.

These functions collectively represent a complex process for modelling a high-fidelity GPS
simulation.

In a realistic enough model, it is necessary to guarantee that we take into account the follow-
ing requirements:

• Atmospheric Layer Models: Take into account and propose the implementation of mod-
els like ionospheric and tropospheric models affecting GPS signals. The ionosphere,
located roughly 50 to 750 km above the Earth’s surface, introduces delays in signal trans-
mission due to solar radiation. On the other hand, the troposphere, the lower atmospheric
layer, introduces refraction, and its effects need careful modelling.

• Calculation of Pseudo-Distances: Provide and develop algorithms for calculating pseudo-
distances between satellites and the receiver.

• Generation of NMEA Frames: Ensure the accurate generation of NMEA frames, con-
forming to standards like NMEA 0183. The generated NMEA frames need to be compli-
ant with real expected outputs and standards.

• Multi-Reflection/Multi-Path Modelling: Implement the modelling of multi-path effects
in GPS signals, including signal attenuation and propagation delays.

• Satellite Orbit and Clock Models: Model the accuracy of satellite orbit and clock mod-
els used for satellite position and time corrections. The model needs to respect the known
satellite positions and clock data provided by satellite agencies.

• Receiver Dynamics and Sensitivity: Take into account receiver dynamics and sensitiv-
ity to different signal strengths, frequencies, and environmental conditions. Model the
receiver’s ability to handle weak signal scenarios and signal interference.

• Error Sources and Correction Models: Implement the error sources such as clock bi-
ases, satellite ephemeris errors, and atmospheric delays. The model needs to respect the
effectiveness of correction models like Differential GPS (DGPS) in reducing errors.

• Signal Propagation and Signal Degradation Models: Propose signal propagation mod-
els considering terrain, obstructions, and atmospheric effects. This model needs to mimic
signal degradation due to foliage, buildings, or other environmental factors.
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• Real-Time Kinematic (RTK) and Precise Point Positioning (PPP): Generate high-
precision positioning techniques like RTK and PPP, if implemented.

• Integration with Vehicle Dynamics: Develop models for the integration of GPS with
vehicle dynamics and navigation algorithms.

3.2.5.2 INS technologies and model requirements

An Inertial Navigation System (INS) is a sensor involving 3 different complementary sen-
sors: a motion sensors (accelerometers), a rotation sensors (gyroscopes or gyrometer), and a
magnetometer. The INS allows to continuously calculate the position, orientation, and veloc-
ity of a moving object without external references such as GPS. This model includes inertial
sensors models (accelerometers measure linear accelerations, while gyroscopes detect angu-
lar velocities) and can include also integration algorithms, error characteristics and calibration
procedures.

Gyroscopes are essential devices mounted on a frame to detect angular velocity when the
frame is in rotation. They come in various classes, each utilizing different physical principles
and technologies. Gyroscopes can function independently or be integrated into more complex
systems such as Gyrocompasses, Inertial Measurement Units (IMUs), Inertial Navigation Sys-
tems (INS), and Attitude Heading Reference Systems (AHRS).

The most commonly used classes of gyroscopes are mechanical gyroscopes, optical gyro-
scopes (including Fiber Optic Gyroscopes (FOGs) and Ring Laser Gyroscopes (RLGs)), and
Micro-electromechanical system (MEMS) gyroscopes. One of the critical factors for all types
of gyroscopes, as angular velocity sensors, is the accuracy in measuring angular velocity. There-
fore, a key metric is the stability of the scale-factor. The scale factor denotes the sensitivity of
the gyroscope, while accuracy, inversely related to sensitivity and accounting for measurement
errors due to noise, can be quantified by parameters such as resolution (R) or Angle Random
Walk (ARW) in RLGs. ARW correlates with the bandwidth (B) of the measurement system,
defined as ARW = R/[60(B)]. A higher scale-factor stability results in reduced sensor errors but
necessitates more advanced instruments and enhanced accuracy, leading to increased system
costs. Consequently, the performance and costs of gyroscopes are directly influenced by the
specific requirements of their applications. The principle of Gyroscope Technologies and their
potential Applications is detailed in [8].

• Mechanical Gyroscopes : A mechanical gyroscope typically comprises the following
components:

– Spinning wheel mounted on two gimbals: This setup allows the gyroscope to un-
dergo precession motions along two perpendicular directions.

– Rigid frame with rotating bearings: The mechanical parts experiencing relative mo-
tion are prone to friction, resulting in measurement drifts over time. The primary
objective in gyroscope design precessions to create a frictionless and perfectly bal-
anced device. To reduce friction, high-precision bearings and specialized lubricants
are employed. In critical applications, magnetic suspensions or fluid-suspended con-
figurations are utilized.

– Sensing systems (pick-offs): These systems are capable of detecting angular dis-
placements between the adjacent gimbals and converting them into electrical sig-
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nals using potentiometers, resolvers, or encoders. These signals serve as input for a
computing unit.

• Optical gyroscopes (including Fiber Optic Gyroscopes (FOGs) and Ring Laser Gy-
roscopes (RLGs)): Optical gyroscopes function by detecting the difference in propaga-
tion time between beams traveling in opposite directions within closed or open optical
paths. When there is a rotation-induced change in the path lengths, it creates a phase
difference between the counter-propagating light beams. This phase difference is a mani-
festation of the Sagnac effect, which serves as the fundamental operating principle for all
optical gyroscopes. Based on the measurement technique of the Sagnac effect, optical gy-
roscopes can be classified into two main types: active and passive architectures. In active
configurations, the closed-loop optical path, such as the ring cavity, includes the optical
source, forming a ring laser. These active configurations can be constructed using Bulk
Optics or Integrated Optics technology, although commercial maturity has primarily been
achieved with Bulk Optics solutions. Within the category of Ring Laser Gyros, various
methods are employed to mitigate the lock-in effect, which occurs at low rotational rates,
typically in the range of tens of degrees per hour. Lock-in can be reduced by introducing
mechanical dither, magneto-optic biasing, or employing multiple optic frequencies con-
figuration. In contrast, passive architectures involve an external optical source outside the
closed optical loop, such as in the Interferometric Fiber Optic Gyroscope. Ring Laser
Gyroscopes and Interferometric Fiber Optic Gyroscopes are the most prevalent types of
optical gyroscopes, each offering distinct features in terms of size, weight, power require-
ments, performance, and cost.

• Micro-electromechanical system (MEMS) gyroscopes: MEMS gyroscopes typically
employ a vibrating mechanical element as a sensing component to detect angular velocity.
Unlike traditional gyroscopes, MEMS gyroscopes do not rely on rotating parts that ne-
cessitate bearings. This characteristic facilitates straightforward miniaturization and the
utilization of manufacturing techniques commonly associated with MEMS devices. All
MEMS gyroscopes utilizing vibrating elements operate based on the transfer of energy
between two vibration modes induced by Coriolis acceleration. Coriolis acceleration,
which is directly proportional to angular velocity, is an apparent acceleration observed
within a rotating frame of reference. A review about MEMS and MOEMS Gyroscopes is
given in [56].

Figure 45: The different classes of optical gyroscopes ([8])
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Modelling a gyrometer involves several key requirements to ensure accuracy, reliability, and
effectiveness. Here are the main requirements:

• Understanding of Gyroscope Principles: A thorough comprehension of the underlying
principles of gyroscope operation, including the physics involved in measuring angular
velocity and the associated effects such as precession and drift.

• Selection of Gyroscope Type: Determine the specific type of gyroscope to be modelled,
such as mechanical, optical, or MEMS-based gyroscopes, based on the application re-
quirements and desired level of accuracy.

• Mathematical Modelling: Develop mathematical models that accurately represent the be-
haviour of the chosen gyroscope type, including equations describing its response to an-
gular velocity inputs, environmental factors, and any inherent noise or errors.

• Calibration Parameters: Define calibration parameters to characterise the gyroscope’s
sensitivity, bias, scale factor, and other intrinsic properties, which are essential for accu-
rately interpreting sensor readings and compensating for errors.

• Environmental Factors: Consider environmental factors such as temperature variations,
vibration, magnetic interference, and external forces that may affect the gyroscope’s per-
formance, and incorporate appropriate compensation algorithms into the model.

• Integration with Other Sensors: If the gyroscope is part of a larger sensor array or inertial
navigation system, ensure compatibility and seamless integration with other sensors such
as accelerometers, magnetometers, and GPS receivers to provide comprehensive motion
tracking capabilities.

• Error Modelling and Compensation: Develop methods for modelling and compensating
for common sources of error in gyroscope measurements, including sensor noise, drift,
cross-axis sensitivity, and dynamic errors arising from rapid motion or sudden changes in
orientation.

• Computational Efficiency: Optimise the computational efficiency of the gyroscope model
to minimise processing overhead and latency, especially in real-time applications where
timely sensor data processing is critical.

By addressing these requirements, a comprehensive gyroscope model can be developed that
accurately simulates the sensor’s behavior and enables its effective integration into various ap-
plications, ranging from navigation and robotics to aerospace and automotive systems.
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Figure 46: The different technologies of gyroscopes ([8])

Accelerometers are sensors designed to measure acceleration, which translates into changes
in speed or direction. This encompasses various movements such as bumps, vibrations, sudden
speed increases or decreases like during hard vehicle acceleration or braking, and forces indica-
tive of turns taken too sharply or strong impacts. Typically, an accelerometer sensor comprises
a known mass that is damped and held in place by elements like springs, which monitor the
motion of the mass relative to the device. The deflection of these springs is then measured
through methods such as piezoelectric voltage, capacitance, or optical means. A higher mea-
sured value indicates a greater deflection of the mass and hence a higher detected acceleration.
Accelerometers provide valuable data by detecting voltages resulting from deflections in the
elements holding the known mass, enabling measurement of a device’s position and movement.
This data is particularly useful when combined with information from other sensors like GPS.
Accelerometers predominantly rely on Piezotronics systems, employing various transduction
techniques including piezoelectric, piezoresistive, and capacitive methods.

• Piezoelectric sensors capitalise on the Piezoelectric Effect inherent in certain crystals.
When stress is applied to the crystal due to force, negative and positive ions accumulate
on opposite surfaces, producing a charge proportional to the applied force. This charge is
then bled off through an amplifier to measure its amplitude, with the sensor’s geometry
determining its sensitivity to physical parameters like force, pressure, or acceleration.

• Piezoresistive accelerometers utilise metal strain gauges, piezoresistive silicon, or MEMS
devices. A resistive material bonded to a cantilever beam undergoes bending under ac-
celeration, altering its resistance and producing a change in output voltage proportional
to acceleration.

• Capacitive accelerometers exploit the variation in distance between opposed plate ca-
pacitors, which changes proportionally with applied acceleration, thus altering capaci-
tance. This variation is then converted into a voltage signal proportional to acceleration.
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While piezoelectric accelerometers excel at measuring fast transient and periodic accelera-
tion, piezoresistive ones can measure constant, transient, and periodic acceleration. Capacitive
accelerometers are capable of measuring both constant and slow transient and periodic acceler-
ation.

Figure 47: The different types of accelerometers technologies based on Piezotronics systems, employing various
transduction techniques

Modeling an accelerometer requires attention to various factors to ensure accuracy, reliabil-
ity, and relevance to the intended application. Here are the main requirements:

• Understanding of Accelerometer Principles: Gain a thorough understanding of the un-
derlying principles of accelerometer operation, including the physical phenomena in-
volved in measuring acceleration, such as inertial forces acting on a mass-spring system
or changes in capacitance due to motion.

• Selection of Accelerometer Type: Determine the specific type of accelerometer to be
modeled, such as piezoelectric, piezoresistive, capacitive, or MEMS-based accelerome-
ters, based on the application requirements and desired level of accuracy.

• Mathematical Modeling: Develop mathematical models that accurately describe the be-
havior of the chosen accelerometer type, including equations governing its response to
linear acceleration inputs, as well as any non-linearities, noise, or errors inherent in the
sensor. The model should accurately estimate the vehicle’s accelerations on the different
axis with high accuracy taking into account possible vibration of the sensor support.

• Calibration Parameters: Define calibration parameters to characterize the accelerometer’s
sensitivity, bias, scale factor, and other intrinsic properties, which are necessary for accu-
rately interpreting sensor readings and compensating for errors.

• Environmental Factors: Consider environmental factors such as temperature variations,
gravitational effects, vibration, and electromagnetic interference that may affect the ac-
celerometer’s performance, and incorporate appropriate compensation algorithms into the
model.

65



[L2.5] Definition of interfaces and simulation environment

• Integration with Other Sensors: Ensure compatibility and seamless integration of the
accelerometer model with other sensors such as gyroscopes, magnetometers, and GPS re-
ceivers to provide comprehensive motion tracking capabilities, especially in inertial nav-
igation systems. The model should be scalable and adaptable to accommodate different
types of configurations and positioning in the vehicles.

• Integration with Vehicle Dynamics: The accelerometer model should integrate seamlessly
with the vehicle dynamics simulation, accounting for factors such as accelerations, decel-
erations on the different vehicle moving axis. When the vehicle applies a turn manoeuvre,
a composition of the acceleration is shared on the different axis (x,y,z). When some spe-
cific behaviours of the vehicle happens, like aquaplaning, then the accelerometer has to
reproduce The faithful measurement of this behavior.

• Error Modeling and Compensation: Develop methods for modeling and compensating
for common sources of error in accelerometer measurements, including sensor noise,
bias drift, cross-axis sensitivity, and dynamic errors arising from mechanical vibrations
or shock. The simulation environment should accurately replicate real-world conditions,
including variations in terrain, road surface quality (vibration effect on the tires, wheels,
shock absorbers, and car body), and environmental factors like weather conditions (wind,
tire grip on wet, snowy, or frozen road surfaces).

• Validation and Verification: Validate the accelerometer model against experimental data
obtained from real-world tests or benchmark datasets to verify its accuracy, reliability,
and consistency under various operating conditions.

• Computational Efficiency: Optimize the computational efficiency of the accelerometer
model to minimize processing overhead and latency, particularly in real-time applications
where timely sensor data processing is critical. The simulation should be computationally
efficient to enable real-time or near-real-time performance at high frequency.

By addressing these requirements, a comprehensive accelerometer model can be developed
that accurately simulates the sensor’s behavior and enables its effective integration into various
applications, such as motion analysis, vibration monitoring, structural health monitoring, and
inertial navigation.

3.2.5.3 Odometric technologies and model requirements

Odometer model: an odometer model refers to a simulated representation of an odometer,
the instrument used to measure the distance travelled by a vehicle.

the main requirements for providing an odometer model are:

• Accuracy and Precision: The model should accurately estimate the vehicle’s position,
distance travelled, and speed with high precision depending of the used sensor. From the
figure 48, it is possible to see different resolution for the sensor.

• Integration with Vehicle Dynamics: The odometer model should integrate seamlessly
with the vehicle dynamics simulation, accounting for factors such as acceleration, de-
celeration, and turning to provide realistic estimates of movement. In this context, the
sensor have to reproduce the differential system allowing manage the wheel speeds in a
turn manoeuvre (a wheel speed is lower than the opposite wheel).
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• Dynamic Wheel Rotation : The model should accurately takes into account the rotational
movement of the vehicle’s wheels over time to determine the distance travelled. This
imply the modelling of ABS effect or wheel blocking and sliding (with water and ice).

• Realistic Environment Representation: The simulation environment should accurately
replicate real-world conditions, including variations in terrain, road surface quality, and
environmental factors like weather conditions. This also means to be robust to Environ-
mental Factors such as changes in road conditions, temperature, and humidity to maintain
accuracy and reliability in the sensor behaviour and operating.

• Scalability and Flexibility: The model should be scalable and adaptable to accommodate
different types of vehicles (size of the wheel for instance).

• Simulation Performance: The simulation should be computationally efficient to enable
real-time or near-real-time performance at high frequency.

Several types of odometer are available for automotive application. The 2 main technologies
are:

• Incremental Odometers: This sensor measures the number of wheel rotations during a pe-
riod of time using incremental encoders. These encoders track the incremental rotations
of the vehicle’s wheels. The incremental odometer integrates the incremental wheel rota-
tions to estimate the current state (distance, speed, position) based on a vehicle evolution
model. It utilises two channels, A and B, to increase resolution and determine the direc-
tion of rotation (rising edge of channel A). If B = 0, the rotation direction is clockwise. If
B = 1, the rotation direction is counterclockwise.

• Absolute Odometers: This type of odometers directly report the angular position to the
controller.

This technology offers easy implementation, low cost, high measurement acquisition rate,
autonomous operation, and good short-term accuracy. However, systematic errors can occur
due to incorrect mechanical setup of the vehicle or sensors. Additionally, non-systematic er-
rors are related to wheel-road contacts, such as random errors and dependence on road quality
(irregularities, presence of ice), including wheel lock and slippage.
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Figure 48: Different technologies of odometer: Incremental and absolute technologies

3.2.6 Communication technologies and model requirements

Sensors deployed on the infrastructure : as part of a system of systems, where the infrastruc-
ture plays an important role, we need to add models for all the sensors and remote equipment
that communicate with the vehicle. In this context, V2X communication must also be modelled.

3.2.6.1 High level requirement for communication modelling

Simulating communication means for autonomous driving involves addressing various as-
pects to ensure the effectiveness and reliability of the communication systems. Here are 10
main high level requirements to consider:

• Realistic Communication Protocols: Simulate realistic communication protocols used
in autonomous driving systems, such as V2X (Vehicle-to-Everything) communication,
DSRC (Dedicated Short Range Communication), or cellular networks like 5G. This re-
quires to take into account the 7 OSI layers has presented in figure 49.

• Network Latency and Bandwidth Simulation: Requirement: Simulate network la-
tency and bandwidth constraints to replicate real-world communication challenges.

• Dynamic Traffic and Environment Simulation: Integrate dynamic traffic and environ-
mental conditions to emulate realistic scenarios with complex situations, dense commu-
nication traffic. It is necessary to take into account communication systems under diverse
situations, including heavy traffic, adverse weather, and complex road conditions which
simulate issues like message loss or message collision.

• Security and Privacy Testing: Implement security and privacy testing scenarios to assess
the resilience of communication systems against cyber threats and protect sensitive data.
The communication simulation needs to give models and mechanisms which allows to
test the safety and security aspects of autonomous vehicles against potential malicious
activities. A presentation of the main classes of cyber attacks is given in the figure 50.
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• Interoperability Testing: Validate the interoperability of communication systems by
simulating interactions with different types of vehicles, infrastructure, and devices. Guar-
antee seamless communication between autonomous vehicles and their environment.

• Scalability and Density Simulation: Simulate scenarios with varying numbers of con-
nected vehicles to assess scalability and network congestion. The proposed modelling
need to allow to Understand how communication systems perform as the number of con-
nected vehicles increases (message collisions, latencies, ...).

• Reliability and Redundancy Assessment: Provide models which allow to evaluate the
reliability and redundancy mechanisms in communication systems. This level of simula-
tion allows to test the communication failures or disruptions, and assess the impact on the
safety of autonomous vehicles.

• Integration with Sensor Data: Integrate communication simulation with sensor data and
perception data to mimic the holistic perception of the vehicle. This imply to simulate
and to generate realistic communication messages of the facilities OSI layer like CAM
(Cooperative Awarness Messages), DENM (Decentralized Event Notification Messages),
CPM (Collective Perception Message), .... (see figure 50).

• Edge Case Scenarios: Simulate edge case scenarios, such as communication blackouts
or intermittent connectivity, to assess system behaviour under extreme conditions.

• Regulatory Compliance Simulation: Incorporate simulation scenarios that comply with
existing and anticipated regulations for autonomous vehicle communication.

By addressing these requirements in communication simulation for autonomous driving, it is
possible to conduct comprehensive testing and validation of communication systems in a con-
trolled environment before deploying them in real-world scenarios. In addition to these high
level requirements, it is also mandatory to model hardware components of the communica-
tion system, and the propagation channel interactions and effects on the electromagnetic signal
emitted and received by antennas. In this context, antenna modelling also is essential.

3.2.6.2 Communication protocol, strategies, Messages, and OSI layers

In order to provide an answer to the first requirement, it is necessary to take into account the
7 OSI layers. This is already done in the NS3 library for instance.
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Figure 49: Overview of the OSI model and the fitting with TCP/IP.

Figure 50: Overview of the different message format and possible cyber attacks by level of the OSI model

Figure 51: Relationship of V2X applications to message types to fit with V2X application roadmap. CAM means
Cooperative Awareness Message, CPM is Collective Perception Message, VAM is VRU Awareness Message, PCM
is Platooning Control Message, MCM Manoeuvre Coordination Message, DENM is Decentralised Environmental
Notification Message
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3.2.6.3 Emitter and receiver models

• Transmission Power: for instance the specifications of MK5 OBUs/RSUs Cohda wire-
less modules is from -10 dBm to 23.0dBm

• Receiver Sensitivity: for instance the specifications of MK5 OBUs/RSUs Cohda wireless
modules is -97.0dBm at 6Mbps

• Transmission latency (Ts): This quantification reflects the latency generated by the
transmitter due to the packet size (PS) and the transmission rate (TR): Transmission la-
tency (Ts) = PS/TR.

• Theoretical maximum baud rate (throughput): The number of bits which can be sent
by second. This quantity depends of the technology used.

• MIMO technology: At the end of 2009, the 802.11n standard offered a maximum com-
munication speed of 150 Mbps. The arrival of MiMo (Multiple Inputs Multiple Outputs)
with the 2x2 MiMo made it possible to reach 300 Mbps using 2 receiving antennas and
2 transmitting antennas, hence “2x2 MiMo”. We then find the 3x3 MiMo (3 antennas in
reception, 3 antennas in transmission) capable of offering up to 450 Mbps and the 4x4
MiMo (4 antennas in reception, 4 antennas in transmission) with speeds of up to 600Mbps
in 2 ,4 and 5GHz. Note that all these flow rates are theoretical, and might be different
from what can be observed in real deployments.

3.2.6.4 Antenna diagram and modelling

A large set of antenna exists to perform telecommunications. In this document, we will focus
our study and evaluation protocol to antennas dedicated to V2V and V2X communications. In
this study, an antenna will be represented by the following quantities as well as the antenna
diagram and modelling:

• Radiation diagram: 3 types of emission are possible, either directional or bidirectional,
or omnidirectional broadcastings. This information is a graphical representation of the
signal emitted by the antenna.

• Radiation angle: This is the beam-width of the antenna expressed in terms of its hori-
zontal and vertical degrees. This number indicates the coverage area where the radiation
pattern is emitted.

• The antenna gain: This quantity is given in dBi. This is a power measurement that rep-
resents how efficiently the antenna converts electricity into radio waves. Gain can affect
the direction in which the antenna operates. The higher the gain, the more directional the
antenna. Antenna power doubles for every 3dBi. Decibel-isotropic (dBi) is a hypothetical
reference point where an isotropic antenna transmits a signal in a perfect sphere. It should
be noted that a perfect sphere is impossible to create, so 0dBi is a practically impossible
number.

• The frequency : The transmission frequency on which the transmitted message is mod-
ulated (in GHz). For WiFi and 802.11p (dedicated to automotive applications), mainly
2 frequencies are possible: (i) around 2.4 GHz and (ii) around 5 GHz. The width of

71



[L2.5] Definition of interfaces and simulation environment

each channel is 20MHz. For (i), this frequency offers 13 channels ranging from 2400
to 2483.5MHz, the width of each channel is therefore approximately 20 to 22MHz. For
(ii), this frequency offers 22 channels, from number 32 to number 140, ranging from
5150MHz to 5710MHz. As with all terrestrial frequencies, lower frequencies carry fur-
ther but high frequencies generally offer more bandwidth and allow higher data rates.
The 2.4GHz and 5GHz bands are high frequencies (UHF or Ultra High frequency). IEEE
802.11p standard typically uses channels of 10 MHz bandwidth in the 5.9 GHz band
(5.850–5.925 GHz). At present cellular operators are opting for 3 ranges of 5G frequen-
cies which can be distinguished as Low, Mid and High band. Low band frequencies
include frequencies around 600-700 MHz, while mid band frequencies are around 2-5
GHz and High band frequencies are in mmWave range of 28-46 GHz.

• Channel width: The different channel widths for the different frequencies and WiFi
standard are given in the figure 52. 3 main channel widths are used: 20MHz, 40MHz,
and 80MHz.

• The effective range and coverage area: The effective range represents the range of mes-
sage transmission between 2 static antennas without external disturbances. It means the
distance from a transmitter (sending a message) and a receiver receiving this message
with enough power. The coverage is the physical area in which a signal can still be re-
ceived and transmitted. In general, the more powerful an antenna is, the more coverage it
provides. However, the more powerful an antenna is, the more directional the signal be-
comes. For WiFi systems applied in C-ITS, the range could reach in favourable conditions
600 to 700 meters (depending of the propagation channel and the relative speed between
the 2 antennas). But real experiments, demonstrates the range rather varies between 200
and 600 meters.

• WiFi standard: WiFi 1 to WiFi 6.

• Effective Isotropically Radiated Power (EIRP): Approximate the actual power output
at the antennas.

Figure 52: WiFi standard with the main parameters
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3.2.6.5 Propagation channel

Modelling of the environment in order to take into account collusion and reflection Trans-
mission modelling depending on relative speed between emitter and receiver, lost rate, delay
of transmission, short range reflection A study about the representativeness and the KPIs to be
used for the communication modelling evaluation has been addressed in BPI SINETIC project.

The main parameters to take into account concerning the effect of the propagation channel
on the communication efficiency are:

• Average range

• Average jitter

• Average packet loss rate

• Average bit rate (throughput)

• Loss Rate depending of the number of communication nodes

• Received signal strength indicator (RSSI)

• Network capacity

• Average Latency : This metric represents the delay in the reception of a message. This
delay is due to the packet size PS, the transmission rate TR, and the number of packets
NP. The Averagelatency = (NP − 1)PS/(2 ∗ TR). To this quantity, it is necessary to
add some external disturbers like multi-reflection, and degraded conditions.

• End-to-end latency: the quartiles of the time interval between sending a message and its
reception by the recipient.

• Channel Busy Ratio (CBR)

• Packet Delivery Ratio (PDR)

• Packet loss rate / reception rate: the ratio of packets sent to those received.

• Effective Throughput: The effective throughput refers to the real amount of data re-
ceived by all vehicles receiving application messages per unit of time.

In [57], the authors have proposed an analytical model allowing to evaluate the broadcasting
performance on CCH in IEEE 802.11p/WAVE vehicular networks. This model explicitly ac-
counts for the WAVE channel switching and computes packet delivery probability as a function
of contention window size and number of vehicles.

In [58], the authors propose an recent analytical model for 5G network with mode 2 that
estimates the packet loss rate and the network capacity taking into account the peculiarities of
Mode 2 and, in contrast to the existing models, provides the accuracy required in the emerg-
ing V2X scenarios. This model can be used to find the optimal transmission parameters that
maximise the network capacity and/or to select the required bandwidth.

In [59], the authors propose an interesting set of analytical models that capture the perfor-
mance of vehicle-to-vehicle (V2V) communications using the IEEE 802.11p standard. The
models consider detailed representations of propagation, interference effects, and the hidden
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terminal problem. They quantify the Packet Delivery Ratio (PDR) based on the transmitter-
receiver distance and provide analytical models for estimating the probabilities of the four types
of packet errors that can be encountered in IEEE 802.11p transmissions. Each with distinct clas-
sifications:

• SEN Error (Sensing Error): Occurs when a packet is lost due to being received with a
signal power below the sensing power threshold, preventing the initiation of the decoding
process.

• RXB Error (Receiver Busy Error): Packet loss happens if the received signal power is
above the sensing power threshold, and the receiver is occupied decoding another packet.

• PRO Error (Propagation Error): Packet loss due to propagation effects occurs when
the received signal power is higher than the sensing power threshold, but the Signal-to-
Noise Ratio (SNR) is insufficient for successful decoding.

• COL Error (Collision Error): Packet loss can result from interference and collisions
with other vehicles if the received signal power is higher than the sensing power threshold,
the radio interface is free, but an interfering packet arrives during decoding. Such errors
are classified as COL if not categorised under SEN, RXB, or PRO errors.

A packet is correctly received if none of these 4 identified types of error occur. The PDR can
then be expressed as a function of the probability of each type of transmission errors. More-
over, this work introduces an analytical model for accurately estimating the Channel Busy Ratio
(CBR) metric, even in scenarios with high channel load. Validation through simulation demon-
strates the models’ reliability across various parameters such as traffic densities, transmission
frequencies, power levels, data rates, and packet sizes. This recent work proposed detailed and
rigorous models which could be efficiently applied in simulation platforms.

3.2.7 Control Systems technologies and model requirements

Represents the electronic control units (ECUs) and control algorithms responsible for vehicle
stability, traction control, anti-lock braking systems (ABS), and other advanced driver assistance
systems (ADAS).

3.2.8 Driver Behaviour technologies and model requirements

Simulates human drivers’ behaviour requires to implement in the model some specific human
skills and capabilities like the perception limits, the decision-making, the reaction time, and the
driving style, which influences vehicle operation and response in the simulation. Compared
to a camera, the human eye is a “poor quality” sensor. As we can observe in Figure 53, the
part producing precise information as a camera would do is very small. It is necessary to
take into account this essential constraint which impact strongly the performance of the human
perception and risk assessment.
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Figure 53: Modelling of the human eye with the different fields of view with their angles and functions. Bottom
right provide the simple modelling of a RGB camera with the main parameters.

Creating a cognitive human driver simulation involves should consider various aspects of
human behaviour, perception, decision-making, reasoning, action and interaction with the en-
vironment. Here are a set of requirements interesting for a cognitive modelling of a human
driver:

• Perception: Simulation should model how drivers perceive their surroundings through
visual and auditory senses. This aspect needs to take into account the eye model and the
salient area detection by the driver. The eye capacities are represented by the figure ...
and are really different from the camera capacities.

• Attention: Incorporate mechanisms for attention allocation, including focusing on rele-
vant stimuli and filtering out distractions.

• Memory: Model short-term and long-term memory processes to simulate how drivers
recall information, such as road signs, traffic rules, and past experiences.

• Decision-making: Simulate decision-making processes based on perceived information,
past experiences, and situational factors.

• Risk perception: Include mechanisms for assessing and responding to perceived risks,
such as hazards on the road, erratic driving behaviour, and adverse weather conditions.

• Situation awareness: Model the driver’s understanding (with accuracy and certainty) of
their environment, including the spatial layout of the road, nearby vehicles, pedestrians,
and traffic signals.

• Vehicle control: Simulate the driver’s control over vehicle speed, steering, braking, and
acceleration, considering both manual and automated driving modes. This aspect takes
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into account the capability of the driver to make several actions in same time or only one
action by time. Capability to manage in same time a task additional to the driving task

• Reaction time: Incorporate realistic reaction times for responding to unexpected events,
such as sudden braking by the vehicle ahead or obstacles on the road.

• Driver physiology: Model physiological factors that affect driving behaviour, such as
fatigue, stress, and intoxication.

• Emotions: Consider the influence of emotions, such as frustration, anger, or excitement,
on driving behaviour and decision-making. This aspect could change the risk perception
and could modify the following risk-taking behaviour.

• Risk-taking behaviour: Model individual differences in risk tolerance and propensity
for risky driving behaviours, such as speeding, tailgating, and aggressive manoeuvres.
this aspect will impact the action of the driver (strong acceleration, braking, turn ma-
noeuvre)

• Adaptability: Simulate the driver’s ability to adapt to changing road conditions, traffic
flow, and environmental factors.

• Fatigue and drowsiness: Model the effects of fatigue and drowsiness on driver per-
formance, including decreased alertness, slower reaction times, and impaired decision-
making. This aspect could be extended to the monotony and hypo-vigilance states.

• Distraction: Incorporate distractions inside and outside the vehicle, such as mobile
phones, navigation systems, roadside advertisements, and scenery. This distraction will
have an impact on the reaction time and the perception capacities (field of view shorter
(angle and distance). This also leads to an inaccuracy and a uncertainty in the perception
of the environment (worse object and situation positioning).

• Anticipation: Model the driver’s ability to anticipate and to predict future events and
plan actions accordingly, such as anticipating lane changes, turns, and merging manoeu-
vres. This means that the driver model is aware about specific situation no only in the first
perception loop (vehicles and objets in the near perception field of view: closer vehicles
surrounding the ego-vehicle)

• Training and experience: Consider the influence of driver training, experience, and
skill level on driving behaviour and performance. This aspect implement the experience
of young, middle age, and elder drivers.

• Feedback and learning: Provide feedback to drivers based on their actions and decisions,
allowing for learning and improvement over time. This aspect allows to simulate the
mechanism of training and reasoning of the driver in order to reach some specific goals:
minimising of the risk, minimising of the energy consumption, ...

• Traffic rules and regulations: Ensure that drivers adhere to traffic laws, signals, and reg-
ulations governing speed limits, right-of-way, and road markings. A sportive behaviour
will violate the rules of the traffic code: exceeding the speed limit, cutting a turn, over-
taking manoeuvre in the right lane, etc.
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• Interaction with other road users: Simulate interactions with pedestrians, cyclists, mo-
torcyclists, and other drivers, including cooperative behaviours (strategies of negotiation),
conflicts, and collisions.

Figure 54: In (a), a framework developed by Hoogendoorn in 2012 to modify the IDM and involve some human
behaviour characteristics. In (b), a theoretical framework for incorporating bio-behavioural human parameters.

In the figure 54 we can see some of this requirements with some additional parameters like
the mental workload and situation awareness impacting the risk perception and the behaviour of
the driver. Moreover, more specifically on reaction time aspect, a human information processing
model has been previously proposed and shares the reaction time of a driver into three time
steps:

• The perception time (Tp )

• The cognition time (Tc )

• The motor time (Tm)

The first two can be grouped together as one possible measurable step designated as percep-
tion–cognition time (Tpc = T p + Tc ). [9] uses this method in a driving simulator experiment to
generate probabilistic models on driver perception–response time among other things (see fig-
ure 55). They have conducted a driving simulator study with 37 male subjects (26 and 11 men
aged 21–24 and 60–64 years old, respectively) to evaluate the perception, perception–cognition,
and motor time during braking (among other things) for three groups of trained, untrained, and
aged drivers. In their braking experiment, they divide the braking into two segments of Tp, time
for perception, and Tm , time for motor action, e.g., for the execution of the brake by the driver
(this Tp means the same Tpc from the first experiment). During perception time the vehicle is
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still moving at a constant speed and during braking time, Tm , the vehicle speed reduces linearly
to zero until the stopping point. The braking was done at 80 km/h on the onset of observing a
random truck and the drivers were to complete the braking action immediately to achieve the
shortest stopping distance.

Figure 55: Estimated values of reaction time at 80 Km/h for 3 types of drivers in a driving simulator ([9])

Figure 56 presents the conceptual framework of the lane changing process. The main idea is
that drivers will change lanes if they decide to respond to lane changing encouraging conditions
whether they are mandatory lane changing conditions or discretionary lane changing conditions.
The way the driver will respond is modelled using the random utility approach. Panel data is
used to estimate the corresponding model.

Figure 56: MITSIM’s lane changing framework ([10]) and Lane Changing SITRAS model ([11])

The human driver embodies a sophisticated cognitive architecture that processes sensory in-
formation in real-time while operating a vehicle. This cognitive process involves a series of
interconnected functions, including sensing, perception, memorisation, decision-making, re-
sponse selection, and execution. Each of these functions is influenced by individual human
characteristics, such as experience, attention, and emotional state.

In the context of driving, these cognitive processes manifest through various mental re-
sources or behaviours, which can be categorised into knowledge-based, rule-based, and skill-
based actions. These actions are intertwined with the hierarchical structure of driving tasks, as
proposed by Michon or Donges. The driver seamlessly navigates between these levels of hier-
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archy to adapt to the dynamic demands of the driving environment and achieve personal driving
objectives.

At the core of this cognitive architecture is the driver’s ability to apply automated driving
actions that are suited to the prevailing traffic scenario and individual driving goals. This entails
continuous monitoring of the surrounding environment, assessing road conditions, and aligning
personal motivations with the demands of the road. Ultimately, the driver’s cognitive processes
facilitate safe and efficient navigation through the complexities of the driving environment.

An overview of this full and complex framework is given in and is presented in the figure 57.

Figure 57: Driving Cycle and the Driver Modelling Conceptual Framework ([11])

Figure 58: Major differences between human driver and autonomous vehicles. ([11])
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3.2.8.1 Driving and driver modelling with Reinforcement Learning (RL)

RL is a decision-making algorithm based on Markov Decision Process (MDP), a stochastic
control process where an agent learns to make decisions in an uncertain and complex environ-
ment. The environment E is essentially an MDP consisting of a set of states S, a set of action
A, a set of reward R, and a state transition probability P (s′ | s, a), which denotes the result of
action atϵA in the state stϵS resulting s′ at time t + 1. The agent (AV) performs a set of ac-
tions in the environment based on a policy π, receives a reward r, and transitions to a new state
s′ ∼ st+1. Thus, the goal of the RL agent is to learn an optimal policy π∗, which maximises the
long-term cumulative reward Rt(s, a). The optimal policy can be learned from the available re-
ward function through Deterministic Policy Gradient (DPG), Twin-Delayed deep deterministic
policy gradient (TD3), Proximal Policy Optimisation (PPO), Trust Region Policy Optimisation
(TRPO), Q-learning, State-Action-Reward-State-Action (SARSA) algorithms, etc. Figure 59
provides an overview and the main principles of RL, Inverse RL (IRL), Behavioural Cloning
(BC), and Direct Policy Learning (DPL). In the sub figure a) about RL, the environment con-
sists of transition probability of states and a known reward function, and at an instant time,
the RL agent applies an action a on the environment and receive a reward r based on a policy
π(s, a). The final goal of the RL agent is to learn an optimal policy π̂ to achieve the desired
trajectory. In sub figure b), BC is an approach to imitate the expert’s trajectory and employs a
supervised learning approach to minimise a loss function to obtain the approximated policy that
mimics the trajectories of the expert. In sub figure c), IRL is the inverse analogy of RL where
the agent extracts the reward function that defines the intention of the expert driver by looking
into the trajectories from a demonstration, and in sub figure d) DPL is the improved version of
BC where the agent cross-validate the accuracy of the prediction with the expert driver during
training.

Figure 59: Major differences between human driver and autonomous vehicles. ([11])
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3.2.9 Traffic technologies and model requirements

Simulates other vehicles, pedestrians, and entities interacting with the simulated vehicle. It
includes models for vehicle movement, traffic patterns, and interactions with the environment.

Modelling the surrounding and obstacle vehicles around the Ego vehicle enables to explore
relevant and usual dynamic scenarios.

Developing a realistic and high quality and performances traffic generator for autonomous
driving involves meeting several critical high-level requirements to create realistic and diverse
traffic scenarios. Here are the main requirements to consider:

• Traffic Pattern Variety: Generate diverse traffic patterns, including highway, urban,
suburban, and mixed scenarios, to simulate real-world driving conditions. This implies
to have Digital Twin and HD Maps of specific representative areas. The respect of this
requirement is essential to provide a comprehensive set of scenarios for testing and vali-
dating autonomous driving systems.

• Dynamic Vehicle Behaviour: Simulate dynamic and realistic behaviours for different
types of vehicles, including acceleration, deceleration, lane changes, and interactions
with other road users. This requirement is important to evaluate the adaptability and
responsiveness of autonomous systems in complex traffic situations.

• Realistic Vehicle Types: Include various vehicle types, such as cars, trucks, motorcycles,
bicycles, and pedestrians, to reflect the diversity and the complexity of road users. This
requirement allows to address the capability of autonomous systems to interact with and
respond to different types of vehicles.

• Traffic Density Control: Enable control over traffic density to simulate both sparse and
congested scenarios. This requirement is essential to evaluate system performance under
varying traffic conditions, including peak hours and low-traffic situations.

• Traffic Light and Sign Simulation: Model realistic traffic light and road sign behaviour,
including changes in signal timing, yellow light intervals, and adherence to traffic rules.
This requirement will be used to assess the interaction of autonomous vehicles with traffic
control infrastructure and generate specific risky and critical scenarios allowing to address
interaction between AV and the other road users in intersection areas.

• Pedestrian and Cyclist Behaviour: Simulate realistic pedestrian and cyclist behaviours,
including jaywalking, crossing at intersections, and interactions with vehicles. This type
of scenarios allow to evaluate the ability of autonomous systems to navigate safely in the
presence of vulnerable road users.

• Adaptive Road Conditions: Incorporate adaptive road conditions, such as changes in
weather (rain, snow) and road surface conditions (dry, wet, slippery). This requirement
is essential in order to guarantee a large coverage of the situations (environmental fac-
tors generating modifications and variations of the road environments) which could be
encounter by AV.

• Simulated Road Events: Introduce mechanisms to simulate road events, such as acci-
dents, construction zones, road work areas, temporary conditions (object falling on the
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road surface) and detours, to assess the response and decision-making of autonomous ve-
hicles. This requirement and the generation by the traffic generator of this events will give
the possibility to assess the ability of autonomous systems to handle unexpected events
and deviations from regular traffic conditions.

• Scenario Customisation: Allow users to customise specific traffic scenarios, includ-
ing the introduction of specific vehicles, road configurations, and event triggers. The
implementation of this requirement facilitate targeted testing for specific use cases and
scenarios relevant to the development and validation process.

• Scalability and Performance: Ensure that the traffic generator can scale to simulate
large-scale scenarios while maintaining computational efficiency. Application of this re-
quirement allows to guarantee the capability to replicate realistic traffic conditions in a
scalable manner to assess the scalability and performance of autonomous driving systems.

By meeting these requirements, a traffic generator for automated mobility (involving systems
of systems, or AI-based systems) can provide a versatile and realistic environment for testing
and validating autonomous systems in a wide range of scenarios.

3.2.9.1 Definition of the types of models and components involved

Traffic generation in simulation relies on several types of models aiming to mimic various
components of the surrounding traffic composed of obstacle vehicles accurately. Some models
focus on replicating the traffic flow dynamic with a microscopic description of the interactions
between vehicles [60], while others aim at describing how a predetermined and nominal trajec-
tory might be affected by human errors or approximations when driving a vehicle [61].

Usually, the distinction between models is developed as follows:

• Random traffic generation: Vehicles and their dynamic properties are randomly gener-
ated to randomly populate the environment around the Ego. With this easy-to-implement
and basic approach, nothing ensures that the traffic dynamic is adequately reproduced
since trajectories are predetermined and do not respond to traffic.

• Microscopic traffic rule-based model: Incorporating traffic rules and regulations re-
garding road signalization. Such models ensure a high representativeness level of the
traffic flow dynamic for the obstacle vehicles populating the environment around the Ego.
Among the set of of existing simulators, we can mention SUMO, VISSIM, AIMSUN
Next, and SymuVia. Vrbanic et al. [62] compared three highly popular traffic flow sim-
ulators (SUMO, VISSIM, and AIMSUN Next) paired with telecommunication network
simulators. They analyze the features related to the modeling process They conclude that
traffic environments generated by AIMSUN Next are more suitable to achieve a traffic
model with a low complexity, while VISSIM enables to cope with high complexity levels.
Despite their distinction according to modeling options and configuration tools, simulator
frameworks are mainly discriminated according to the natively hosted car-following mod-
els, especially those used to describe the vehicles’ longitudinal movement. Mahapatra et
al. [63] distinguish the following car-following approaches:

– Analytical models, covering the following approaches:
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* Gazis-Herman-Rothery (GHR) approach [64]: this approach states that the
driving behavior of vehicles mainly depends on speed differences between two
successive vehicles and their free flow regime. This approach is hosted by MIT-
SIM (MIcroscopic Traffic SIMulator) framework.

* Safe distance [65] and psycho-physical [66] approach: this approach describes
the car-following movements with the physical perspective, by including phys-
ical motion equations, based on a safe following distance. Accordingly, in such
a model, a collision should be expected when the following vehicle infringes
on the safe gap with its leader. This is one of the most popular car-following
approaches implemented into microscopic traffic simulators. It encompasses a
set of alternative models: Gipps’model [65] (by default in AIMSUN), Krauss
models [67] (by default in SUMO)... Some were tested and compared by Brock-
feld et al. [68]. This approach is hosted by the following frameworks: AIM-
SUN, CORSIM, CARSIM, SimTraffic, NETSIM, SUMO. Alternatively, VIS-
SIM framework is mainly based on a psycho-physical approach, like Wiede-
mann models [66].

* Intelligent Driver Model [69]: it is a time-continuous car-following model de-
veloped as an extension of Gipps’ model [65] by Treiber [69] to cope with the
losses of accuracies observed in the deterministic limits of Gipps’ model.

* Optimal Velocity approach: based on Bando et al. [70] works, this approach
formulates an interesting description of the vehicle interaction using only the
relative spacing and the desired velocity of the leader and follower. It becomes
popular due to its simple formulation and its single-variable function.

– Rule-based models, covering the following approaches:

* Fuzzy-logic approach [71];

* Cellular Automata approach [72]: this approach discretizes space and time into
small cells (typically 7,5 meters long cells) occupied or not by a vehicle. Such
models describe the transition dynamic from one cell to another, which is com-
putationally efficient for large scale simulation but less realistic of microscopic
movements.

* Newell approach: this model, described by Newell [73], can be understood as
a continuous cell-transmission model. This is the main car-following model
hosted by the SymuVia simulator.

• Behavioural models: By representing various driving behaviours, this kind of traffic can
have various outcomes and trigger diverse conditions. [61] develops a behavioural model
enabling the reproduction of mistakes or misbehaviours of human drivers. It enables to
finely reproduce the impact of human-driven obstacle vehicles (errors) on the Ego vehicle.
Nevertheless, in opposition to the traffic rule, the trajectories of the obstacle vehicles do
not respond dynamically to current traffic conditions and are completely determined at
the beginning of the simulation

• Manoeuvre-based model: This kind of model focuses on specific scenarios to reproduce
realistic simulations of complex traffic. Trajectories of the obstacle vehicles are accu-
rately computed and predetermined to match some specific scenarios, usually identified
as critical.
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All of these models can be mixed to replicate the different types of behaviour with more or
less randomness and diversity. Many subjects focus on the representativeness of such models by
comparing them to real driving datasets. Adding Artificial Intelligence modules to such models
can help increase realism, representativeness, and diversity of traffic generation. The figure
60 provides an overview of the main categories of car-following models for Human Driver
simulation.

Figure 60: Summary of car-following models for HDVs and AVs: (a) development process of car-following models
for HDVs; and (b) modelling framework of car-following (CF) models for AVs ([12])

3.2.10 Requirements for a Simulation Framework dedicated to Automated Mobility

Provides the infrastructure to integrate and manage different models, components, and sim-
ulations in a cohesive environment. This includes simulation rendering and physics engines.

A comprehensive simulation platform for automated vehicle evaluation and validation in-
volving AI-based components requires careful consideration of various requirements to ensure
its effectiveness, flexibility, and usability. Here’s an extended overview of the main require-
ments expected for such a simulation platform:

• Usability: The platform should offer a user-friendly interface and intuitive interaction
mechanisms to enable users to achieve their goals efficiently. Well-documented instruc-
tions, meaningful examples, and a supportive community enhance usability. Addition-
ally, providing access to enrichments from existing ecosystems like CARLA, Pro-SiVIC,
SCANeR, Pre-Scan, Car-maker, along with well-documented demonstrations for various
use cases, further improves usability.

• Maintainability: Customization and continuous updates are essential for keeping the sim-
ulation platform relevant and adaptable to evolving needs. A modular and container-
ized architecture facilitates the seamless exchange or update of individual components.
Open-source software eliminates potential constraints imposed by licensing regulations.
Leveraging modular containerization enables continual updates of specific modules, with
Docker images built within GitHub CI pipelines to enhance maintainability.
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• Interoperability: The platform should support seamless integration with custom functions
and external systems. This entails compatibility with standardized and custom interfaces,
as well as containerized integration. While existing interfaces like ROS or OpenX sim-
plify integration in existing platforms. The PRISSMA’s distributed and multiple tools
architecture further streamlines integration by leveraging container orchestration tools.
This enables easy integration of complex software systems composed of multiple con-
tainers.

• Scalability and Automation: The ability to scale simulations and automate processes is
crucial for efficient development and testing. PRISSMA’s generic platform focuses on
automating simulations using container orchestration tools and CI pipeline integrations.
Sequential execution of multiple simulations within the data generation pipeline, along
with support for parallel and distributed simulations facilitated by powerful orchestration
tools, significantly enhances scalability compared to traditional approaches.

• Test Capability: Effective evaluation methods and metrics are essential for ensuring the
reliability and safety of automated vehicle systems. The simulation platform should sup-
port a wide range of evaluation methods, including existing evaluation metrics and custom
evaluation modules tailored to specific simulation use cases. This enables comprehensive
testing and validation of automated vehicle systems within a simulated environment.

• Customization and Extensibility: The platform should allow users to customise simula-
tion scenarios, vehicle models, environmental conditions, and other parameters to meet
specific testing requirements. It should also support the integration of custom algorithms,
sensor models, and control strategies to enable advanced research and development.

• Realism and Fidelity: Achieving a high level of realism in simulated environments is
crucial for accurate evaluation of automated vehicle systems. The platform should pro-
vide realistic physics simulation, dynamic environmental conditions (such as weather and
lighting), and detailed sensor models to replicate real-world scenarios as closely as pos-
sible.

• Data Management and Analysis: Efficient data management capabilities are essential
for storing, managing, and analysing large volumes of simulation data generated during
testing. The platform should support data logging, visualisation, and analysis tools to
extract meaningful insights and facilitate decision-making.

• Safety and Security: Ensuring the safety and security of both the simulated environment
and the simulation platform itself is mandatory in a ViL real/virtual simulation platform.
The platform should incorporate robust safety measures to prevent unintended conse-
quences of simulations, such as collisions or system failures. Additionally, it should
adhere to security best practices to protect sensitive data and prevent unauthorised access.

• Scalable Infrastructure: As simulation requirements grow, the platform should offer scal-
able infrastructure options to accommodate increasing computational demands. This may
include support for cloud-based deployment, distributed computing, and integration with
high-performance computing (HPC) resources to scale simulations effectively.

By addressing these requirements, a simulation platform can provide a robust foundation for
automated vehicle evaluation, offering usability, maintainability, interoperability, scalability,
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automation, comprehensive test capabilities, and optimisation of autonomous driving systems
in a simulated environment.

Nevertheless the last aspect about Scalable Infrastructure brings the necessity to propose
some additional and essential requirements related to time management, synchronisation of
models and tools, real-time operating capabilities, and ensuring the respect of component oper-
ating periods:

• Time Management and Synchronisation: The platform should provide accurate time man-
agement capabilities to ensure synchronization between different simulation components,
models, and tools. It should support both simulated time and real-world time modes, al-
lowing users to control the simulation timeline and ensure consistency across simulations.

• Real-Time Operating Environment: For applications requiring real-time simulation, the
platform should offer real-time operating capabilities to ensure timely execution of sim-
ulation tasks. This includes minimising latency, optimising computational performance,
and providing deterministic behaviour to meet real-time constraints.

• Synchronisation of Models and Tools: The platform should facilitate seamless integration
and synchronisation of diverse simulation models, tools, and components. This includes
synchronisation of vehicle dynamics models, sensor models, control algorithms, and ex-
ternal software interfaces to ensure accurate and coherent simulation outcomes.

• Respect of Component Operating Periods: To accurately replicate real-world conditions,
the platform should respect the operating periods of individual components within the
simulation. This includes modelling the lifecycle and operational characteristics of sen-
sors, vehicles, and other system components, such as battery life, maintenance schedules,
and wear and tear effects.

• Dynamic Time Scaling: The platform should support dynamic time scaling capabilities,
allowing users to adjust the simulation speed in real-time based on specific testing re-
quirements. This enables users to accelerate or decelerate simulation time to focus on
critical events or extend simulation duration for long-term testing scenarios.

• Temporal Accuracy and Precision: Ensuring temporal accuracy and precision is essential
for realistic simulation outcomes. The platform should provide high-fidelity timekeeping
mechanisms, with support for fine-grained time resolution and synchronisation across
distributed simulation nodes.

By incorporating these additional requirements, the simulation platform can offer enhanced
capabilities for time-sensitive applications, ensuring accurate, synchronised, and real-time sim-
ulation of automated vehicle systems.

Finally, it is mandatory in the last stage of the simulation framework to add requirements
dedicated to ground truth and reference generation, dataset generation, recording of data, and
processes for analysis, evaluation, and validation of the results:

• Ground Truth and Reference Generation:

– Ground Truth Annotation Tools: Develop tools for annotating ground truth data,
including accurate labelling of object classes, semantic segmentation, instance seg-
mentation, and geometric annotations (e.g., bounding boxes, keypoints) to create
reference datasets.

86



[L2.5] Definition of interfaces and simulation environment

– Sensor Fusion Ground Truth: Generate ground truth data for sensor fusion algo-
rithms by integrating data from multiple sensors (e.g., LIDAR, camera, radar) to
create comprehensive reference data with precise object localisation and tracking
information.

– High-Fidelity Simulation Environments: Utilise high-fidelity simulation environ-
ments with realistic physics models, dynamic lighting conditions, and detailed scene
geometry to generate ground truth data that closely resembles real-world scenarios.

– Dynamic Environment Simulation: Simulate dynamic environmental factors, such
as weather conditions, traffic flow, pedestrian behaviour, and road infrastructure
changes, to create diverse and challenging scenarios for ground truth generation.

• Dataset Generation and Recording:

– Scenario Generation Tools: Develop tools for generating diverse and representative
scenarios, including urban, highway, rural, and off-road environments, with config-
urable parameters for traffic density, road conditions, weather, and time of day.

– Sensor Data Recording: Implement mechanisms for recording sensor data streams,
including raw sensor measurements, synchronised timestamps, and metadata anno-
tations, in standardised formats (e.g., ROS bag files, HDF5) for dataset generation
and offline analysis.

– Data Augmentation Techniques: Incorporate data augmentation techniques, such as
geometric transformations, color manipulations, occlusions, and sensor noise injec-
tion, to enhance dataset variability and robustness for training and validation pur-
poses.

– Scenario Metadata Annotation: Annotate scenario metadata, including scenario de-
scription, ground truth labels, environmental conditions, vehicle trajectories, and
sensor configurations, to facilitate dataset organisation, retrieval, and analysis.

• Analysis, Evaluation, and Validation Processes:

– Performance Metrics Definition: Define performance metrics and evaluation crite-
ria for assessing automated driving algorithms, including object detection accuracy,
tracking precision, localisation error, trajectory prediction accuracy, and scene un-
derstanding metrics.

– Quantitative Analysis Tools: Develop tools for quantitative analysis of simulation
results, including statistical analysis, performance benchmarking, and comparison
against baseline algorithms or ground truth reference data to measure algorithm per-
formance and identify areas for improvement.

– Visual Inspection and Qualitative Analysis: Enable visual inspection and qualita-
tive analysis of simulation results through interactive visualisation tools, 3D scene
rendering, and playback of recorded sensor data to identify anomalies, errors, or
unexpected behaviours in automated driving systems.

– Validation Framework Integration: Integrate validation frameworks, such as the
Continuous Integration/Continuous Deployment (CI/CD) pipeline, to automate the
execution of validation tests, regression testing, and performance monitoring for
iterative algorithm refinement and validation.
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– Benchmarking and Standardisation: Establish benchmarks and standards for evalu-
ating automated driving algorithms, datasets, and simulation frameworks, fostering
collaboration, reproducibility, and fair comparison of results across research studies
and industry implementations.

By adhering to these requirements, a simulation framework for automated vehicles can facil-
itate the generation of ground truth data, creation of representative datasets, recording of sensor
data, and enable comprehensive analysis, evaluation, and validation of automated driving algo-
rithms and systems.

Figure 61: Overview of the full simulation framework for the PRISSMA’s evaluation and validation methodology
(source UGE)

3.2.11 User Interface and Visualisation Tools requirement

The main requirement for a user interface and visualisation tool are:

• User-friendly Interface : The interface should be intuitive and easy to use, allowing
users to interact with the simulation environment without extensive training. The interface
need to provide common functionalities like object, scene, and scenario loading, saving,
reloading.

• Customizability: Users should have the ability to customise the interface layout, set-
tings, and features according to their preferences and specific simulation requirements.
It means Modular and adaptive User friendy interface. A User Preferences Management
function could provide options for users to customise their interface preferences, such as
theme selection, language settings, and default layout configurations. Allow users to save
and restore personalised settings across sessions for a consistent and personalised user
experience.

• Real-time Feedback: The interface should provide real-time feedback on the simulation
status, data updates, and any user inputs to ensure smooth interaction.
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• Visual Representation: Utilise clear and visually appealing graphics, including charts,
graphs, and 3D models, to represent simulation data and scenarios effectively.

• Interactivity: Allow users to interact with simulation elements, such as adjusting param-
eters, initiating actions, and controlling simulations, through the interface. It also means
peripherals management and updating in real time during the simulation running, and
”script language” (Python, LUA, ...) allowing to modify in real time the operating and
the behaviour of the simulation, the objects and components involve in a scenario. The
menu needs to implement mechanism of completion (access to the previous commands
or proposition of possible commands from only the first characters of a command). Last
aspect of interactivity concerns the capability to handle and move the current state and
configuration of a 3D object (position, rotation, homothety) with the using of a peripheral
(mouse, joystick, keyboard, ...) in the working window by a selection-clicking-moving
mechanism.

• Data Visualisation: Provide various visualisation tools and techniques to interpret com-
plex simulation data, including heatmaps, histograms, and animations. It also means a
set of available functional windows and layer mechanism in order to have in same time a
working space and window, some windows for the sensors and components data display,
and windows for references and ground truth display. Windows with the main parame-
ters of downloadable elements and components (3D object, lights, vehicles, pedestrians,
weather conditions, ...)

• Multi-platform Compatibility: Ensure compatibility across different platforms and de-
vices, including desktop computers, tablets, and mobile devices, to facilitate access for
users.

• Accessibility: Design the interface to be accessible to users with disabilities, incorporat-
ing features such as screen readers and keyboard shortcuts.

• Performance Optimisation: Optimise interface performance to minimise latency and re-
sponse times, especially in large-scale simulations with extensive data processing. It also
means a mechanism allowing to manage efficiently with event management the writing
of scripting commands during the simulation process.

• Error Handling: Implement robust error handling mechanisms to detect and report er-
rors, guiding users with troubleshooting steps and preventing data corruption.

• Security: Incorporate security measures to protect sensitive simulation data, including
user authentication, data encryption, and access control.

• Documentation and Help Resources: Provide comprehensive documentation, tutorials,
and help resources within the interface to assist users in navigating and utilising simula-
tion features effectively.

• Integration Capability: Support integration with external systems, databases, and soft-
ware tools to enable seamless data exchange and interoperability.

• Scalability: Ensure that the interface can scale up to accommodate large datasets, com-
plex simulations, and increasing user demands without compromising performance.
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• Feedback Mechanism: Include mechanisms for users to provide feedback, suggestions,
and bug reports directly within the interface, facilitating continuous improvement and
user engagement.

Here are the additional requirements aiming to enhance the usability, performance, and flex-
ibility of the Human Machine Interface in a simulation environment.

• Specific Display Modes:

– Resolution Control: Allow users to adjust the resolution of the interface to suit their
display preferences and optimize performance.

– Full-Screen Mode: Provide an option for full-screen mode to maximise the visibility
of simulation data and eliminate distractions. This mode is essential if we want
to obtain immersive aspect with a real human in the loop (driver, passenger, road
users).

– Low Rendering Mode: Offer a low rendering mode for users with lower-end devices
or limited graphics capabilities, ensuring smooth operation without sacrificing es-
sential features. This mode is also usefulness in specific topics involving only no
visual aspect (vehicle dynamic and vehicle control)

• Operating System Compatibility: Ensure compatibility with various operating systems,
including Windows, macOS, and Linux, to accommodate a diverse user base. Support for
different versions of operating systems and provide regular updates to maintain compati-
bility with the latest releases. It is usefulness for multiple platforms simulation framework
like Symuvia (Linux or Windows), NS3(Linux), Pro-SiVIC (Windows), RTMaps (Win-
dows or Linux), ROS (Linux) architecture. This requirement involved a user friendly
management of multiple OS interfaces and Virtual Machine management.

• Event Management, logging and analysing: Implement event handling mechanisms to
capture user interactions, system events, and simulation events effectively. Allow users
to define custom events, triggers, and actions within the interface to enhance simulation
control and flexibility. Enable logging of simulation events, user interactions, and system
activities for later analysis and troubleshooting. Offer tools for analyzing event logs, iden-
tifying patterns, and extracting insights to improve simulation design and performance.

• Time and task Management: Provide tools for managing simulation time, including
pausing, resuming, and adjusting the simulation speed. Enable synchronisation with real-
time clocks or external time references for accurate timekeeping in simulations. Support
for scheduling and automation of simulation events based on specific time intervals or
triggers. Implement task scheduling and prioritization features to manage concurrent
tasks, background processes, and resource allocation effectively. Allow users to track the
progress of ongoing tasks, prioritize critical activities, and allocate resources based on
priority levels.

• Performance Monitoring: Include performance monitoring features to track resource
utilisation, such as CPU, memory, and GPU usage, during simulation execution. Provide
real-time feedback on performance metrics and optimisation recommendations to ensure
efficient utilisation of system resources.
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• Concurrency Control: Support concurrent access to simulation data and resources by
multiple users, ensuring data consistency and integrity. Implement locking mechanisms,
transaction management, and conflict resolution strategies to handle concurrent updates
and prevent data corruption. This aspect is essential for distributed simulation using cloud
functionalities and multiple user mechanism.

In order to have a user friendly simulation environment, it is necessary to have a set of HMI
functionalities. In order to have a good overview about these needed function, we will take in
consideration the current HMI functions in the software and tools bring in PRISSMA by the
partners. For instance, in Pro-SIVIC, a generic graphical user interface is proposed (illustrated
in Figure 62). This HMI is divided into the following user interface elements:

• 1: The simulation view. This is the most important element, that will allow you to visu-
alize a scenario when you edit it, as well as a running simulation;

• 2. The menu bar, that enables to perform important actions on the scenario, the view, the
simulation, and to access help and configuration options;

• 3. The toolbar, which gives quick access to some menu bar functions that are used exten-
sively. The toolbar itself is divided into three subsections:

– The scenario toolbar provides shortcuts to load, save, or discard the current scene
and begin a new scenario;

– The object manipulation toolbar allows to create and delete objects, as well as edit-
ing their position, rotation, and scale; you can also choose the coordinate system
and the 2D plane in which to move and orient the object;

– Finally, the simulation toolbar allows to play, pause or stop the simulation, as well
as enabling/disabling the scenario editing mode

• 4. The scene objects panel lists all the items contained in the simulation scenario, be it
the sensors, the lighting elements, or the scenery (buildings, vegetation, sky);

• 5. When selecting an object by clicking on it either in the scene objects panel or in
the simulation view, its properties will be displayed in the object configuration panel, to
visualise and edit them in order to tweak the object behaviour; the effects can then be
viewed in real-time in the simulation view;

• 6. The object catalogue contains a list of preconfigured scenario elements (sensors or
scenery items for example) that can be added to the current scenario by double-clicking
on an item;

• 7. The console panel is targeted for advanced users; it allows to manipulate the scenario
and the objects using the Pro-SiVIC scripting language; it provides the same function-
ality as the graphical user interface; albeit in some particular cases, specific actions can
currently only be accomplished using the console.
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Figure 62: Pro-SiVIC user interface (source ESI group)

Pro-SiVIC offers too some additional function in the user interface like:

• The peripheral management and updating

• The trajectory generation and management for object without dynamic model

• The commands to manage the simulation process (start, stop, pause): Once the building
of the scenario is finished, the next step is to run the simulation. The Edit mode toolbar
button is then usable to disable the Scenario Designer-specific views (Figure 63. From
this interface the following functions are available: the Play button to play and stop the
simulation, and the Pause button can Pause the simulation while it is running. The Stop
button will reset the simulation environment and reload the default state (before the sim-
ulation was launched), so that it can be modified or launched again.
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Figure 63: Pro-SiVIC: The simulation toolbar allows to enable/disable the editing tools, and control the simulation
flow user interface (source ESI group)

These HMI elements are mandatory for the real-time using of the simulation platform. In
a upstream stage, it is necessary to propose the same type of HMI but for the scenario defini-
tion, management, and generation (see HMI of MOSAR). Some interesting applications like
SCANeR Studio (from AVS) or ROAD Runner (from MathWork) propose user friendly inter-
faces allowing to generate efficient virtual environment with road networks, road signage, and
dynamic objects (ego-vehicle and surrounding vehicle).

3.2.12 Event management and requirement

Here are the 15 main requirements for event management in a simulation environment dedi-
cated to evaluation and validation of automated mobility:

• Event Definition: Provide a mechanism to define various types of events (spatial, tem-
poral, semantic) that can occur within the simulation, such as user interactions, system
events, sensor readings, and environmental changes.

• Event Scheduling: Enable users and components to schedule events at specific simulation
time points or relative to other events, allowing for precise control over the timing and
sequencing of simulation activities.

• Event Triggers: Define triggers or conditions that initiate the execution of events, includ-
ing temporal triggers (time-based), state triggers (condition-based), and external triggers
(input-based).

• Event Handlers: Implement event handlers or callbacks to execute predefined actions in
response to triggered events, such as updating simulation parameters, modifying object
states, or generating new events.
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• Event Prioritisation: Support prioritisation of events to ensure that critical or time-sensitive
events are processed with higher priority, minimising delays and ensuring timely re-
sponses in dynamic simulation environments.

• Event Queuing: Maintain an event queue or buffer to store scheduled events in chrono-
logical order, facilitating efficient event processing and ensuring proper sequencing of
event execution.

• Event Dispatching: Dispatch scheduled events from the event queue to their respective
event handlers for execution, considering event priorities and dependencies to maintain
consistency and coherence in simulation behaviour.

• Event Propagation: Enable propagation of events across simulation components and sub-
systems, allowing events to trigger cascading effects and interactions between different
elements of the simulation environment.

• Event Logging: Log event occurrences, timestamps, and associated metadata to facilitate
post-simulation analysis, debugging, and performance monitoring, providing insights into
simulation dynamics and behaviour.

• Event-Based Modelling: Support event-driven modelling paradigms to capture complex
system behaviours and interactions through the specification of discrete events, transi-
tions, and state changes.

• Event Coordination: Coordinate events between concurrent simulation processes, dis-
tributed simulation nodes, or interconnected simulation modules to maintain synchroni-
sation and consistency across the simulation environment.

• Event Interception: Allow for the interception and modification of events before their
execution, enabling advanced event processing techniques such as event filtering, trans-
formation, and augmentation.

• Event Abstraction: Abstract event handling mechanisms to encapsulate complex event
processing logic and promote modular, reusable, and maintainable simulation models,
components, and libraries.

• Event Visualisation: Provide visualisation tools and techniques to represent event oc-
currences, sequences, and dependencies graphically, aiding in the comprehension and
analysis of simulation dynamics and behaviour.

• Event-Based Control: Enable event-based control strategies to regulate simulation activi-
ties, trigger system interventions, and adapt simulation parameters dynamically based on
evolving simulation conditions and external stimuli.

These requirements aim to ensure effective event management in a simulation environment,
encompassing event definition, scheduling, handling, prioritisation, queuing, dispatching, log-
ging, modelling, coordination, interception, abstraction, visualisation, and control.
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3.3 Digital Twin, Digital Shadow, and Digital Model requirements

3.3.1 Digital Twin, Shadow, and Model: Definition and differences

• Digital Model: A Digital Model refers to a computer-generated representation of a phys-
ical object, system, or environment. Unlike Digital Twins and Digital Shadows, which
focus on replicating the behaviour and characteristics of real-world entities, a Digital
Model primarily emphasises the visual and geometric aspects of the object or system.
The main aspects handle by the Digital Model could be the following:

– Geometric Representation: At its core, a Digital Model consists of geometric data
that describes the shape, structure, and spatial relationships of the physical entity.
This may include 3D models, CAD drawings, surface meshes, point clouds, or other
geometric representations.

– Visual Rendering: Digital Models often incorporate textures, colours, materials, and
lighting effects to enhance visual realism and accuracy. They aim to closely resem-
ble the physical appearance of the object or environment, making them valuable for
visualisation and communication purposes.

– Static Representation: Unlike Digital Twins and Digital Shadows, which may in-
volve dynamic or time-varying data, Digital Models typically provide a static repre-
sentation of the physical entity at a specific point in time. They capture a snapshot
of the object’s geometry and appearance but do not simulate its behaviour or inter-
actions.

– Accuracy and Detail: The level of detail and accuracy in a Digital Model can vary
depending on its intended purpose and the available data sources. High-fidelity mod-
els may include intricate geometric details, while low-fidelity models may prioritise
computational efficiency and performance.

– Integration with Other Technologies: Digital Models can be integrated with other
technologies, such as simulation engines, virtual reality (VR) systems, augmented
reality (AR) applications, and geographic information systems (GIS), to create im-
mersive and interactive experiences.

– Lifecycle Management: Throughout the lifecycle of a physical object or system,
Digital Models may undergo updates, revisions, and enhancements to reflect changes
in design, construction, operation, or maintenance. Effective version control and
data management practices are essential for maintaining the integrity and accuracy
of Digital Models over time. But these updates of the Digital Model will come from
human operator and will provide a new version of the virtual model without time
link.

• Digital Shadow: A Digital Shadow is a virtual representation or simulation of the be-
haviour, interactions, and characteristics of a physical object, system, or environment.
Unlike a Digital Twin, which typically reflects the real-time state and condition of its
physical counterpart, a Digital Shadow focuses more on historical or predictive analysis
rather than real-time monitoring. Digital Shadows complement Digital Twins by pro-
viding deeper insights, analysis, and foresight into the behaviour and performance of
physical systems. The main aspects handle by the Digital Model could be the following:
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– Historical Data Analysis: A Digital Shadow is often based on historical data col-
lected from sensors, historical databases, operational systems, and other sources.
This data provides insights into past behaviours, trends, and patterns associated with
the physical entity.

– Predictive Modelling: In addition to historical data, a Digital Shadow may incorpo-
rate predictive models and simulations to forecast future behaviours, performance,
or outcomes. These models can help anticipate potential issues, optimize operations,
and support decision-making.

– Scenario Analysis: Digital Shadows enable scenario analysis and what-if simula-
tions to evaluate the potential impact of different conditions, events, or actions on
the physical system. This capability allows organisations to assess risk, plan for
contingencies, and optimize strategies. Digital Shadow allows to apply experimen-
tal plan with a large set of scenarios with initial conditions. For a scenario and an
initial condition, it is possible to apply variations among a set of identified parame-
ters and variables considered as important and impacting the system behaviour.

– Offline Simulation: Unlike Digital Twins, which often involve real-time data inte-
gration and monitoring, Digital Shadows are typically used for offline simulation
and analysis. They provide a static or semi-dynamic representation of the physical
entity, focusing on historical or hypothetical scenarios rather than current condi-
tions.

– Performance Monitoring: While Digital Shadows may not offer real-time moni-
toring capabilities, they can still provide performance metrics, KPIs, and historical
trends to assess the effectiveness and efficiency of the physical system over time.

• Digital Twin: A Digital Twin is a virtual representation of a physical object, system, or
process. It’s not just a static 3D model; it’s a dynamic, data-driven model that reflects
the real-time status, behaviour, and condition of its physical counterpart. Its added value
comes from multiple sources of independently used information and data stream, brought
back together in order to get ecosystemic view and 3D representation model, playing on
various settings.

– Virtual Representation: A Digital Twin provides a digital counterpart of a physical
entity, which can range from individual components, such as a machine part or a
sensor, to entire systems, like a manufacturing plant or a smart city.

– Real-Time Data Integration: It incorporates real-time data streams from sensors,
IoT devices, and other sources to reflect the current state and behaviour of the phys-
ical entity. This data includes information about performance, operating conditions,
environmental factors, mandatory / legislation, geolocated information and more.

– Physics-Based Modelling: It employs physics-based models or simulations to accu-
rately replicate the behaviour and interactions of the physical entity. These models
allow for predictive analysis, what-if scenarios, and optimisation strategies. The
main methods are Data-driven approaches involve using AI and machine learn-
ing algorithms to develop digital twins based on data collected from sensors and
other data acquisition systems, Physics-based modelling involves using mathemati-
cal equations to model the physical behaviour of a system, and Hybrid approaches
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involve integrating data-driven and physics-based modelling techniques to develop
digital twins.

– Interconnectedness: A Digital Twin is often part of a networked ecosystem, where
multiple Digital Twins interact with each other, as well as with external real systems.

– Lifecycle Perspective: It spans the entire lifecycle of the physical entity, from design
and development to operation, maintenance, and decommissioning. This holistic
view facilitates continuous improvement, predictive maintenance, and sustainability
initiatives.

– Remote Monitoring and Control: Digital Twins enable remote monitoring and con-
trol capabilities, allowing users to visualise, analyse, and manage the physical entity
from anywhere in the world. This capability is particularly valuable for complex,
distributed systems and assets. This aspect fit with the ImPACT 3D platform de-
veloped by UGE and which has for objective to interconnect 3 facilities (A real
automated vehicle, an immersive and dynamic 6DoF platform, and a street crossing
simulator (for pedestrian) in the same real and virtual environment).

– Feedback Loop: A key aspect of Digital Twins is the feedback loop between the
virtual and physical realms. Insights gained from analysing the digital twin can
inform decision-making and actions in the physical world, leading to continuous
improvement and optimisation.

If we try to summarise these 3 levels of Digital representation and modelling, the lower
level is the Digital Model with a 3D modelling of an object, component, environment with
shape, structure, and spatial relationships of the physical entity. But the Digital Model does
not involve time aspects and dynamic modelling. But the Digital Model is useful for Digital
Shadows and Digital Twin. It is the core module.

Then the Digital Shadow involves, from past observations of the system and from knowl-
edge about its operating an behaviours, simulation models of the behaviour, interactions, and
characteristics of a physical object. This includes dynamic models. But this level of mod-
elling is without a link and real-time information about the real system working in same time.
Moreover, the modification and updating of the Digital Shadow need possible intervention of a
human operator.

The Digital Twin concerns the more complex and exact-faithful-accurate-representative level
of modelling. It is interconnected in real time with the real system and allows to collect infor-
mation from the real system, and provide to the real system data and observation about its
behaviour and current state. In this condition, the Digital Twin could use the data coming from
the real system in order to modify and to update its parameters and its configuration.

Even if these 3 level of modelling are complementary, it is important to accurately highly
their main differences:

• Purpose:

– Digital Twins: Primarily used to simulate, monitor, and optimize the behaviour and
performance of physical assets or systems in real-time.

– Digital Shadows: Focus on collecting and analysing data from physical entities to
create a digital representation that mirrors their behaviour and characteristics.

– Digital Models: Emphasise the visual and geometric aspects of physical entities,
providing static representations for visualisation, design, and analysis purposes.
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• Dynamic Behaviour:

– Digital Twins: Incorporate dynamic, real-time data and simulation capabilities to
emulate the behaviour and interactions of physical assets or systems.

– Digital Shadows: Capture and analyse historical or real-time data to create a digital
representation that reflects the past or present behaviour of physical entities.

– Digital Models: Provide static representations of physical entities’ geometry and
appearance, lacking dynamic behaviour or predictive capabilities.

• Level of Detail:

– Digital Twins: Often include detailed models and simulations that accurately repre-
sent the physical asset’s behaviour, components, and interactions.

– Digital Shadows: Focus on capturing and analysing data at a high level to identify
patterns, trends, and anomalies in the behaviour of physical entities.

– Digital Models: Represent the visual and geometric aspects of physical entities,
ranging from high-fidelity models with intricate details to low-fidelity models with
simplified geometry.

• Predictive Capabilities:

– Digital Twins: Used for predictive maintenance, performance optimisation, and sce-
nario analysis based on real-time data and simulation results.

– Digital Shadows: Provide insights and historical analysis to support decision-making
but lack the predictive capabilities of Digital Twins.

– Digital Models: Primarily used for visualisation, design, and communication pur-
poses, lacking predictive or analytical capabilities.

• Real-Time Interaction:

– Digital Twins: Allow for real-time interaction and control of physical assets or sys-
tems based on sensor data and simulation feedback.

– Digital Shadows: Provide historical or near-real-time insights into the behaviour
and performance of physical entities but do not support real-time interaction.

– Digital Models: Typically used for passive visualisation and analysis, with limited
or no support for real-time interaction or feedback.

• Data Sources:

– Digital Twins: Integrate real-time sensor data, operational data, and external inputs
to simulate and monitor the behaviour of physical assets or systems.

– Digital Shadows: Collect and analyse data from various sources, such as sensors,
IoT devices, databases, and external sources, to create a digital representation of
physical entities’ behaviour.

– Digital Models: Rely on data from design specifications, CAD models, survey data,
or other sources to create a visual representation of physical entities’ geometry and
appearance.
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• Complexity and Scale:

– Digital Twins: Often involve complex, high-fidelity simulations of large-scale sys-
tems or assets, requiring advanced modelling and computational capabilities.

– Digital Shadows: Focus on analysing data from multiple sources to create a holistic
view of the behaviour of physical entities, which may vary in complexity and scale.

– Digital Models: Can range from simple geometric representations to complex, de-
tailed models, depending on the level of detail required for visualisation and analy-
sis.

• Operational Focus:

– Digital Twins: Primarily used for operational purposes, such as monitoring, control,
and optimisation of physical assets or systems in real-time.

– Digital Shadows: Provide insights and analysis to support decision-making and
planning processes, focusing on understanding past and present behaviour rather
than real-time operations.

– Digital Models: Used for design, visualisation, and communication purposes, with
a focus on representing the visual and geometric aspects of physical entities.

• Domain-Specific Applications:

– Digital Twins: Widely used in domains such as manufacturing, energy, healthcare,
transportation, and smart cities for asset management, predictive maintenance, and
process optimization.

– Digital Shadows: Applied in various industries for data analytics, risk assessment,
anomaly detection, and historical analysis of physical entities’ behavior.

– Digital Models: Find applications in architecture, engineering, entertainment, and
product design for visualization, prototyping, and design analysis purposes.

• Integration with Physical World:

– Digital Twins: Actively interact with and control physical assets or systems based
on real-time data and simulation feedback, bridging the gap between the physical
and digital worlds.

– Digital Shadows: Provide insights and analysis based on data collected from physi-
cal entities, serving as a digital representation of their behavior and characteristics.

– Digital Models: Represent the visual and geometric aspects of physical entities in a
digital format, serving as a tool for visualization, analysis, and communication but
lacking direct interaction with the physical world.

3.3.2 What means Digital Twin for Automated Vehicle and Mobility Means

Digital Twin and Digital Shadow of urban area, highway or test track are a comprehensive
virtual replica of the full system involving environment (the World), infrastructure, vehicles
and embedded systems and components, road users and human aspects (Drivers, pedestrian,
VRU ...), traffic generation and management. The Digital Twin consists to runs this Digital
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Shadows with the real system in real time in order to assess the possible optimisation of the
system under test and to take into account critical situations until crashes in the Digital Twin.
This corresponds to ViL approach.

The environment and the Digital Model encompassing various dimensions such as geogra-
phy, road surface and road configuration, buildings, vegetation (garden, forest, trees, bushes ...).
The mobility service and traffic management involve information and models about transporta-
tion networks. Unlike the HD Map which are specialised maps tailored for autonomous vehicle
navigation, The DM and more accurately the BIM aspects and purpose depends on the applica-
tion but generally it is to provide a dynamic and holistic representation of the urban landscape,
enabling stakeholders to visualise, analyse, and simulate complex urban systems. In the Con-
nected and Automated Vehicle simulation and on-board sensors perception framework, the DS
aims to simulate not only the complex urban and transportation system but also the physical
principles governing the systems, systems of systems, objects dynamics, sensors operating as it
is presented and shown in the figure 64. Digital Twin is not only a Digital Shadow or Digital
Model, but the capacity to mimic all the dynamic and physical aspects of the systems with the
spatial, physical, temporal, and material dimensions. A Digital Twin provides the capability to
predict and to anticipate the future states, evolution, behaviours, actions, activities, degradation
of each sub-part of the whole mobility system. Data for the BIM aspect (Digital Shadow) of DT
typically comes from a variety of sources, including aerial and satellite imagery, LIDAR scans,
ground surveys, IoT sensors, social media feeds, and administrative records. These diverse
datasets are integrated and processed to create a comprehensive model of the urban, highway or
testing track’s landscape.

From a requirement point of view, Digital Twin, Digital Shadow, and Digital Model need to
address at least these main aspects:

• Data Integration and Collection: The digital twin must be capable of integrating data
from various sources, including crowd-sourcing, IoT sensors, operational systems, and
historical databases. A generic methodology addressing this aspect is provided in the
next section.

• Real-time Data Processing: It should process data in real-time to provide up-to-date
insights and support timely decision-making. Moreover in the framework of a ViL system
involving human in the loop, this real time aspect is essential in order to obtain a full
immersive system with a high level of acceptability by the human(s).

• Modelling and Simulation: The digital twin should include accurate models that repre-
sent the physical system(s) or asset being simulated. For mobility systems and automated
mobility, all these different complex and interacting systems are synthesised in the figure
64 and enumerated in the previous paragraph of this section.

• High-Fidelity Representation: It must accurately replicate the behaviour and charac-
teristics of the physical counterpart to ensure realistic simulations and predictions. This
requirement imply the capability to verify, to evaluate, and to validate the level of mod-
elling and fidelity of the different models. It is not only linked to the vehicles, sensors,
traffic, PDI modelling but also the 3D and physical modelling of the environment (Digital
Model), the ligth sources, and the disturbances existing in this environment (center parts
of the figure 64). These 3D rendering aspects are essential in order to provide physi-
cal and representative data for instance to the sensors like cameras, LiDARs, RADARs,
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and Infra-Red cameras. In this context, a methodology and a set of scores are needed
in order to evaluate the level of fidelity and to provide a ”label” about the quality of the
synthetic data. A set methodology has been proposed in PRISSMA for the assessment of
the synthetic images quality and fidelity ([74])

• Scalability: The digital twin should be scalable to accommodate changes in the com-
plexity and scope of the physical system or asset. It is the case for the different levels of
evaluation and validation in the road eco-system and more specifically for the automated
mobility.

• Predictive Analytics: The digital twin should leverage predictive analytics techniques to
anticipate future behaviour, performance, and potential issues. This aspect is essential in
order to manage the operating safety, the failure of some components and sub-systems,
or the reaction and operating in case of misuses (improper use). Also it is the case for
intentional (cyber attacks) or non intentional attacks.

• Historical Data Analysis: It should enable the analysis of historical data to identify
trends, patterns, and insights that can inform decision-making and improve performance.

• Lifecycle Management: The digital twin should support the entire lifecycle of the physi-
cal system or asset, from design and development to operation, maintenance, and decom-
missioning. In the framework of automated mobility, this mean to have the capability
to take into account the lifecycle of the main components of the service. Components
could be the vehicle (lifecycle of batteries impacting the efficiency and operating capa-
bility of the service), the road side and embedded sensors (reliability and performances
degradation during the lifetime), the actuators, ...

• Feedback Loop: It should incorporate a feedback loop mechanism to continuously up-
date and refine models based on real-world observations and feedback. This mechanism
is essential in order to take into account the modification of the infrastructures and envi-
ronment during the service lifetime.
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Figure 64: Taxonomy of the Digital Shadows for Connected and Automated Mobility means (source: UGE).

In [13], a High-level view of DT lifecycle is given (see figure 65) and a terminology and
some definitions are proposed about Digital Twin.

Figure 65: High-level view of DT lifecycle (source: [13]).

3.3.3 Generic methodology for the Digital Shadow and Digital Model development

A generic methodology for the generation of a Digital Twin typically involves several key
steps and functions. Here’s an outline of the main components:

• Define Objectives and Scope: Clearly define the objectives of creating the digital twin
and identify the scope of the physical system or asset to be modelled. In the case of
PRISSMA, the objectives and scope are define by the different POCs but addresses sys-
tems of systems and AI-based systems evaluation and validation for automated mobility.
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Different environment have been identified (open road like Paris2Connect, and controlled
environments like UTAC, Transpolis, and Satory test tracks).

• Data Collection and Integration: These steps involve gathering data from various sources
such as LiDAR, GPS RTK, cameras, IoT sensors, operational systems, historical databases,
and manual inputs. The collected data is then integrated and preprocessed to ensure con-
sistency, quality, and compatibility with the digital twin environment. For Digital Shadow,
this process corresponds to the first group of functions (orange boxes) in Figure ??. The
outputs of this step primarily focus on generating a high-fidelity 3D environment with
vehicles and UAVs equipped with high-resolution LiDAR and cameras. The resulting
model includes millions of points and faces along with photogrammetric images, where
one pixel could represent a couple of square centimetres (centre of the figure 64). It serves
as a foundational model rather than the final model required for real-time operation. For
the other parts (Digital Model and Digital Twin (4 surrounding domains of the figure 64),
benches, human expertise, observation facilities, and theoretical and physical knowledge
are essential.

• Modelling and Simulation: Develop models that accurately represent the physical sys-
tem or asset, including its structure, behaviour, and interactions with the environment.
In automated mobility, these models are represented and presented in the four domains
(User, Ego-Vehicle, Infrastructure, and Mobility) of the figure 64. Some needed models
to develop are provided for each domain. Use simulation techniques to validate and refine
the models, ensuring they accurately capture the dynamics and the high fidelity behaviour
of the real-world system.

– Digital Model Development: From the high resolution 3D model, a set of 3D
lighter (but representative) models are extracted or generated (meshes, material, tex-
tures, ...). This stage is provided in the figure 66 by the green and cyan boxes. The
data of the Digital Shadow may also include in addition to the spatial information,
sensor data, environmental conditions, and operational parameters. Cleanse, pre-
process, and transform the collected 3D data to ensure consistency, accuracy, and
compatibility with the digital twin environment and a real-time operating. This may
involve data reduction, sharing, filtering, noise reduction, calibration, alignment,
and normalisation.

– Digital Shadow Development: A Digital Shadow relies on historical data from sen-
sors, databases, and operational systems to understand past behaviours and trends.
It utilises physics-based models or simulations to accurately replicate physical en-
tity interactions and behaviours, enabling predictive analysis and optimisation. Like
the Digital Twin, methods used to develop dynamic and physical models include
data-driven approaches using AI, physics-based modelling with mathematical equa-
tions, and hybrid approaches integrating both techniques for digital twin develop-
ment. Nevertheless, Digital Shadow stay a Model and software in the loop approach
without real-time links with the real system.

– Digital Twin Development: Implement the digital twin environment, including
software platforms, databases, and communication infrastructure. Integrate the de-
veloped models into the digital twin framework, ensuring interoperability and scal-
ability. This stage involves to develop mathematical models, algorithms, and simu-
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lations to represent the behaviour, dynamics, and interactions of the physical enti-
ties or systems. This includes creating 3D geometric models, physics-based mod-
els, control algorithms, and scenario simulations. Integrate the processed data and
simulation models into a cohesive digital twin framework. Merge the diverse data
streams and models to create a comprehensive representation of the physical entities
or systems.

• Deployment and Integration: Deploy the digital twin into operational environments,
ensuring seamless integration with existing systems and processes.This part, for a sub
part of Digital Shadow, corresponds to the last stage (blue box) of the figure 66

• Feedback and Continuous Improvement: Establish feedback loops to capture insights
from users and real-world observations, incorporating them into the digital twin to im-
prove accuracy and reliability. Continuously update and refine the digital twin based on
new data, changes in the physical system, and evolving requirements.

• Maintenance and Support: Establish procedures for ongoing maintenance and support
of the digital twin, including software updates, troubleshooting, and performance optimi-
sation. Monitor the performance and effectiveness of the digital twin, making adjustments
as necessary to ensure it continues to meet the objectives and requirements. Provide con-
tinuous monitoring and updating with new data, insights, and improvements. This iter-
ative process ensures that the digital shadows and by extension the digital twin remains
accurate, up-to-date, and relevant to its physical counterpart.

• Validation and Calibration: Validate the digital shadow against real-world observations
and experimental data. Calibrate the simulation models and parameters to ensure accu-
racy and reliability in capturing the behaviour of the physical counterpart.

Additional functionalities could be provided for the using and updating of Digital Shadows
like:

• Real-time Monitoring and Control: Establish mechanisms for real-time monitoring of
the physical system, collecting sensor data, and updating the digital twin accordingly.
Implement control algorithms to enable remote control and management of the physical
system through the digital twin interface. Analytics and Predictive Maintenance:

• Apply data analytics techniques to analyse historical and real-time data, identifying trends,
patterns, and anomalies. Use predictive analytics to forecast future behaviour, perfor-
mance, and potential issues, enabling proactive maintenance and optimisation.

• Visualisation and User Interface: Provide tools and interfaces for visualising and inter-
acting with the digital shadow. This may include 3D visualisation platforms, graphical
user interfaces, virtual reality environments, and augmented reality applications. Provide
dashboards, reports, and customise views to address specific needs of different users and
use cases in terms of analysing, understanding, and interpretation of data.

• Security and Privacy: Implement robust security measures to protect sensitive data and
prevent unauthorised access or tampering. Ensure compliance with relevant privacy reg-
ulations and standards to safeguard the confidentiality and integrity of the data.
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Figure 66: Process for the generation of Digital Model (source: UGE).

Figure 67: Digital Twin process of development (source: UGE).
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3.3.4 Some Digital Shadows developed in the framework of PRISSMA or associated
projects

3.3.4.1 Satory test tracks

Figure 68: Digital Model developed for Satory test track (source: UGE).

3.3.4.2 Transpolis test tracks

Figure 69: View of the Transpolis test tracks.
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Figure 71: Digital Model and HD Maps (Transpolis), a long and resource consuming procedure (source: UGE).

3.3.4.3 Paris2Connect open area

Figure 72: Digital Model in progress for the Paris2Connect Use case in PRISSMA (source: UGE and VALEO).
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Figure 73: Digital Model and Ambient Occlusion Map, a mandatory rendering mechanism in order to improve
significantly the image fidelity (source: UGE and VALEO).
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3.4 PRISSMA’s Platforms, systems and simulation engine

3.4.1 Definition of existing platforms

Different platforms exist as a virtual test environment for Connected and Automated Vehi-
cles. These platforms can be separated into different types that will be described in the next
paragraphs. But a non exhaustive overview for 2024 is available in [14] and presented in figure
75.

Figure 75: Main simulation tools and platforms. The available functions are: 1- traffic control design; 2- v2x
communication; 3- sensor data processing; 4- driving policy design; 5- end-to-end driving policy design; 5- vehicle
dynamics optimisation; 7- vehicle control (source: [14]).
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Figure 76: The main commercial and open-source Automated Driving Simulation Platforms ([15])

Figure 77: The main commercial and open-source Simulation Platforms for Automated Driving Systems Testing
([16])
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In the PRISSMA framework, a set of existing tools, models, and platforms are existing
(coming from a part of the partners) and have been used. Among these simulation softwares,
we can mention:

• MOSAR from SystemX: scenario definition and generation

• Optimized FiFo DDS and DDsL for tools interfacing

• SCANeR Studio from AVS for vehicle modelling, sensors and environment simulation
(road network, road environment, weather conditions). Used in the UTAC POC

• Pro-SiVIC from ESI group and UGE for vehicles and pedestrian modelling, highly realis-
tic sensors models and environment simulation (road network, road environment, weather
conditions)

• CarMaker from IPG and used in the VALEO POC

• CARLA, an open source simulation platform based on Unreal Engine 5 and a physical
engine.

• ANSYS’ toolchain used in the VALEO POC

• NS3 for the communication modelling

• SiVIC MobiCoop for the communication and propagation channel modeling

• SUMO for the traffic management and generation

• Symuvia from UGE and interconnected with Pro-SiVIC in order to generate dense traffic
with interaction between the highly realistic vehicle dynamic model (ego-vehicle) and
the vehicles managed by Symuvia. The dynamic of vehicles managed by Symuvia and
in strong interaction with the SiVIC ego-vehicle allows to obtain realistic scenario and
behaviour.

• RTMaps, Matlab, Simulink, ROS for the ”applications” environments

3.4.1.1 Definition of existing platform for ADAS and CAV prototyping, test, and evalu-
ation

In UGE, we have proposed in PRISSMA a generic framework and architecture for the sim-
ulation of road situation involving the different aspect presented for the generation of Digital
Twin (see figure 78)
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Figure 78: Generic simulation framework for Connected and Automated Mobility means (source: UGE).

Figure 79: Generic simulation architecture proposed by UGE for Connected and Automated Mobility means
(source: UGE).

3.4.1.2 Definition of existing platform for vehicle dynamics

For vehicle dynamics, they can be seen as two types : multi-body dynamics model that
represent the mechanical systems of the vehicle, including shock absorbers, chassis, steering,
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tires, and drivetrain. It simulates the movement, forces, and interactions between these com-
ponents based on Newtonian physics principles. Otherwise powertrain model simulates the
engine, transmission, and other powertrain components, accounting for torque, gear ratios, fuel
consumption, and performance characteristics.

Figure 81: Traffic simulators.

3.4.2 Definition of existing simulation engine

3.4.3 Definition of time management

In the PRISSMA’s simulation frameworks, we have addressed a large set of requirements
about time management. The main time management processes and mechanisms are the fol-
lowing:

• Graphical Engine Running Time : Ensure efficient utilisation of the graphical engine’s
running time to render simulation visuals without significant lag or delays. Optimize
rendering processes to maintain a smooth frame rate, especially in scenarios with complex
scenes or high object counts. In Pro-SiVIC, the graphical engine called mgEngine allows
to manage a simulation with a frequency up to 1000 Hz. This period of 1 ms is essential
to allows the using of solvers and complex dynamic models (vehicles). Moreover, this
high frequency operating allows to simulate a large category of sensor technologies.

– Real-Time Simulation Capability: Provide real-time simulation capabilities to syn-
chronise simulation time with real-world time for applications requiring time-critical
responses, such as training simulations, control systems, and virtual prototyping.
Ensure low-latency communication between simulation components and external
systems to minimize delays and maintain responsiveness.
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– Time Scaling and Compression: Support time scaling and compression techniques
to accelerate or decelerate simulation time, allowing users to observe long-term
trends or fast-forward through repetitive phases of the simulation. Maintain syn-
chronisation between scaled time and real time to ensure that simulation outcomes
remain consistent and meaningful.

– Clock Resolution and Granularity: Provide configurable clock resolution and gran-
ularity options to balance computational overhead with temporal accuracy, allowing
users to tailor time management settings to their specific simulation requirements.

– Temporal Consistency Across Components: Ensure temporal consistency across
simulation components, including graphical rendering, physics simulation, sensor
emulation, and control algorithms, to maintain a cohesive and synchronised sim-
ulation experience. Coordinate time management strategies and synchronisation
mechanisms to minimise temporal discrepancies and ensure seamless integration of
diverse simulation elements.

In Pro-SiVIC, these mechanisms are managed in the graphical engine and can be fix in a
configuration file used during the start of the simulation software.

• Sensors and events modes and time-stamping:

– Sensors’ Time Modes: Provide configurable time modes for sensors to simulate
real-world sensor behaviours accurately, including sampling rates, refresh intervals,
and synchronisation with the simulation clock. Support asynchronous sensor op-
eration to mimic real-world sensor networks and varying data acquisition rates. In
Pro-SiVIC, this mechanism is managed by the sivicRecorder plug-in. The different
sensors’ time modes are off, on, record, RTMaps, DDS, Network and the available
period mechanism is presented in the figure 82. It is interesting to mention that each
sensor has their own time and each specific mode also can have their own period.

– Time-Stamped Data Logging: Support time-stamped data logging capabilities to
record simulation events, sensor readings, and system states with precise temporal
information. Enable users to analyse simulation data over time, correlate events,
and identify causal relationships for in-depth analysis and validation.

• Dynamic Vehicle Constraints: Implement dynamic vehicle constraints to model realistic
vehicle behaviour under changing conditions, such as acceleration, deceleration, turning
radius, and speed limits. Ensure that vehicle dynamics are synchronised with the simu-
lation clock and updated dynamically based on external factors, such as road conditions
and traffic congestion. In Pro-SiVIC, all vehicles use a complex dynamic model. This
means that we need to have a simulation engine allowing to guarantee a ”world” fre-
quency between 500 and 1000 Hz. It is the case in SiVIC. In order to run with a lower
frequency, it is mandatory to modify the solver and to implement a solver with a variable
step mechanism and with a 4 or 5 order level.

• Event Management: Enable precise event scheduling and execution mechanisms to trig-
ger actions, behaviors, and state changes at specific simulation time points. Support event-
driven programming paradigms for handling asynchronous events, including sensor data
arrival, user interactions, and system notifications. In Pro-SiVIC, a large set of event are
available but two of these events are dedicated to the time (time point from the starting
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time of the simulation, and period). Moreover the event plug-in and mechanism is also
considered as a source of information and can be recorded like a sensor.

• Loop and interpolation Mechanism: Implement a robust simulation loop mechanism
to control the flow of simulation time and the number of loop for either a scenario or a
specific component of the simulation. This mechanism include 2 modes: 0 (for infinite
number of loop), and n (for n loops). In addition to this easy mechanism, it is possible
to add an event script and event variables to a loop. In this context, each time a loop
is over, the associated event is triggered and the next loop is started with the content of
the event script and the new value for the event variable. Moreover, the loop mechanism
can be associated with the interpolation mechanism which allow to provide a trajectory
for an object with a set of Points of Interest (position, orientation) and a time step to
respect between each points. So, these mechanisms handle initialisation, time stepping,
and termination conditions. These mechanisms Ensure that the simulation loop and the
interpolation iterate at a consistent and predictable rate to maintain temporal accuracy and
reproducibility.

• Simulation Pause and Resume: Enable users to pause and resume simulation execution
at any point to inspect intermediate states, analyze data, or make adjustments. Provide
mechanisms for saving and restoring simulation states to facilitate seamless transitions
between paused and active states.

• Time Synchronisation with External Systems: Facilitate time synchronisation between
the simulation environment and external systems, such as hardware-in-the-loop (HIL)
setups, networked simulations, and distributed computing platforms. Ensure accurate
alignment of simulation time with external time references to maintain coherence and
consistency across interconnected systems. In Pro-SiVIC, this function is handle by the
plug-in sivicTime and allows to send a ”master time” to external platforms like RTMaps,
Matlab, ROS. In RTMaps, this time coming from Pro-SiVIC allows to synchronise the
module running in a RTMaps diagram. RTMaps becomes the time ”client” and Pro-
SIVIC the time ”server”. From the RTMaps side, 2 times are handle, the first one is the
TimeOfIssue (date of data generation by the sensor) and the second one the TimeStamp
(time of availability by the processing component). Generally, the TimeOfIssue is lower
than the TimeStamp.

• Temporal Accuracy and Precision: Ensure temporal accuracy and precision in simula-
tion time management to minimize time drift, jitter, and synchronization errors. Employ
high-resolution timekeeping mechanisms and numerical integration techniques to main-
tain temporal fidelity across simulation components.

• Time-Dependent Simulation Effects: Model time-dependent simulation effects, such as
dynamic weather patterns, diurnal variations, seasonal changes, and time-of-day effects,
to simulate realistic environmental conditions and their impact on system behaviour. In
Pro-SIVIC, this aspect is managed by the event, loop, and interpolation mechanisms.

• Distributed Time Management: Facilitate distributed time management across multiple
simulation nodes or instances to coordinate synchronised simulations, parallel processing,
and distributed computing tasks. Implement mechanisms for clock synchronisation, mes-
sage time-stamping, and event coordination to ensure temporal coherence in distributed
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simulation environments. This functionality is not yet fully functional in Pro-SiVIC but it
is in progress in the ImPACT 3D platform (interconnection of ImPACT 3D AV, ImPACT
3D VR&Motion, and the pedestrian crossing street simulator). In order to manage effi-
ciently this Distributed Time Management, NTPs and PTP modules will be implemented.

These requirements aim to ensure effective time management in a simulation environment,
encompassing various aspects such as graphical rendering, sensor behavior, dynamic vehicle
dynamics, event handling, and synchronisation with external systems.

Figure 82: Overview of the different time mechanisms and time period available in Pro-SiVIC and managed by
the plug-in sivicReorder (source UGE)

3.4.4 Definition of event mechanisms and event engine

In PRISSMA’s generic framework, several event mechanisms have been used. These mech-
anisms strongly depend on the used platform. For instance in Pro-SiVIC, the implemented
mechanism of events management respect a part of the previously detailed requirements.
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Figure 83: Overview of event management in Pro-SIVIC (source UGE)

3.4.4.1 Pro-SiVIC event management

• Event Definition: Pro-SiVIC proposes and provide a mechanism (plug-in sivicEvent)
to define various types of events (spatial, temporal, semantic) that can occur within the
simulation, such as objects interactions, system events, sensor behaviours and states, and
environmental changes (weather conditions).

• Event Scheduling: Enable users and components to schedule events at specific simulation
time points or relative to other events, allowing for precise control over the timing and
sequencing of simulation activities. This scheduling is handle with the graphical engine
and the sivicEvent plug-in.

• Event Triggers: Define triggers or conditions that initiate the execution of events, includ-
ing temporal triggers (time-based), state triggers (condition-based), and external triggers
(input-based). This aspect concerns the so-called DDS event managed from external ap-
plication and environment like RTMaps. In this context, we have 2 possible triggers:
either an event variable or value (coming from a component or the output of a module
(perception, localisation, ...) is less or greater than a threshold value (this threshold can
be updated following some constraints by an event script).

• Event Handlers: Implement event handlers or callbacks to execute predefined actions in
response to triggered events, such as updating simulation parameters, modifying object
states, or generating new events. In Pro-SiVIC, this aspect is managed by event script.
Each event can implement several event script. In an event script (see figure 85 we can
set a set of Pro-SiVIC script command with an ID put at the beginning of each command
line. If the ID takes the value 0 then it means this command need to by applied each time
the event is triggered. If ID takes the value n then it means the command will be applied
at the nth triggering of the event.

• Event Queuing: Maintain an event queue or buffer to store scheduled events in chronolog-
ical order, facilitating efficient event processing and ensuring proper sequencing of event
execution. In Pro-SiVIC, each event can access to the pointer of the list of event. This
means that an interaction and a combination of events could be implemented if needed.
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• Event Propagation: Enable propagation of events across simulation components and sub-
systems, allowing events to trigger cascading effects and interactions between different
elements of the simulation environment. This aspect is managed by the event script. In-
deed, when a event occurs, then an event script is executed with inside a set of script com-
mands impacting and modifying several components-objects-states. With the ID value,
different sub event script can be executed depending of the current situation.

• Event Logging: Log event occurrences, timestamps, and associated metadata to facilitate
post-simulation analysis, debugging, and performance monitoring, providing insights into
simulation dynamics and behaviour. In pro-SiVIC, an event is also considered as an infor-
mation source. This means, an event can be managed as a sensor with its own operating
frequency and at each time, a data frame will be generated with the current state of the
event. This mechanism is mandatory because it provides a ground truth about the event
triggering an action or a behaviour change.

• Event Coordination: Coordinate events between concurrent simulation processes, dis-
tributed simulation nodes, or interconnected simulation modules to maintain synchroni-
sation and consistency across the simulation environment. This mechanism is operational
with DDS event and semantic events managed from third party application and software.

• Event Interception: Allow for the interception and modification of events before their
execution, enabling advanced event processing techniques such as event filtering, trans-
formation, and augmentation. This modification is available in Pro-SiVIC by modifying
the content of an event script or an event variable, or an event threshold. Moreover, de-
pending of specific situation and condition, an event can be restart and take its initial
configuration. As an event has operating mode similar to a sensor, it is also possible to
fix the mode of the event to ”off”.

• Event Visualisation: Provide visualisation tools and techniques to represent event oc-
currences, sequences, and dependencies graphically, aiding in the comprehension and
analysis of simulation dynamics and behaviour. This functionality is available because
the sivicEvent plug-in generate a frame (observer) with the information provided in the
figure 84

• Event-Based Control: Enable event-based control strategies to regulate simulation activ-
ities, trigger system interventions, and adapt simulation parameters dynamically based
on evolving simulation conditions and external stimuli. In Pro-SiVIC, this mechanism is
managed by DDS event. In the current application, the mechanism is used and imple-
mented in RTMaps in order to trigger a set of actions, modifications, behaviour from the
”application” environment.
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Figure 84: Output frame generated by the event observer (source UGE)

Figure 85: Example of event script. The command script with the first ID character with 0 value means these 2
command lines will be executed for each trigger of this event. The 7 command lines with the ID equal to 1 mean
these command line will be executed at the first event trigger (source UGE)
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3.4.4.2 Explanation of the sivicEvent functionalities

In order to be able to dynamically manage events relating to a set of criteria such as time,
period, position, distance and others, an event management mechanism has been integrated
into Pro-SiVIC. These events and their management are carried out using the sivicEvent plug-
in. The main purpose of this mechanism is to be able to enrich scenarios using modifications
and conditional triggers. Each type of event is constructed generically. An event is triggered
(execution of an event script) only when a condition is met by a ”positionable” object or a mobile
object such as a vehicle or pedestrian. For example, if the ”timesivic” criterion is selected and
a period of 500ms is set, then the event script will be called and executed after an elapsed time
period of 500ms. In the case of a “position” type event, the event script will be called and
executed when an object or a vehicle chosen as the source of the event is within a fixed radius.

The events that can be managed are currently of the “position”, “inter distance between
objects”, “trajectory index”, “date”, “time interval”, “larger” and “smaller” type (outdoor mode
managed from an RTMaps type application).

• position : the reference object is close to the defined position.

• distance : the reference object is at a distance from another vehicle.

• index : the reference vehicle or pedestrian is at a trajectory index.

• time : the reference vehicle is on a date.

• timesivic : the reference object has operated for a time interval.

• ddsless : conditional value less than a threshold

• ddsgreater : conditional value greater than a threshold
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Figure 86: Overview of the event management mechanism implemented in Pro-SiVIC (source UGE)

A number of iterations can be defined in order to specify the set of commands to be carried
out following the realisation of a specific event. This sivicEvent plug-in inherits from the op-
erating mode and time management plug-in (sivicRecordable). This implies that it accesses the
same mode of operation as all the plug-ins available in the Pro-SiVIC platform. Thus, to disable
the management of an event management plug-in (sivicEvent), the Off mode will be selected.
To activate the taking into account of an event, the On mode will be activated.

The main event script commands are:

• new sivicEvent e : create a new event call e

• e.SetNbIteration < nb iteration> : number of event occurrence

• e.GetNbIteration : get the number of occurrence

• e.SetEvent <object name><type event><value> : configuration of the type of event.
<object name> is the identifier of the ”positionable” object or the reference vehicle that
will serve as the source for triggering an event.

• e.SetDistanceTreshold <value> : In both position and distance modes, the distance
threshold allowing an event to be triggered can be modified using the following com-
mand

• e.GetDistanceTreshold : allows you to know at any time the value of the threshold dis-
tance
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In order to reset an event, the ReStart (e.ReStart) command can be used. Of course, several
events with same or different types can be done. Moreover, an event can act on another one.

In order to simplify the use of events and to be able to manage automatic modifications
of the attributes of an object, an event variable management mechanism is implemented. The
declaration of an event variable is done through its identifier preceded by a $, its initial value, the
lower and upper bounds of the range of possible values, and the increment step of the variable.
Once a variable is declared, it can be used in the event script to override the value of an attribute
of a script command. In order to be able to set an event variable, the following command is
used:

• SetVariable $<name><init value><min value><max value><step>

$name determines the name of the variable. The $ identifies the declaration of a variable.
init value sets the initial value to be used. min value sets the lower bound of the range of
possible values. max value sets the upper limit of the range of possible values. step gives the
incremental step of the variable.

Once a variable is declared, it can be used in the event script to override the value of an at-
tribute of a script command. An event variable can be modified and handle with the following
commands:

• RemoveVariable $<name> : delete an existing event variable

• GetNumberVariables

• GetVariable $<name> : give the current configuration of an event variable

• GetVariables
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3.4.5 Definition of peripheral access and management

Figure 87: An overview of the main data flow and peripheral management (Source UGE)

3.4.6 Definition of ground truth and references types, and generation

Automated vehicles rely heavily on perception systems to interpret their surroundings and
generate decision and information for path planning module allowing the operating of auto-
mated driving. However, developing and validating these perception systems require extensive
testing and evaluation in simulated environments before real-world deployment. Ground truth
data, which provides accurate and reliable annotations of the environment, is essential for both
training and validating perception algorithms. Without ground truth data, it is challenging to
assess the performance of these AI-based algorithms objectively.

In PRISSMA and with Pro-SIVIC, we have proposed to develop a generic framework for
the definition, generation, execution of scenario, the definition, generation of DataSet, et the
evaluation and validation stages. This framework is called SiVIC-ADVeRSce. The 2 stages are
given by the figure 88 and figure 89. In both cases, the ground truth identification, configuration,
generation, and using are essential stages in both the DataSets production and the evaluation and
validation stage.
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Figure 88: Generic Conceptual Framework of SiVIC-ADVeRSce: The scenario definition, management, execution
(Source UGE)

Figure 89: Generic Conceptual Framework of SiVIC-ADVeRSce: The Dataset definition, generation, and post
processing (Source UGE)

During the simulation process of Pro-SiVIC, perception data and ground truth data are gath-
ered using specific plug-in in Pro-SiVIC and some module in RTMaps through the data-sharing
mechanism developed to apply an efficient interconnection between several applications ei-
ther on the same computer or remote. For instance, as illustrated in Figure 90, simulated image
frames produced in Pro-SiVIC are captured and stored by the sensor module defined in RTMaps
to construct the dataset. Various mechanisms embedded within Pro-SiVIC are employed to
generate the reference data. One method involves altering the rendering texture of objects and
the environment (such as vehicles, pedestrians, lanes, roads, buildings, etc.), resulting in the
creation of segmentation masks (depicted in Figure 90) that are then collected as part of the
reference data.
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Figure 90: Generic Conceptual Framework of SiVIC-ADVeRSce: Depth Map and segmentation generated by Pro-
SIVIC (Source UGE)

In addition to visibility-based mechanisms, a specific mechanism known as the ”observer”
in Pro-SiVIC facilitates the real-time generation of the state vector of different objects in the
scene, including vehicles, pedestrians, static objects, and road configurations. Notably, the
depth matrix (visualised in Figure 90) of sensors can also be captured as reference data, which
can contribute to refining annotation and improving the dataset.

Figure 91: Generic Conceptual Framework of SiVIC-ADVeRSce: Generation of a set of annotation (Source UGE)

As defined in the conceptual framework, the annotation labels are generated based on the
configured annotation schema from the upstream layer. In the implemented SiVIC-ADVeRSce
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framework, by leveraging various mechanisms for reference data generation, multiple annota-
tion schema possibilities have been provided, each corresponding to different functional aspects
of perception. These annotation schemas are primarily categorised into object, semantic, and
temporal domains, enabling comprehensive annotation of multi-data modalities. Within object
annotations, the goal is to obtain precise annotation of objects using bounding boxes, polygons,
and pixel-level masks. Figure 91 illustrates the different object annotations in the implemented
framework. The second type of annotation implemented in SiVIC-ADVeRSce, namely semantic
annotations, encompasses the entire perception data and allows for the extraction of coherent
sub-segments or regions, assigning meaningful labels to each segment based on its semantic
content. Furthermore, SiVIC-ADVeRSce extends its annotation schema to include the tempo-
ral aspect, enabling the annotation of timestamps, events, and temporal segments. This feature
aligns with the virtual timestep in Pro-SiVIC, ensuring accuracy and consistency throughout the
annotation process.

3.5 PRISSMA’s Sensor models (LNE, UGE, CEREMA, AVS, TRANSPOLIS)

Sensor models come in 3 levels of fidelity, Level 1 ideal model, Level 2 Real-time physics
and Level 3 Full Physics.

Figure 92: Different levels of sensor modelling (Source AVS)

Level 1 is the ideal representation of the real world sensor. It does not simulate the signal
propagation or any of the internal processing inside the sensor. It only uses the 3D World model
and the Semantic layer. It applies simple geometrical detection to verify which objects can be
detected and then uses the semantic layer to compute the object list.

Level 2 Real time physics models a re able to perform real-time simulation under certain con-
ditions. This model does not need sensor processing. It is used in the case :

• no need for physic effects in the signal propagation

• Have no access to the real processing Signal Processing
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• Only feed the ADAS system or access the data at an intermediate level

Level 2 sensor are similar to level 3 sensors however differ on two points:

• Relies on an accelerated ray tracing

• Applies a generic processing that is able to deliver data at a higher level

Level 3 Full physics sensor aims to deliver super-realistic raw data that can feed the real
sensor processing. It is based on a Full Physics model and focuses on signal propagation, and
uses the 3D World model and the physics layer.

The main goal is to be realistic on:

• Full ray-tracing

• Signal Processing

• The interaction of the signal with the World model and the Physics layer

Full ray-tracing is applied to simulate how the waves propagate in the scene and arrive at the
entry of the sensor. Preprocessing step is then simulated to be able to deliver the raw data. The
sensor processing is needed to be able to reconstruct the object list. Without it, only raw data is
available that cannot be directly fed to the ADAS system.

3.5.1 Definition of the Camera models and components involved

A camera model is capable of simulating a real camera as it would be attached to a vehicle.
This sensor generally will have two types of outputs: in image of the scene, and conveniently
information about the road marking.

Figure 93: Overview of the Camera modules in Pro-SiVIC platform (source UGE)

Camera models can be used to simulate for instance a park assist camera, by displaying the
parts of the scene that would be viewed by the rear camera. Using a 3D visual rendering engine
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such as Unreal Engine in the simulator, ray tracing and physics based rendering materials can
be implemented into the scene to have a more realistic output image. Camera models also have
the ability to add an optical lens distortion effect that provides a more realistic output image of
the scene. The distortion effects can be applied by defining the optical properties of the lens,
described by 3 values ; θ First value the input angle in degrees from the camera sensor optical
axis, Y the second value in millimetres the distance of the projected point from the optical
centre in the distorted image and the third value Y O the distance in millimetre of the projected
point from the optical centre in the original undistorted image.

Y O = tan(θ) ∗ focal length

Figure 94: Different types of distortion available on the output image (Source AVS)

It is also possible to modify the properties of the output image in order to have a resulting
image that is much more similar to the real camera. Many properties such as the Depth of field,
Bloom, Chromatic aberration, white balance and image effects can be added to add a certain
depth and realism to the output image.
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Figure 95: Post processing options available via the Camera Sensor module (Source AVS)

Virtual Camera Sensors are also able to simulate detection of objects and lines, and send over
this information to be manipulated by and external ADAS systems attached to the simulator.
However it must be take into account the these detection are considered perfect detection from
the perfect sensors and thus contain no influence of perturbation, weather influences, message
interference’s. All the detection are as if the camera is able to detect 100% of all the objects
on the scene. However it is also possible to choose the types of objects to be detected such as
detection of only objects, vehicles or pedestrians. Bounding box information is also provided.
Another possibility is to send the video flux to your program of choice, and executing your
detection program, computing the decision and rebroadcasting that information back to the
simulator to integrate this information to the other systems (vehicle processes etc..).
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Figure 96: Perfect camera sensor and object detection (Source AVS)

In pro-SiVIC, the modelling of the camera is mainly based on the using of a filter mechanism
(see figure 97) and proposed a large set of filters allowing to obtain a physical behaviour very
close to the intrinsic operating of a real camera (see figure 98)

• Cameras RGB

• Event-based camera

• IR

• Fisheye

• Cyclop
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Figure 97: Modelling of the Pro-SiVIC camera with the filter mechanism. In this framework, it is possible to add a
large set of filter in order to obtain a set of relevant disturbances on the final image generated by the virtual camera.
(Source UGE)

Figure 98: Modelling of the Pro-SiVIC camera with the main parameters and the different filters apply to the
images generated by the renderer. The intrinsic result are simular than a large set of real cameras. (Source UGE
and ESI group)
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Figure 99: Modelling of the Pro-SiVIC camera with a pixelic rendering taking into account ligth sources and
reflection of ligth effects. (Source UGE and ESI group)

Figure 100: Behaviour of the Pro-SiVIC camera by night with different configuration and performances level. This
set of scenario with different camera dynamics shows the impact on the obstacle detection (a truck) stopped on the
right lane (Source ESI group)
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Figure 101: Modelling of the fisheye camera in the Pro-SiVIC platform (Source UGE)

Figure 102: Physical modelling of the cyclop (omnidirectional) camera in the Pro-SiVIC platform (Source UGE)

3.5.2 Definition of the RADAR models and components involved

Radar sensor can detect mobile and infrastructure targets located in the sensor detection area.
The module then send information about each detected target such as its type, name, absolute
and relative positions, speeds etc.. In the case of a level 1 RADAR, no RCS information is
needed.
In the case of Physcal Radars, the radar simulation is based on the material components and
the tools to apply materials to the object (asset creation) A ray-tracing engine is used to resolve
the asymptotic formulation of Maxwell equation to take into account the physical optics and
geometrical optics to simulate the wave propagation.
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Figure 103: An example of how the rays are computed. In reality, millions of rays are computed to contribute to
the processing (source AVS)

Ray tracing is computed to take into account all the multiple reflection and the interaction
the exist between the target and the environment. Dependant on the level of modelling of the
environment, this coupling is simulated.

In the image below, we can observe an urban scene. In the scene, metallic barriers, a bridge
and building are modelled.

Figure 104: Simulation environment (source AVS)

If only a few rays are launched, a clear separation between the targets in the environment can
be observed. In reality however, many multiple reflections/contributions occur between all the
elements of the scene. This phenomenon makes it difficult to separate the target from the en-
vironment, and causes detection errors/imprecision from the detection/recognition algorithms.
To evaluate the performance of the detection algorithms, these phenomenons will be simulated
since real raw signals normally exhibit this complexity.
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Figure 105: Coupling of the environment and the effects on the signal (source AVS)

EM Ray-tracing features are able to compute near fields and far fields high frequency
scattering due to metallic and/or dielectric materials. This includes:

• Reflection

• Transmission

• Scattering

• Diffraction of electromagnetic wave interaction
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Figure 106: EM Ray tracing (source AVS)

When a ray is launched and created reflections, obtained are:

• Geometrical Optics (in blue): only consider specular reflection (just simple reflection)

• Physical Optics (in red): emission of energy scattered back to the observer when you have
reflection

Difference between level 2 and Level 3 Radar simulation models
For both Level 2 and Level 3 models, the user will need to build and model their scenes,

including the terrain and 3D Objects. The scenario is the defined to set the behaviour of the
dynamic objects.

Figure 107: Difference in L2 and L3 radar model simulation (source AVS)
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Figure 108: Difference in L2 and L3 radar model simulation (source AVS)

Figure 109: Overview of the RADAR modules (source UGE)
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Figure 110: Overview of the RADAR modules (source UGE)

3.5.3 Definition of the LIDAR models and components involved

Figure 111: Overview of the LIDAR models and components involved (source UGE)

LIDAR models can simulate different kinds of LIDAR, aimed to compute the distance be-
tween the sensor and 3D targets of the synthetic environment. It does so by executing a picking
in the 3D environment, detecting everything that has a 3D representation: Vehicles, pedestrians,
objects, houses, etc.

e.g : In the Paris2Connect infrastructure, for example, LIDARs enable us to scan a very pre-
cise area and identify a whole range of road users (pedestrians, cyclists, scooters, cars, lorries,
etc.).
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This precision enables us to identify in real time a range of hazards inherent in the interaction
between these different users.

This data can be used as a basis for LIDAR models in particular, and can be cross-referenced
in more or less dynamic models within digital twins, for example. These digital twins will also
enable us to simulate a number of different variables and environments in order to carry out
stress tests on LIDARs in particular.

An interface to observe the graphical results is available, however normally raw data is avail-
able to be used in real time or post-processing.

Figure 112: Visual representation of the LIDAR Model in the 3D environment (source AVS)

Different parameters of the LIDAR can be set, such as the rotation Speed, the amount of
points, maximum distance detected, rotation direction of the LIDAR and the pattern of the
LIDAR. For the Physical LIDAR, more parameters can be set:

• Intensity of each beam in W.sr-1

• Shape of the beam weather a Perfect ray or Conic Ray

• Aperture of the conic ray

• Spot Shape

Level 2 LIDARs also include the effects of echos.
It is possible to add the effects of perturbations via post-processing of the raw data. This

can be used to inject a more realistic data into the ADAS system to be able to fully test the
performance of the detection algorithm.
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Figure 113: Implementation of a multiple mayer LiDAR model in Pro-SiVIC with degraded weather conditions
(source: ESI group)
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Figure 114: Implementation of a multiple layer LiDAR model in Pro-SiVIC with dust cloud in the atmosphere.
Comparison with real LiDAR. On the top, experiment environment and Ouster OS-1 LiDAR data. a) environment,
b) LiDAR reference image, c) low dust cloud density disturbance, d) strong dust density disturbance. On the
bottom, Simulation of experiment environment and simulation of LiDAR data in PROSIVIC. a) environment, b)
LiDAR reference image, c) low dust cloud density disturbance, d) strong dust density disturbance (source: ESI
group)
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3.5.4 Definition of the GPS models and components involved

Figure 115: Overview of the GPS modules implemented in Pro-SiVIC (source UGE)

The GPS simulation module implemented in Pro-SiVIC and used in PRISSMA respect the
requirements identified for GPS modeling and ensure the accuracy, reliability, and high level
of performance of the GPS model. The model has been evaluated and validated in real con-
dition in the Satory test track in same time than a set of real GPS receivers. The GPS model
provides a high level of fidelity with the data and the behaviour of a real GPS. This verifica-
tion and validation process involved the satellites constellation at a specific date, the use of
atmospheric layer model with the associated models (ionosphere, troposphere), the low altitude
propagation channel (occlusion, multiple reflection), the computation of the pseudo-distance,
and finally the capability to generate NMEA frame defined in the standard NMEA 0183. For
instance the figure 53 and and 54 show the result obtained in Pro-SiVIC for the GPS simula-
tion. We can see that NMEA frames are generated and the coordinates (WG84) generated from
the latitude/longitude/altitude extracted from this NMEA frame provides a realistic positioning
(projection of the WG84 coordinated in Google Earth). In this modelling, the simulation of the
satellite constellation consists of calculating the position of all satellites for a given date. Thanks
to the downloadable satellite ephemeris files on the International GNSS Service website, it is
possible to calculate the satellite positions either by performing Lagrangian interpolation or
by using the orbital parameters derived from these ephemerides. Of course, in practice, the
trajectories of satellites (and therefore their positions) are affected by errors. These errors are
observed by ground control systems and used to correct the satellite’s trajectory relative to its
theoretical trajectory. In the simulator, the only trajectory errors will depend solely on the accu-
racy of the ephemerides. We would like to remind you that three types of ephemeris files exist
and can be used depending on the desired precision:

• IGS: ”precise” satellite ephemerides (within 2 weeks)

• IGR: ”rapid” satellite ephemerides (within 72 hours)

• IGU: ”ultra-rapid” satellite ephemerides (within 24 hours
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Figure 116: Result of NMEA frame generation and projection in Google Earth

Figure 117: Modelling of the environment in order to take into account ground disturbances (multiple reflection
and occlusion)

The complexity of a GPS model can vary greatly. In all cases, it is necessary to validate all
the components of the chosen model. For instance, either the model of the GPS is very simple
and apply a noise on a positioning generated by the car position in the simulation environment,
or the model could be more realistic, complex, and respect a high level of fidelity with the real
system. In this second condition, it will be necessary to take into account the satellite constella-
tion, the different signal disturbers (ionospheric and tropospheric errors, reflection phenomena),
the time and clock errors (see figure 115), and the different function of the receiver (see figure
115). All these functions represent a complex process for the modelling of a high level GPS
simulation. The integration of the GPS model relies mainly on two components and the use of
a GPS simulation library designed by LASMEA as part of the FUI eMOTIVE project. The first
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component is dedicated to the actual simulation of the GPS, while the second component han-
dles the display of the results produced by the GPS simulation. The following figure presents
the functionality of displaying GPS data as a compass, with the needle representing the vehicle
equipped with the GPS. This display includes cardinal points, a scale (the ”range”), the calcu-
lated position (the ”white cross”), as well as 3 NMEA frames. The proper functioning of the
GPS receiver in SiVIC requires configuring the component with four priority commands:

• Associate a Lambert projection type.

• Geolocate the graphical object representing the track within this projection framework.

• Define a date and time.

• Attach the sensor to a vehicle.

Figure 118: Display mode for the GPS simulation in the pro-SiVIC platform (Source: UGE)

In addition to the model proposed in Pro-SiVIC and used in PRISSMA, some other complex
and realistic models have been recently proposed. For instance, in [17], a GNSS model is
proposed for urban area with the modelling of the main issues encountered by real GNSS. From
the figure 119 it is possible to have a list of effects to check in a high fidelity GNSS simulation
in order to validate it:
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• Effect of diffracted and reflected signal impacting the pseudo distance assessment

• Open-Sky C/N0

• Multipath effect and noise

• Doppler shift effect

• Satellite clock bias

• Receiver clock bias

• Ionospheric delay

• Tropospheric delay

• Elevation-based tropospheric delay variance

All these aspects and parameters will have a significant impact on the pseudo range assessment.
The simulation like with the real GNSS system need to provide a physical twin of this effects.

Figure 119: Diagram of realistic GNSS simulation in urban multi-agent context (GNSS RUMS) [17]

Figure 120: Main effect encountered in urban areas including (a) the LOS signal; (b) the diffracted signal; (c) the
reflected signal [17]
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Figure 121: Left: Ionospheric normalized errors over 24 hours. In green, errors assessed by the Klobuchar model
disseminated by the GPS system. In blue, EGNOS corrections obtained over several months. In red, a random
and continuous representation of EGNOS corrections. Righ: Tropospheric errors over 24 hours. In blue, the
measurements obtained with a UBLOX receiver. In red, the evaluation of these errors by the Hopfield model.

Figure 122: Calculations of possible pseudo-distances based on multi-paths.

As already mentioned, the complexity of a GPS model can vary greatly. The more complex
and step-numbered the GPS simulation is, the more difficult it will be to validate from end-to-
end.

In fact, we have described in the previous pages (and in general terms) a simulation model
(that of Pro-Sivic) which starts from the satellites, their orbital and clock parameters, the at-
mospheric crossing, and the multipath. From there, Pro-Sivic runs, step by step, a GPS solver
using perturbed pseudo-ranges to generate solutions.
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Another approach has been adopted in the COST action SaPPART [75] and [76] in its ap-
pendix. It is more directly that of simulating solutions without going through ranging, propa-
gation, a GPS solver, etc. And simulating solutions is ultimately a learning process and can be
regarded as such. It is a data science approach, rather than a physical model (such as that of
Pro-Sivic).

Furthermore, the method which makes it possible to validate that a simulation is faithful to
the truth is not simple. Examples and illustrations have been given previously but the question
remains whether or not it is enough? As far as we know, this question is still a field of research.

About the comparison metrics between simulation and truth, SaPPART proposed examining
the cumulative distribution functions (CDFs) AND the auto-correlations (ACs) of both. Actu-
ally, the temporal shape of the GPS positioning error matters for navigation and driving process
later.

The figures 123 and 124 examine the resemblance between models and real position errors,
in dynamic conditions in Paris centre, with three different models to benchmark. Both CDF
and AC are examined. Note that along-track and cross-track positioning errors are simulated,
because it is well known, in urban environments, that streets make canyons and cause plane
error distribution being non-isotropic.

To conclude, research investigations are still on-going relatively to the question of simulating
GPS and GNSS in general. With one pending question remaining opened about how much data
one should collect, in real world, to be confident with the simulated data and not miss possible
behaviour of a GPS receiver which may rarely happen.

Figure 123: Actual and simulated along-track and cross-track CDFs for CDF-based, Cauchy and Laplace-Cauchy
models for the Paris data set
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Figure 124: Actual and simulated along-track and cross-track auto-correlation functions for CDF-based, Cauchy
and Laplace-Cauchy models for the Paris data set

3.5.5 Definition of the proprioceptive sensors: INS, Odometer

Most proprioceptive and reference sensors need to be attached to a target object, so they can
obtain information needed for their processing. This object is set with the Object property, but
only compatible objects can be set for each type of sensor. Data collected by the sensor can
be exported as a list of decimal values, in a specific order described in each sensor’s section.
In some cases, these data are also shown in the object configuration panel as read-only prop-
erties that update regularly. Position and rotation vectors exported by these sensors are global.
All vectors have (x; y; z) components. Rotation is performed in the direct sense around the
normalized rotation vector with an angle defined by the norm of the rotation vector (in rad).
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Figure 125: Overview of the proprioceptive sensors embedded in the SiVIC’s ego-vehicle (source UGE)

3.5.5.1 Odometer

This sensor provide the distance covered by a car is usually obtained thanks to an odometer.
Pro-SiVIC offers a simple yet realistic odometer model sivicOdometer by using wheel rotation
data rather than real travelled distance that is usually unknown. This model is indeed based
on a coder mounted upon one of the car wheels. By attaching an odometer to your car, it will
use wheel data as well as its rotation velocity to compute the number of pulses between two
instants. Odometer needs to have an operating period, the name of the vehicle and the wheel.
In order to fix the resolution and the accuracy of the sensor, it needs too the number of TIC by
wheel round. This sensor can take into account the sensor failure and trouble like the wheel
sliding, the wheel blocking, and the wheel speed differential (if several sensors are put on the
different wheels). Computed values are exported in the following order:

• 0: distance since simulation start (in m)

• 1: current speed (in m/s)

• 2: number of tics since simulation start

3.5.5.2 Inertial Navigation System

Pro-SiVIC provides an inertial navigation system simple model through the plugin named
sivicINS, which can be attached to any object. This plugin provides acceleration as well as
rotation speed. Initialisation process is rather simple, and does not require specific commands
except the attachment to a mobile object. For this sensor, we compute the angular speed, the
speed composition, the absolute speed, the acceleration composition, and finally the absolute
acceleration. This means that this INS sensor can be attached to every object in the environment
(vehicle, pedestrian, motorcycle, bicycle, or a object (ballon for instance). The outputs are the
angles (x,y,z), the yaw rates, and the accelerations Another sensor is available, simulating an
Inertial Measurement Unit. It is named sivicIMU and also produces acceleration and rotation
speeds, but can only be attached to cars. The IMU sensor will use the dynamic state of the
vehicle in the state vector computed by the solver and the differential equations of the vehicle
dynamics. Computed values are exported in the following order:
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• (0,1,2): rotation vector

• (3,4,5): angular speed (in rad/s)

• (6,7,8): acceleration (in m/s2)

3.5.5.3 Viewer of the odometric data

In pro-SiVIC, several ways are offered to display the real-time result of the odometric sen-
sors. The fist way is a DataViewer (top left of the figure 125 with a set of digit (it is possible to
tune the size, the color, the back ground, the accuracy (number of digits). The over way consists
to use ”oscillocopes” (right part of the figure 125. It is also possible to display in a bird view the
force vectors applied to each wheels. The last way consists to use the sivicCarObserver plug-in
providing a reference sensor with the main important parameters and variable of the vehicle (40
parameters).

3.6 Mobile dynamics

The majority of the dynamic models need to use of ODE solver. Several solver are available
following the requirement (computation period, complexity of the model, ...). Often, the used
solver is the Runge–Kutta with different order (2,3,4,5) with sometime a variable step.

There also exist the Callas (coupled with ground adhesion limit) model that is a dynamic
model for trucks, bus, car, motor-sport, tractor and military vehicles.

3.6.1 Definition of the Vehicles models and components involved

3.6.1.1 Vehicle dynamics modelling in CALLAS (AVS)

The Callas model can be divided in three main areas:

• Interface

• Calculation

• Data processing and the results
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Figure 126: The three main areas represented in the graph (source AVS)

5 Principles govern the reference frames and signs used:

• Input data and vehicle analysis

– Whatever is known to be linked to the chassis, is defined in the “architect” reference
frame

– All sign are kept positive for all data where the sign or direction is obvious (Wheel
loads, drag, etc..)

– Data relative to a static setting is expressed in the set-up sheet conventions (camber,
etc.)

– Whatever is linked to the full car’s assembly is defined in the easy check condition.

• Results variables: Everything is defined in the framework of the car’s dynamic,no refer-
ence being made to the inside or the outside.

Another model is a simple car model that is comprised of only:

• bi-axle (2 wheels by axle)

• position of the vehicle is computed with 1 road picking

• terrain following

• engine
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• transmission

• braking

• steering

Simple models have vehicle tires, suspension and steering models that are not sufficiently de-
tailed to have an appropriate response to subtle things such as rumble strips. The limitations of
the simple model is that there is no component model (no physical model of engine), no roll
movement, vehicles starts with the engine on, only one point of road picking and infinite grip
(lateral speed is always +/- 0)

Vehicle models also consist of a 3D model, where certain parts of the vehicle have to be well
named in order for the visual engine to recognise it and assigned the correct movement/material
to it. For example the four wheels and axles have to be correctly names to ensure that the wheels
turn, and mirrors also ensure that a reflection can be generated on the material. left and right
dashboard should also be integrated via switches in order to be able to alternate between the
two in the different traffic situations.

Figure 127: Hierarchy of the creation of a 3D vehicle model (source AVS)
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3.6.1.2 Vehicle dynamics modelling in Pro-SiVIC (UGE and ESI Group)

Figure 128: Overview of the vehicle modules with the interaction with environment and road surfaces (source
UGE)

Figure 129: Overview of the car body parameters took into account in Pro-SiVIC (Source: UGE)
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Figure 130: Overview of the vehicle dynamic model with ackermann streering geometry, the seven degrees of
freedom, and the lateral dynamic ([18])

In order to reproduce sufficient vehicle behaviour to reproduce the effects of its dynamics
on the on-board sensors (proprioceptive or exteroceptive), the complex model (figure 128) de-
veloped by S. Glaser in his PhD. thesis has been implemented in Pro-SiVIC. This model is
available via the sivicCar plugin. This model take into account to model the chassis, the shock
absorbers as well as the tires (deformation and tire/road contact) and the wheels. In order to
take into account the contact between the tires and the road, we use the ray tracing engine and
we apply a set of ray tracing to each wheel. This makes it possible to precisely determine the
distance between each wheel and the ground. This mechanism makes it possible to guarantee
physically realistic operation (driving on the sidewalk, taking a speed bump, etc.). During the
last decade, this model has greatly improved with the addition of a thermal engine model (with
engine mapping) and a gearbox (manual and automatic). In addition we added a steering col-
umn with consideration of control, driver, and self-alignment torques. We have also integrated
the handbrake and taking into account the aerodynamic coefficient to apply the appropriate
forces in the event of a gust of wind. Finally, a fuel tank was added with a fuel consumption
sensor. The wheel vibration due to the granularity of the road surface and a failure on the tire
and shock absorber is proposed. The dynamic model runs between 500 and 1000 Hz and uses a
Runge–Kutta solver. In order to control the vehicle model, a set of mode are proposed:

• Mode 0: It is the ”user” mode. A real human can drive the car with the main peripherals
(keyboard, mouse, joysticj, logitech steering wheel and pedals)

• Mode 1: It is the ”trajectory” following. This mode needs a HD Maps (OpenDrive, trk
file) and a trajectory file

• Mode 2: It is the ”controller” mode. This mode also needs a HD Maps (OpenDrive, trk
file) and a trajectory file but the model apply a controler in order to converge toward the
reference trajectory with the respect of the physical constraints of the vehicle. This means
in an strong curvature and with a high speed, the vehicle will have a realistic behavioir
and will make a lane departure.

• Mode 3: It is the mode ”RTMaps”. The vehicle will be controlled by orders coming from
RTMaps

• Mode 4: it is the mode ”trajectory generation and replay”. This mode record the current
driving as a trajectory and this file could be replay in future simulation step.

• Mode 5: it is the mode ”Matlab”.
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Figure 131: Control modes for sivicCar plug-in and trajectory following mode in Pro-SiVIC with the main param-
eters (Source: UGE)

3.6.1.3 Other existing complex vehicle modelling

Existing simulation platforms involving high-level vehicle dynamic modelling are AMESIM
from Siemens and CarMaker from IPG. In these 2 types of models, the different functions need
to be validated with real bench.

Figure 132: AMESim (SIEMENS) full vehicle model running on HiL platform [19]

In 2023, Graz University of Technology and IPG have proposed a framework for the Valida-
tion of Automated Driving Function Based on the Apollo Platform. This platform vehicle-in-
the-Loop Testbed involving IPG product for dynamic modelling of vehicle.
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Figure 133: vehicle-in-the-Loop Testbed with Apollo platform and IPG CarMaker model [20]

3.6.2 Definition of the trucks models and components involved

About the truck and bus models, several categories of vehicle exist. For the bus, mini-bus,
and light truck, the car modelling presented in the previous section is good enough. Nevertheless
in the framework of articulate truck with a 4x2 tractor and a standard semitrailer with 3 axes,
or a tractor (the cabin) and several trailers (platoon with physical link), it is mandatory to use a
complementary physical engine allowing to manege the link and forces between the cabin and
the trailers.

Figure 134: Overview of bus, light truck, and shuttle categories

For the 4x2 tractor and a standard semitrailer model, originally developed by Sayers and
Riley (1996) and commonly referred as the a ”full model”, it comprises eight rigid bodies
representing the sprung masses of the tractor, trailer, and six axles. While the first axle (Axle
1) features single tires on each side, all other axles (Axle 2, 3, 4, 5, and 6) have dual tires per
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side, resulting in a total of 22 tires for the complete tractor semi-trailer configuration. These
rigid bodies are interconnected by joints and forces/moments to accurately capture the vehicle’s
behaviour.

Figure 135: Overview of trucks with a tractor, multiple trailers and dolly ([21])

The tractor has six degrees of freedom (DOF), allowing movement in all three translational
and rotational axes, whereas the trailer has three kinematic degrees of freedom due to the hitch
constraint, allowing three rotations but no translation with respect to the tractor. The axles can
translate along the body-fixed z-axis (jounce) and rotate around the x-axis (roll) with respect to
the tractor or trailer, while the wheels can rotate around the y-axis (pitch) of the axles. Conse-
quently, the model encompasses a total of 33 rigid body degrees of freedom as follows:

• Tractor: 6 DOF (3 translational and 3 rotational)

• Trailer: 3 DOF (3 rotational)

• 6 Axles: 2 DOF each (roll and jounce)

• 12 Wheels: 1 DOF each (spin)

In addition to the kinematic constraints, various forces and moments act between the rigid
bodies at specific points. Suspension forces (F S) act between the axle and the sprung mass,
while tire forces (F T) act between the tire and the inertial frame to support the weight and
facilitate vehicle movement. The model comprises 122 forces and moments, including:

• 12 suspension spring forces and dampers between axle and tractor or trailer

• 66 tire forces (22 vertical, 22 longitudinal, and 22 lateral)

• Aerodynamic drag force between tractor and inertial frame

• 22 tire aligning moments in yaw DOF

• 6 axle moments in roll DOF

• 3 hitch moments (1 yaw, 1 pitch, and 1 roll) between tractor and trailer
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The full model is constructed by synthesising these rigid bodies and forces/moments, result-
ing in 91 states and approximately 120 parameters.

Figure 136: Overview of tractor and semitrailer categories

In [77], a new generation of truck modelling is proposed with rear steering wheels (see figure
137).

Figure 137: Scheme for determination of the theoretically required turning angles of the semitrailer wheels de-
pending on the truck articulation angle
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3.6.3 Definition of the Motorcycle, bicycle, scooter models and components involved

Figure 138: Overview of the Sharp motorcycle models (source UGE)

Figure 139: Overview of the motorcycle modules: Spyder model with 3 wheels and frontal engine (source UGE)
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Figure 140: Overview of the Spyder model developed with CTA (Univ Sherbrooke and Bombardier) in Pro-SiVIC
(source UGE)

Figure 141: Ground Vehicle as a Dynamic System. Subsystems Interaction in a Motorcycle
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Figure 142: Scooter dynamic modelling with both rear and front shock absorbers ([22])

3.6.4 Definition of the Pedestrian models and components involved

In Pro-SiVIC, the pedestrian models consist of a 3D definition and configuration file (see
figure 145) and it’s associated animation file. The pedestrian normally have at least three types
of basic animations:

• A stop idle animation: the pedestrian keep a static position

• A walking animation: the pedestrian apply a walking motion with a control similar to the
vehicle (order in angle and in acceleration or torque). At this moment, the pedestrian has
2 specific modes: 0 for user control, and 1 for trajectory following.

• A run animation: Crossing the max walk speed, the model switch to a run mode.

In addition to these 3 motion modes, we have implemented orders allowing to manage the
different part of the body like the head. This option is very useful in order to management of
an object tracking by the eyes, or some head movement due to a specific event or situation.
Moreover, the pedestrian uses the ray tracing engine in order to management collision with
obstacles or or to go up and down a sidewalk.

The integration of these animation are done via a configuration file and the name of the file
should reflect as specified in the configuration file.
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Figure 143: Graphic parts and points of articulation for pedestrian movement (Source: UGE)

Figure 144: Some different dynamic pedestrian types (Source: UGE)

Figure 145: Graphical definition and configuration for a pedestrian (Source: UGE)
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3.6.5 Definition of the other dynamic objects models and components involved

The main dynamic objects are the ones defined in the previous section. Nevertheless in
the real environment, a large set of static objects could have, during a time period, a dynamic
behaviour. It could be the case of a balloon, a fallen box, a paper, a group of leave ... In
this condition and without dynamic models for these objects, it is mandatory to provide some
mechanisms allowing to move these objects and to apply a specific trajectory. It is for this
reason that 2 plug-in have been developed. The first one is mgPositionInterpolator and the
second one is sivicTracking.

3.6.5.1 How to define a trajectory for a static component-element-object of Pro-SiVIC

The script-only mgPositionInterpolator tool allows defining simple trajectories that can be
applied onto objects with no dynamic model. The operation of this module is very simple. Its
mechanism is to define a set of waypoints for an object and assign an execution period. The
object will then do its movement along the list of waypoints using an interpolation function
with splines. The commands to create and configure a mgPositionInterpolator are described
in the following table. There are two ways of creating a trajectory. The first is live recording
positions from the simulation at given period using the StartRecord command. This requires
controlling the object during the simulation from other sources, like another type of trajectory,
user inputs with a mgPositionController, or third-party software interfaces. The other way of
creating a trajectory is to manually add keyframes with the AddKeyFrame command. This
method is typically used outside Pro-SiVIC, by manually editing a script file such as illustrated
in Figure146. In this example, the movement of the 2 light sources will produce 2 different
shadows of the car.

Figure 146: mgPositionInterpolator plug-in allowing to define a trajectory with position and orientation for a static
object. The example presents 2 generated trajectories for 2 light sources lighting a static car (source UGE)
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3.6.5.2 How to modify the spatial configuration of objects and sensors from third part
application

In order to be able to modify the spatial configuration of objects during operation and from
another application (RTMaps), the sivicTracking plug-in is available. This plug-in allows to
manage a landmark to which you can attach a graphic object or a sensor (sensor position) and
modify it from a third part application (outside Pro-SiVIC). On the Pro-SiVIC side, using this
module is very simple. Simply create an object with the type sivicTracking and then activate the
use of this object using the following script command SetActivated ¡0—1¿ (Allows activation
of mark configuration control).

For other script commands, they correspond to all “positionable” and “recordable” com-
mands. Consequently, like all sensors, this module has several operating modes (Off, On,
Record, RTMaps, DDS, etc.). Its preferred mode of operation is, of course RTMaps, to con-
trol its position and angles from remote application. The object to be monitored must then be
attached to this landmark using the script command <object>.MakeChildOf <sivicTracking
object> . From RTMaps, the module used is LivicPositionRotationSimulation2 contained in the
RTMaps Livic Simulator package (API for interconnection between Pro-SiVIC and RTMaps).
In this RTMaps module, it is possible to set an initial position and orientation. It is also possible
to choose the type of transformation that can be performed (Translation, Rotation, Transla-
tion and Rotation). The script in figure 147 shows the configuration of the controlled object
(beetlejaune) from RTMaps and the object landmark. In reality, it is the track that will really
be controlled. If in RTMaps we develop a module generating a continuous trajectory then the
object in Pro-SiVIC will follow this trajectory.

Figure 147: sivicTracking plug-in and RTMaps package allowing to define a new position and orientation for a
static object or a sensor. The example presents several configuration sent to a vehicle in Pro-SIVIC (source UGE)
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3.7 Communication means and network

3.7.1 Existing libraries and platforms

Numerous communication model and communication frameworks have been developed in
the previous decade in order to address the scenarios involving communication means. The
figure 148 proposes a list of these network simulators.

Network Simulator 3 (NS-3) is an open-source project distributed under the GNU GPLv2 li-
cense, developed almost exclusively in C++ with the option to use Python. NS-3 does not have
a graphical user interface. Despite its name similarity, it is not the new version of the NS-2 sim-
ulation software but a separate version. The development of this new simulator was motivated
by a quest for improving the realism of simulation models tailored to communication. This sim-
ulator offers a wide variety of simulation models, mainly focused on layers 1 and 2 of the OSI
model (Wifi, WiMax, LTE). However, it allows simulating network nodes (routers, switches,
or computers). It also enables simulating the behaviour of an Ethernet card or WiFi (802.11).
Additionally, it allows modelling the propagation channel (optical fiber, Ethernet cable, wave
propagation in the atmosphere, etc.) as well as various communication protocols. Its modu-
lar architecture allows for easy implementation of new modules for use in custom simulations
(development of dynamic clustering strategies, routing strategies, communication energy man-
agement, etc.). The available models in the simulator are developed by the user community, and
their number is continually growing. Indeed, NS-3 has a very large community of researchers
contributing to its development. Many studies on VANETs over the past decade have been
conducted using NS-3. It also features a real-time synchronizer that allows it to be integrated
with real hardware (Simulation in the Loop) in simulation scenarios, as well as a mechanism
for saving in PCAP format to keep a record of simulation execution for analysis software such
as Wireshark. It also allows the simulation of a large number of devices. However, since this
simulator is based on the use of models, some limitations of this approach need to be consid-
ered. Indeed, models are not perfect and may contain inaccuracies regarding specific scenarios
or behaviours. NS-3, being based on a wide variety of models that are constantly expanding,
requires caution regarding the results of these simulations. Similarly, even a validated model
will always have differences from real results because a model cannot predict errors (such as
human errors) during manipulations. Therefore, it is important to consider that the results of
the simulation using the model provide accurate results for a specific case. It is also important
to note that this simulator operates under Linux. An installation for Windows is available but
requires the use of the Windows Subsystem for Linux (WSL).

OMNeT++ is a simulation framework primarily used for simulating networks. It is written
in C++ and is compatible with Windows, Linux, and MacOS operating systems. It is an open-
source software that can be used freely for research and studies but becomes paid for com-
mercial use. The platform includes a graphical environment called TKENV and also allows
for module development in Java and C. The architecture of the OMNeT++ simulator is based
on a module hierarchy that communicates with each other through links that have their own
properties. These elementary modules can be grouped together to form larger modules, making
its development relatively easy. Regarding the network part: OMNeT++ can use different net-
work frameworks such as the Mobility Framework, INET, INETMANET, OverSim, etc. Each
of these frameworks has its own functionalities. For example, INETMANET is specialised for
mobile ad-hoc networks. This framework is a fork of the INET framework and aims to include
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MANET routing protocols that are not currently included in the INET framework. Especially
the protocols:

• AODV - Ad Hoc On-Demand Distance Vector

• DYMO—Dynamic MANET On-demand

• OLSR—Optimized Link State Routing

This wide choice of frameworks and the simplicity of creating new modules make it a preferred
platform because it is very flexible, allowing simulation for VANETs. Moreover, its very precise
time management makes it easily integrable within a physical simulation platform. However,
although OMNeT has a graphical interface and means to record scenario execution, leading to
the generation of raw data files, the platform lacks analysis tools for the results and may require
the user to develop their own scripts. It is also interesting to note that NS-3 seems to have more
models available than OMNeT.

The network simulator OPNET Modeler is used to simulate the behavior and performance of
any type of network. This software is developed in C and is proprietary, owned by the American
company OPNET Technologies Inc. The license is obtained either by paying the usage rights
or, in the context of research, by having a partnership between the university and the company.
The main advantage of this simulator is its wide variety of ready-to-use protocol and hardware
models. However, one of the major drawbacks of this software, due to its proprietary license, is
that it does not allow for the implementation of new protocols or new hardware. Additionally,
OPNET is not as popular as the two platforms presented earlier. It is important to note that in
recent years, this platform seems to have no new developments.

In addition, merging communication and traffic simulator, iTETRIS proposes an interesting
and efficient solution.

iTETRIS is a project for a large-scale V2X communication simulation platform for real-
time traffic management applications within a European framework. The main objective of this
project is to evaluate mobility systems and cooperative and communicative services (http://www.ict-
itetris.eu/). The architecture of this project aims to provide a real-time closed-loop architecture,
consisting of three distinct blocks: the SUMO traffic simulator, the NS-3 communication sim-
ulator, and the iTETRIS Control System (iCS), which allows coupling and controlling inter-
actions between SUMO and NS-3 and also provides a user interface to the iTETRIS platform.
This platform allows the creation of realistic traffic scenarios with the goal of evaluating various
traffic management strategies. These realistic scenarios rely on real-time information exchange
between vehicles (V2V communication) as well as with the existing infrastructure (V2I com-
munication) to help improve traffic management. However, within the scope of this project and
to account for the operational characteristics of the environment, this V2V-V2I system, based
on cooperative vehicles, still needs to be defined and optimised. Recently, at the European level,
standardisation of various communication protocols for Collective Perception Messages (CPM)
has been proposed by the European Telecommunications Standards Institute (ETSI). This stan-
dardisation should also be integrated within this platform. In summary, this European project
must address four challenges:

• Being an open-source simulation platform for road traffic and wireless communications.
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• Creating large-scale scenarios.

• Realising a realistic simulation of V2V and V2I communications.

• Intelligent Transportation System (ITS) application based on dynamic, distributed, and
autonomous cooperative systems.

The great strength of this project is its ability to integrate new modules into its ICS, allowing
platform developers to add new features. Indeed, the ICS has its own interface, which also
makes it easy to evolve the platform with future standards established by the ETSI.

The VNetIntSim project is the concept of using two distinct simulators to create a simulation
platform suitable for simulating Vehicular Ad Hoc Networks (VANET). This platform is based
on two components, the OPNET communication simulator and the INTEGRATION traffic sim-
ulator. The principle of the platform is to leverage the advantages of each of the two simulators.
The OPNET simulator was chosen for the reliability of its simulation (simulation results have
been tested for real-world cases). INTEGRATION, on the other hand, was selected because
it allows simulating a large number of vehicles simultaneously while maintaining control over
time management during a simulation of approximately 100 ms. This precision allows for a
finer analysis of acceleration, lane changes, etc. To enable communication between these two
simulators, the platform has two options. The first option is to use shared memory on the same
machine running both simulators. This option would optimize data exchange between the two
simulators but is limited by the machine’s power, both in terms of available computing power
and memory. The other method chosen for this project is to use the TCP protocol to send in-
formation between the simulators over a network. This method is more flexible as it allows the
use of multiple machines to run both parts of the platform. However, it may encounter network-
related issues such as latency, congestion, and reliability. The main strength of this platform is
its accuracy in simulating large-scale traffic and communications. However, the architecture of
this platform also suffers from a performance issue because the resources used by the platform
increase exponentially with the number of simulated vehicles, thereby increasing simulation
time. This platform can also be further improved by adding the impact of eco-friendly vehicles
or congestion avoidance to optimize the simulations produced.

Veins combines the functionalities of the SUMO traffic simulator and the OMNET++ network
simulator. This platform is open-source. It relies on the models implemented in the network and
traffic simulators to perform the most realistic simulation of VANETs possible. As both simu-
lators are developed in C++, it was possible to modify their core to integrate the two simulators.
This integration involves implementing modules in each simulator to exchange information in
the form of commands via the TCP protocol. The main advantage of this platform is the speed
of setting up VANET scenarios. Indeed, a set of scenarios are already implemented and well-
documented. However, implementing a new scenario is more complicated if it requires models
that are not implemented in the platform and requires significant development work.

170



[L2.5] Definition of interfaces and simulation environment

Figure 148: Network simulators.

Even if some references are given about LTE and 5G protocols, the main protocol studied
and used will be the WiFi 802.11p dedicated to CAV. This media is a medium-to-short range
system (¡1km) and is a part from the WAVE framework (with IEEE 1609). In order to develop
this communication service, we propose to separate the telecommunication system for V2X in
a set of sub parts (sub modules) involving Communication protocol, strategies, and OSI layers
(Open Systems Interconnections), Emitter and receiver models, antenna diagram modelling,
and Propagation channel modelling.

in [23], the CARTERY simulation framework is created for CAV prototyping and evalua-
tion. This framework integrates three different well known simulators, namely SUMO, Carla,
and OMNet++, for simulating the traffic, physical environment, and communication network,
respectively.

Figure 149: CARTERY simulation framework with CARLA, SUMO, and OMNET++ for CAV prototyping ([23])
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3.7.2 Implementation in Pro-SiVIC

From the figure 150, we can see the shared architecture used by UGE in order to mimic the
communication systems and strategies. RTMaps, like in the real prototype, allows to implement
the real applications with the real processing modules needed for the deployment of CAVs. In
this context, the different types of message (CAM, CPM, DNEM, ...) are received in RTMaps by
using a module (RTMaps package for SiVIC Interfaces) similar to the one used in real condition.
After the processing of the data, the new message is sent by the same mechanism toward NS3.
NS3 is a well known and efficient framework for the simulation of the main communication
protocols. The interconnection between Pro-SiVIC and NS3 provide the mobility information
and the simulation of the propagation channel needed by NS3 in order to build a dedicated graph
of possible communication nodes and paths.

Figure 150: Communication architecture proposed by UGE and using an interconnected framework between Pro-
SiVIC, NS3, and RTMaps.

In order to implement the wave propagation in the atmosphere, we have developed an ex-
perimental plan (describe in deliverable 2.7) with 2 vehicles equipped with 802.11p with a
large range of relative speeds and with vehicle moving away and coming together scenarios
(see figure 151). From this dataset, a set of 802.11p models have been proposed. These mod-
els (polynomial, semi-logistical, and semi-linear) are defined for a point-to-point connection
and communication (2 nodes) in a motorway configuration (straight road or road with a very
low curvature). The proposed set of functions of Frame Loss probability are function of the
inter-distance and the relative speed between 2 communication nodes. These models have for
constraint to reproduce the experimental data and have the capability to generate new plausible
data. Nevertheless, these models are accurate and representative for motorway but not enough
generic for all rural and suburban area. Moreover these models provide an approximation of the
lower OSI layers in a small-to-medium-sized network (no complex topology). The real dataset
have been used in order to assess the models parameters. The latency aspect is only based on
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the frame’s size. The 3 models are presented in the figure 152.

Figure 151: Detailed frame loss measurements for 30, 50, 70, and 130 km/h (5 metres intervals); red is the
maximum value and green the average

Figure 152: The 3 models of 802.11p communication standard proposed by UGE with the motorway dataset.
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Figure 153: Decomposition of a frame loss profile with its parameters. This profile is share in 2 parts, the red
one for the short range reflection interference given a significant loss of signal, the blue part representing the
communication profile without interferences

Figure 154: Distribution of parameter C (the central distance of strongest ground reflection interferences) for the
three speed classes (right axis), compared to the received signal strength theoretical value (left axis)

For the logistical model, d is the distance between the emitter and receptor; and A,B, ..., E
are parameters estimated from empirical data. τ is the addition of two models, as illustrated
in figure 153. Term A. expB.(d− C)2 represents the frame loss area corresponding to the
strongest ground reflection interferences, centred at distance C. At this point the ground-reflected
signal is strong enough to cancel out a large proportion of the incoming direct signal’s energy,
pushing a proportion of frames under the reception threshold of the chipset; the frame loss cor-
responding to this proportion is represented by A. The width of the bell curve is in proportion
to B; note that B is always negative. The model assumes that no counter-measure is applied to
reduce the frame loss induced by interferences at C. The Friis transmission equation, modified
to account for ground reflections, can be used to theoretically confirm the value of C. Assuming
a dry concrete ground and realistic antenna heights, the Friss equation yields the received signal
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lowest strength at a distance of 120 metres. The probability densities for the location of C are
shown in figure 154, together with the theoretical value computed with the Friss equation. Fac-
tors such as speed, vehicle body shape, altitude profile of the track and pitch variations, explain
that C is not always recorded at the same distance. Term exp (D.d+ E)/(1 + exp (D.d+ E))
is a logistical regression where the log-odds of τ is modelled linearly as a function of distance
d. This term represents the progressive increase of frame loss as the received signal strength
decreases. D and E by themselves have no direct physical meaning; however, the ratio −E/D
corresponds to the distance from the emitter at which the average frame loss passes over 50 %.
Similarly, 4/D expresses the distance between the 10 % and 90 % frame loss thresholds. This
profile is very interesting because it could be used both as a ground truth in order to validate
other propagation channel models, or as a propagation channel in a communication simulation
model. The implementation of this model in Pro-SiVIC is presented in the figure ?? with a pla-
toon of 7 vehicles using a ”lobe” model for antenna, a generation of a graph of possible paths
between antenna, and with the 802.11p propagation channel model.

Figure 155: Overview of the communication results in 1 hop with propagation channel, emitter, receiver, and
antenna diagram (source UGE)
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Figure 156: Overview of the communication results with propagation channel in 1 hop (source UGE)

3.8 Traffic generation

Modelling the surrounding and obstacle vehicles around the Ego vehicle enables to explore
relevant and usual dynamic scenarios.

Developing a realistic and high quality and performances traffic generator for autonomous
driving involves meeting several critical high-level requirements to create realistic and diverse
traffic scenarios. Here are 10 main requirements to consider:

• Traffic Pattern Variety: Generate diverse traffic patterns, including highway, urban,
suburban, and mixed scenarios, to simulate real-world driving conditions. This implies
to have Digital Twin and HD Maps of specific representative areas. The respect of this
requirement is essential to provide a comprehensive set of scenarios for testing and vali-
dating autonomous driving systems.

• Dynamic Vehicle Behaviour: Simulate dynamic and realistic behaviours for different
types of vehicles, including acceleration, deceleration, lane changes, and interactions
with other road users. This requirement is important to evaluate the adaptability and
responsiveness of autonomous systems in complex traffic situations.

• Realistic Vehicle Types: Include various vehicle types, such as cars, trucks, motorcycles,
bicycles, and pedestrians, to reflect the diversity and the complexity of road users. This
requirement allows to address the capability of autonomous systems to interact with and
respond to different types of vehicles.

• Traffic Density Control: Enable control over traffic density to simulate both sparse and
congested scenarios. This requirement is essential to evaluate system performance under
varying traffic conditions, including peak hours and low-traffic situations.

• Traffic Light and Sign Simulation: Model realistic traffic light and road sign behaviour,
including changes in signal timing, yellow light intervals, and adherence to traffic rules.
This requirement will be used to assess the interaction of autonomous vehicles with traffic
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control infrastructure and generate specific risky and critical scenarios allowing to address
interaction between AV and the other road users in intersection areas.

• Pedestrian and Cyclist Behaviour: Simulate realistic pedestrian and cyclist behaviours,
including jaywalking, crossing at intersections, and interactions with vehicles. This type
of scenarios allow to evaluate the ability of autonomous systems to navigate safely in the
presence of vulnerable road users.

• Adaptive Road Conditions: Incorporate adaptive road conditions, such as changes in
weather (rain, snow) and road surface conditions (dry, wet, slippery). This requirement
is essential in order to guarantee a large coverage of the situations (environmental fac-
tors generating modifications and variations of the road environments) which could be
encounter by AV.

• Simulated Road Events: Introduce mechanisms to simulate road events, such as acci-
dents, construction zones, road work areas, temporary conditions (object falling on the
road surface) and detours, to assess the response and decision-making of autonomous ve-
hicles. This requirement and the generation by the traffic generator of this events will give
the possibility to assess the ability of autonomous systems to handle unexpected events
and deviations from regular traffic conditions.

• Scenario Customisation: Allow users to customise specific traffic scenarios, includ-
ing the introduction of specific vehicles, road configurations, and event triggers. The
implementation of this requirement facilitate targeted testing for specific use cases and
scenarios relevant to the development and validation process.

• Scalability and Performance: Ensure that the traffic generator can scale to simulate
large-scale scenarios while maintaining computational efficiency. Application of this re-
quirement allows to guarantee the capability to replicate realistic traffic conditions in a
scalable manner to assess the scalability and performance of autonomous driving systems.

By meeting these requirements, a traffic generator for automated mobility (involving systems
of systems, or AI-based systems) can provide a versatile and realistic environment for testing
and validating autonomous systems in a wide range of scenarios.

3.8.0.1 Definition of the platform for traffic simulation and management: EPICAM
(UGE)

A traffic platform simulates other vehicles, pedestrians, and entities interacting with the sim-
ulated vehicle. It includes models for vehicle movement, traffic patterns, and interactions with
the environment.

In UGE, a new platform has been developed from intern funding. This platform is called
EPiCAM. The EPiCAM software platform (Digital Evaluation of Connected and Automated
Mobility Services) aims to support the testing, deployment, and evaluation of automated driving
and cooperative mobility. The main originality of this platform lies in the coupling of physical
sites (experimental sites, living labs) and digital tools (simulation tools). This phygital (Physical
and Digital) platform aims to combine digital tools and physical sites to form a digital twin in
the validation and pre-certification phase of Connected and Automated Vehicles (CAVs). This
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platform is part of a Hardware in the Loop (HIL), Model in the Loop (MIL), and Software in
the Loop (SIL) approach.

Figure 157: Symuvia, an open-source platform for traffic generation (Source: UGE, https://fr.
slideshare.net/FabMob/fiche-symuvia-v5)

The EPiCAM software platform combines dynamic traffic simulation with simulation of per-
ception and communication subsystems present in CAVs (and their associated components) to
recreate an environment where multiple CAVs operate in augmented reality on a real site (e.g.,
Transpolis, Satory, Paris2Connect, ZEHNS). All manoeuvres of real CAVs are integrated into
the same virtual ecosystem to ensure interaction with vehicles controlled by the traffic sim-
ulator. This software platform coupling traffic simulation (SymuVia), sensors, environment,
vulnerable road users, and the vehicle itself (SiVIC) is generic and interoperable for use on
future generations of Gustave Eiffel University’s HIL/MIL/SIL platforms. The EPiCAM plat-
form is presented in the form of a Data Distribution System (DDSL) offering communication
channels and topics to SymuVia (see figure 157) and Pro-SiVIC. While Pro-SiVIC manages the
EGO vehicle and its static environment, SymuVia provides dynamics for obstacle vehicles. The
SymuEpicam.exe module, associated with SymuVia, as well as the sivicEpicam.dll plugin for
Pro-SiVIC, then publish the appropriate information on topics and subscribe to topics to update
their sets of controlled vehicles at each time step. The architecture of the EPiCAM platform
thus consists of a set of 3 modules:

• EpicamLauncher.exe: an executable module for launching and instantiating the different
modules of the platform (for example, 1 SymuVia module and 1 Pro-SiVIC module in a
typical configuration).

• SymuEpicam.exe: an executable module responsible for simulating obstacle vehicles
with SymuVia, ensuring, in particular: connection to the DDS bus for publishing informa-
tion related to obstacle vehicles. Usually, SymuVia reproduces the movement of vehicles
in lanes with instantaneous lane changes corresponding to pipe changes. To overcome
this lack of realism during 3D rendering, a ”ghost” module has been introduced to allow
SymuVia to reproduce the impact of a smooth lateral lane change.

• sivicEpicam.dll: a module integrated into Pro-SiVIC and dedicated to the use of Pro-
SiVIC within the EPiCAM platform. This plugin ensures, in particular: the dynamics
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of the ego vehicle, which it publishes on the DDS, the creation of digital objects associ-
ated with obstacle vehicles (The plugin collects information related to obstacle vehicles,
then converts them to estimate the positioning of the chassis and wheels of obstacle ve-
hicles). The projection of information carried by the ”ghost” module of SymuVia allows
the reproduction of smooth lane changes.

In both, Pro-SiVIC and Symuvia, the road network is provided with an OpenDrive file from the
Satory or Transpolis test tracks.

Figure 158: Current architecture of EPICAM platform (SiVIC+Symuvia) (Source: UGE)

Figure 159: OpenDrive file for the definition and the modelling of the Satory road network (Source: UGE)
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Figure 160: OpenDrive file for the definition and the modelling of the Transpolis road network (Source: UGE)

Figure 161: EPICAM: Real time interconnection of Symuvia and Pro-SIVIC (test on the Satory test track) (Source:
UGE)

3.9 Degraded and adverse conditions and disturbances

We detail in this section some models of relevant disturbances impacting perceptive sensors
(see Figure 162).
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Figure 162: Classes of environment disturbers impacting sensors (source UGE)

We will focus on the modelling of the following factors impacting preceptive sensors perfor-
mance:

• Weather conditions: fog, rain, rain drops, snow

• Road surface cracks, wears, soiling...

• Light disturbances

• Particles: dust, smoke, spay of water

• Soiling of road and traffic signs

• Material effects: glare, reflection, specularity

• Electromagnetic disturber and interference

The conditions listed below impact the perceptive sensors (camera, LiDAR, radar) due to the
light absorption ans scattering by the particles in the atmosphere (fog, rain, snow, dust) or the
modification of the light reflection properties of the materials. In order to model the impact of
such conditions on perceptive sensors performance, one needs to model the path of a light ray
interacting with the particles in the air and the materials of the road scene. The propagation of
electromagnetic waves in participating media, such as fog, rain, snow or dust, is governed by the
radiative transfer equation (RTE) in which the optical parameters (related to scattering, absorp-
tion and extinction) of the medium are considered. The RTE serves to simulate the radiance
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Lλ(t, r, u) corresponding, for a wavelength λ, to the intensity of the electromagnetic energy
flux (in W) of the radiation propagating in the direction u, per unit of area (in m2) perpendicular
to the direction of propagation, per unit of solid angle (in sr) and per unit of wavelength (in
microns), and expressed in W.m−2.µm−1.sr−1. The RTE can be expressed as [78]:

1

c

∂Lλ

∂t
(t, r, u) + u · ∇rLλ(t, r, u) =

− σλ(r)Lλ(t, r, u)− κλ(r)Lλ(t, r, u) +
σλ(r)

4π

∫
S2
Lλ(t, r, v)Φλ(r, v, u)dv + q(t, r, u), (1)

where c is the speed of light, t, r, u, σλ, κλ, Φλ and q(t, x, u) denote, respectively, the time,
the position in space, the wave propagation direction, the scattering coefficient, the absorption
coefficient, the phase function for the wavelength λ and light sources (including thermal sources
if thermal imaging is of interest). The three-dimensional unit sphere is denoted by S2. Optical
passive objects and local light sources are taken into account thanks to the boundary conditions
of Equation (1). For each light source occupying the space region S and emitting light from its
surface ∂S, we have:

∀ r ∈ ∂S, ∀u ∈ S2, u · nS
r > 0, Lλ(t, r, u) = ES

λ (t, r, u), (2)

where nS
r denotes the outward normal vector of S at point r ∈ ∂S, and Eλ is given. For each

passive object occupying the space region O with a surface denoted by ∂O, we have:

∀ r ∈ ∂O, ∀u ∈ S2, u · nO
r > 0, Lλ(t, r, u) =

∫
v∈S2, v·nO

r <0

Lλ(t, r, v)B
O
λ (r, v, u)dv, (3)

where nO
r denotes the outward normal vector of O at point r, and BO

λ (r, ·, ·) is the Bidirectional
Reflectance Distribution Function (BRDF) of object O at point r ∈ ∂O. When the time can be
removed from the physics and under the assumption of a phase function depending only on v ·u
(scalar product), the following stationary case of Equation (1) can be considered:

u · ∇rLλ(r, u) = −βλLλ(r, u) +
σλ
4π

∫
S2
Lλ(r, v)Φλ(v · u)dv + q(r, u), (4)

where we note βλ = σλ+κλ the extinction coefficient at the wavelength λ. Boundary conditions
related to this stationary case are given by Equations (2) and (3) in which the time t is removed.

We detail in the sequel how to model the parameters involved in (1).

3.9.1 Definition and modelling of the weather conditions at a macroscopic scale

The World Meteorological Organisation [79] defined precipitations as the liquid or solid
products of the condensation of water vapour falling from clouds or deposited from air onto
the ground. It includes rain, hail, snow, dew, rime, hoar frost and fog precipitation. The total
amount of precipitation which reaches the ground in a stated period is expressed in terms of
the vertical depth of water (or water equivalent in the case of solid forms) to which it would
cover a horizontal projection of the Earth’s surface. Snowfall is also expressed by the depth of
fresh, newly fallen snow covering an even horizontal surface. For automotive applications, we
consider the precipitations: fog, rain and snow. The WMO defines fog as a suspension of very
small, usually microscopic water droplets in the air, reducing visibility at the Earth’s surface at a
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level less than 1 km. The rain is compound of drops with higher sizes than those of fog and with
a much higher falling speed. The rain is characterised by its rainfall rate (mm/h) defined as the
water volume fallen during one hour on a 1 m2 horizontal surface. In the METAR terminology
(METeorological Aerodrome Report) which is recognised by the WMO, the snow is defined as
a precipitation of snow crystals, mostly branched in the form of six-pointed stars.

For all these types of phenomena, the extinction of the radiation is a key parameter char-
acterising the impact of weather conditions of optical sensors. The meteorological visibility,
or meteorological optical range (MOR), is the distance for which the luminous flux of a colli-
mated light beam is reduced to 5% of its original value [79, 80]. According to this definition,
the visibility MOR is related to the extinction coefficient β as follows:

MOR =
−ln(0.05)

β
≈ 3

β
, (5)

It is important to mention that in Equation (5) β is considered in the visible band (at 550 nm
wavelength) and is assumed constant by the WMO [79]. This is not relevant for infrared wave-
lengths [81] or microwave.

Automated vehicles sensors can be affected by other air particles which are not water: smoke
or dust. The extinction of radiation due to the presence of these particles is governed by the same
physical phenomena as for water particles.

3.9.2 Definition of the particles models and their impacts on the optical properties

The particle models are important to determine the optical properties of the medium (fog,
rain, snow, dust, smoke): σλ, κλ, βλ = σλ + κλ and Φλ. Particle models are based on the
particle size distribution (PSD) and the complex refractive index of the particles. A PSD is a
function N (cm−3 µm−1) such that N(r) dr represents the number of particles contained in a
volume of 1 cm3 whose radii belong to (r, r+dr). In the case of spherical particles, the Lorenz-
Mie scattering model is largely used. The Lorenz-Mie theory [82] solves the electromagnetic
equations of Maxwell for a spherical particle of radius r with a given complex refractive index
mp = np + ikp embedded in a host medium with refractive index mh = nh + ikh. Under
the assumption of non-dependent scattering between particles, the extinction and scattering
coefficients are then expressed in terms of the PSD N as follows:

σλ
ext(N) =

∫ +∞

0

Qλ
ext(r) π r

2N(r) dr ; σλ
sca(N) =

∫ +∞

0

Qλ
sca(r) π r

2N(r) dr. (6)

We also note that the absorption coefficient is defined as:

σλ
abs(N) := σλ

ext(N)− σλ
sca(N) =

∫ +∞

0

Qλ
abs(r) π r

2N(r) dr, (7)

where
Qλ

abs(r) := Qλ
ext(r)−Qλ

sca(r).

Similarly, the phase function can be expressed by the following form:

σλ
sca(N) Φλ(µ,N) =

∫ +∞

0

Qλ
sca(r)ψλ(r, µ) π r

2N(r) dr, (8)
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where the scattering efficiencies and extinction efficiencies are given by:

Qλ
sca(r) =

λ2

2 π2 r2

+∞∑
n=1

(2n+ 1)
(
|an(r, λ)|2 + |bn(r, λ)|2

)
, (9)

Qλ
ext(r) =

λ2

2 π2 r2

+∞∑
n=1

(2n+ 1)Re (an(r, λ) + bn(r, λ)) , (10)

and ψλ given by

ψλ(r, µ) =
λ2

2 π2 r2Qλ
sca(r)

(
|S1(µ)|2 + |S2(µ)|2

)
. (11)

S1 and S2 are the scattering amplitude functions given by:

S1(µ) =
+∞∑
n=1

2n+ 1

n(n+ 1)
(an(r, λ)πn(µ) + bn(r, λ)τn(µ)) , (12)

S2(µ) =
+∞∑
n=1

2n+ 1

n(n+ 1)
(bn(r, λ)πn(µ) + an(r, λ)τn(µ)) , (13)

where the sequence of polynomials (πn)n≥0 and (τn)n≥0 are defined by the recurrences:
π0(z) = 0, π1(z) = 1,

∀n ≥ 2 , πn(z) = z
2n− 1

n− 1
πn−1(z)−

n

n− 1
πn−2(z),

{
τ0(z) = 0, τ1(z) = z,

∀n ≥ 2 , τn(z) = z(τn(z)− τn−2(z))− (2n− 1)(1− z2) τn−1(z) + τn−2(z).

The coefficients an and bn in equations (9) and (10) are complex numbers called the Lorenz-Mie
coefficients, which are defined thanks to spherical Bessel functions. For more details on an and
bn, we refer to [82].
For the case of water drops, the extinction efficiencies Qext and the absorbing efficiencies Qabs

are represented w.r.t. the particle radius r at the top of Figure 163 for different wavelengths (one
in the visible 0.55µm and three in infrared 8, 10, 12µm). At the bottom of Figure 163, we repre-
sent these functions for different particle radii w.r.t. wavelengths ranging in [350nm, 2500nm].
The coefficient Qext is dimensionless and depends on the droplet size and the wavelength varies
between 0 and 4 and stabilizes around 2 for drops with a radius of a few microns.
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Figure 163: Water drop case. Extinction efficiencies (top left) and absorption efficiencies (top right) for four wave-
lengths (one in the visible and three in the thermal infrared), as a function of the radius of the sphere. Extinction
efficiencies (bottom left) and absorption efficiencies (bottom right) for four particle radii as a function of the wave-
length in the band 350-2500 µm.

The numerical computations of the series introduced above require a truncation. The most com-
monly used truncation, taking into account the numerical difficulties encountered with Bessel
functions, is that of Wiscombe [83]:

E(v) =


v + 4v1/3 + 1 if 0.02 ≤ v ≤ 8,

v + 4.05v1/3 + 2 if 8 < v ≤ 4200,

v + 4v1/3 + 2 if 4200 < v ≤ 20000,

(14)

where E(v) is the truncation function of the size parameter v = 2πr/λ.
The physical significance of the phase function Φλ is important. Indeed, for a photon mov-

ing at the speed of light in a medium, the phase function gives the probability of the resulting
direction of the photon when it interacts with a scattering particle (water drop, snowflake, dust
aerosol or molecule of the air). The phase function Φλ for six radii of spherical water droplets
and different wavelengths from the visible to the thermal infrared range is shown in polar coor-
dinates in Figure 164. One angle θ = u · v is sufficient to represent this phase function due to
the spherical symmetry. We can notice a very weak influence of the wavelength on the phase
function for small spheres (r = 0.05µm and r = 0.2 µm), which is in accordance with Rayleigh’s
theory under unpolarized incident light [78, 84]. On the other hand, for sphere radii beyond
0.5 µm, the influence of the wavelength is noticeable, and backscattering gradually disappears.
Finally, it should be noted that all of the curves presented in Figure 164 consider the variation
in the complex refractive index of water according to the wavelength.
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Figure 164: Polar representation of the phase function for six radii (r) of spherical particles and different wave-
lengths (λ).

An important remark concerns the dependence of the Mie coefficients an and bn on the size
parameter v = 2πr/λ. When v ≪ 1, Mie scattering is well approximated by the Rayleigh
scattering. For v ≪ 1, the laws of optical geometry (Snell-Descartes laws) can be used and in
the case of v ∼ 1, the Mie theory has to be employed. Note that the Mie regime for a rain drop
whose size ranges in (0.5 mm,7 mm) corresponds to electromagnetic frequencies between 40
Ghz and 600 GHz. Automotive radars operating around 77 GHz, Mie scattering theory is then
relevant for the radar performance assessment in rainy conditions.

The RTE (1) can be simulated thanks to a Monte-Carlo based algorithm (ray tracing) which
is reputed to require a lot of computing time. A particular case of Equation (4) is often used in
a way to achieve an analytical solution. It consists of eliminating the collision (integral) term
in (4) and assuming a constant source q. In this case, assuming there is no object and no local
source between points r0 and r = r0 + xu for x a real and u ∈ S2, we have:

Lλ(r0 + xu, u) = Lλ(r0, u)e
−βλx +

q

βλ

(
1− e−βλx

)
, (15)

leading to the Beer–Lambert solution if q = 0:

Lλ(r0 + xu, u) = Lλ(r0, u)e
−βλx. (16)

The simple case presented above corresponds to the framework of the Koschmieder theory [85,
86] allowing the contrast between a black object and a sky background to be evaluated based on
visibility attenuation due to the extinction of the medium between the object and the observer.
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This theory is used in image processing to artificially add fog to an image: the intensity I(x, y)
of a pixel (x, y) is linked to the intensity I0(x, y) without fog and an air–light intensity Is:

I(x, y) = I0(x, y) e
−βd(x,y) + Is

(
1− e−βd(x,y)

)
, (17)

where d(x, y) is the real-world distance between the observer (camera) and the real point as-
sociated with the pixel (x, y), and β is the extinction coefficient of the medium for the visible
range (λ ≃ 550 nm). The use of this simplified modelling of (4) needs only the knowledge of
the extinction coefficient (or equivalently the meteorological visibility), without having to know
the PSD. We illustrate how the use of PSD (and then of the phase function Φλ) can be neces-
sary for the simulation of radiation propagation in fog. The choice of the RTE modelling is
important for the simulated fog added to a clear image. The images in Figure 165 are obtained
with the Cerema Monte-Carlo based SWEET simulator [87] without/with fog (a and b) and
with the Koschmieder model for the same visibility and the same airlight radiance (c). A blur
effect can be noticed in the SWEET image, which is not the case for the Koschmieder image.
As we can notice in Figure 165c, Koschmieder’s model brightens the foggy image much more
than SWEET (Figure 165b). This can be critical because some objects in the scene are not even
visible with the SWEET simulation and are partially visible with the Koschmieder model (e.g.,
the two pedestrians on the right).

(a)

(b) (c)

Figure 165: Simulated images for the intra-urban scene with the SWEET simulator without fog (a) and with fog
(MOR = 20 m, (b)) and with the Koschmieder model (c) in day conditions.(Source: CEREMA)

In [88], results on experiments made in the Cerema Fog and Rain PAVIN platform show the
sensitivity of extinction to the PSD of fog droplets. The simulated radiance (or intensity) thanks
to the RTE (4) with two different PSD are showing in Figure 166). It can be observed different
behaviour of extinction for two fog PSD corresponding to the same meteorological visibility.
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We can remark that the sensitivity depends on the wavelength (visible range at 0,55 µm and
thermal infrared range at 12 µm).

Figure 166: Simulated intensity w.r.t. the distance of a lambertian source for a fog with normalised visibility 0,75
m with small droplets (blue PSD on the left) and bigger droplets (red PSD on the left) at wavelength 0,55µm (top
right) and 12µm (bottom right).

3.9.3 Particle size distribution modelling

3.9.3.1 Fog case

Many researches are done around the world on fog drop size distributions or other character-
istics like liquid water content, total concentration of drops, mean diameter [89, 90, 91, 92, 93,
94, 95, 96, 97, 98, 52]. Experimental measurements lead to a fog droplet size ranging from a
few tenths of a micron to a few tens of microns [99, 100, 51, 101, 102, 103, 104, 105]. Beyond
measurements, numerous works were developed to model the fog PSD: shifted gamma laws
[106, 107, 108, 109] and log normal laws [107, 110, 91].

Log normal laws are expressed as follows:

N(r) =
Ntot

rσ
√
2π

exp

(
−(lnr − lnr̃)2

2σ2

)
, (18)

whereNtot is the number of particles in a referenced volume, σ and r̃ 2 parameters. The modified
Gamma law based models for radiation and convection fogs are given e.g. by Shettle and
Fen [35]):

N(r) = c rβe−drγ , r ≥ 0, (19)
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with the following coefficients:

Model c β d γ rm(µm)

1 4.651 3 0.3 1 10
2 13.399 3 0.375 1 8
3 428.15 6 1.5 1 4
4 211317 6 3.0 1 2

Table 1: Coefficients given in [35] for modified Gamma laws (19).

where rm represents the peak position for each model.
We represent in Figure 167(b) the advection model of Shettle and Fen PSDs (with big

droplets) and in Figure 167(a) the PSD of artificial fog produced in the Cerema PAVIN plat-
form [52].

Figure 167: Droplet size distributions N (a) measured at Cerema PAVIN platform and (b) coming from Shettle
and Fenn models.

For illustration, the PSDs for actual fog, depicted in Figure 168(a-b), were gathered during
the night of March 13 to 14, 2007, at the Palaiseau site in France as part of the Paris-Fog
campaign [111]. This type of distribution exhibits a minor peak for particles with a radius of 2
µm, as illustrated in Figure 168b.

Figure 168: Droplet size distributions N measured during the Paris-Fog campaign over the range 0.1-10 µm (a)
and over the range reduced 1-10 µm (b).
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To complete the particle models, the refractive index of water has to be given. It is classical
to use the Segelstein indices [24]. Figure 169 illustrates the refractive indices of pure water as
provided by the Segelstein [24], showing their dependence on different wavelengths.

Figure 169: Representation of the complex refractive index of pure water (real part on left and imaginary part on
right) [24].

3.9.3.2 Rain case

Raindrops have diameters in the millimetre range, from 0.5 to 5 mm. The usual law to model
the size distribution of raindrops is a power law known as Marshall & Palmer [112]:

N(r) = N0 (2r)
η e−2Λr (20)

where N(r) is the number of droplets per radius interval dr and per unit volume (in cm−4), N0

is the intercept and Λ is the slope of the curve (inverse of the average diameter of the drops).
According to Marshall and Palmer [112]:

N0 = 0.08 cm−4

Λ = 41R−0,21
r cm−1

η = 1 for uniform rain
(21)

where Rr is the rainfall rate (precipitation rate) expressed in mm/h. We represent in Figure 170
(left) the Marshall & Palmer law for the 3 rainfall rates Rr: 10 mm.h−1, 1 mm.h−1 and 0,1
mm.h−1.
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Figure 170: The raindrop size distribution N w.r.t. the diameter a according to the Marshall & Palmer law for the
3 rainfall rates Rr: 10 mm.h−1, 1 mm.h−1 and 0,1 mm.h−1 (left). The terminal fall velocity of a raindrop w.r.t. the
diameter for various models [25] (Garg), [26] (Gunn), [27] (Atlas), [28] (Foote) and [29] (Villermaux), and some
measurements with a disdrometer (right).

There is a wide literature focusing on the Marshall & Palmer law validation and we can notice
that some gaps can be found [113]. Other laws were developed with Lognormal laws [114] or
Gamma laws [115]. These models are done under the assumption of spherical raindrops. Other
models consider specific shapes for the droplets and examine the associated light scattering
[116, 117, 27].

For the rain, the falling velocity of the drops have to be taken into account. Various laws
are proposed to model the velocity of droplets. Free-falling droplets fall in a stable condition
after falling 9m and we consider then what we call the terminal fall velocity. The relationship
between this velocity and the raindrop size is obtained by the fundamental law of Newton ap-
plied with three forces: weight, Archimede Thrust and Friction forces due to air drag whose
expressions are respectively: 

P = ρw V g

π = ρa V g

f =
1

2
Cx ρa v

2 S

(22)

where g is the gravitational acceleration (m.s−2), ρw and ρa are respectively the density of
water and the air, Cx ∼ 0.5 is the aerodynamic drag coefficient, v is the raindrop velocity,
V = (4/3)πr3 and S = 4πr2 are respectively the volume and the surface of the spherical
raindrop of radius r (mm). The equilibrium of the 3 forces leads to a terminal fall velocity v of
the form:

v = k
√
a, (23)

where a is the diameter (mm) of the raindrop and k = 3.5 a coefficient experimentally estimated
in [118]. This framework assumes that the terminal fall velocity is vertical since the wind is not
taken into account (we refer e.g. to [119, 120] for the impact of wind on terminal fall velocity).
Other models close to the model (23) are detailed in [25] (Garg), [26] (Gunn), [27] (Atlas),
[28] (Foote) and [29] (Villermaux). These models are shown in Figure 170 (right). We can
observe that the size of the droplets are assumed to be less than 6 mm since a size exceeding
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this threshold is extremely rare [121]. We remark that the Gunn model exhibits a velocity limit
by the use of an exponential:

v(a) = 9, 40
(
1− e−3,45.103a1,31

)
(24)

where a is the diameter of the drop (mm) and v is the raindrop velocity (m.s−1).
Like fog, heavy rain can reduce transmission through the atmosphere by scattering light

and the Lorenz-Mie theory associated to the particle models (20)-(24) and the RTE (1) allow to
simulate the rain effect on electromagnetic propagation. As mentioned previously, the RADAR-
based devices are mainly impacted in case of heavy rain fall and the attenuation is modeled
thanks to the well-known RADAR equation:

Pr =
PtG

2λ2σT
(4π)3r4

V 4exp(−0.2γr) (25)

with the backscatter effect:
(
St

SB

) =
8σt

τcθ2BWπR
2
tσi

. (26)

involving the rain attenuation coefficient γ and the rain backscatter coefficient σi computed
thanks to the Mie theory from the rain PSD. The parameters and variables involved in (25)-(26)
are gathered in table 2.

Variables Names
Pr Signal Power
Pt Transmission Power
G Antenna gain
f Radar frequency
T Pulse duration
θBW Antenna Beam-width
Pr Signal Power
σt Radar Cross section of target
FN Receiver Noise Figure
B Receiver Filter Bandwidth
T0 Thermal Temperature
St Power intensity of target signal
Sb Power intensity of backscatter signal
c Speed of light
V Multipath coefficient
γ Rain attenuation coefficient
σi Rain backscatter coefficient
λ Radar Wavelength
r Distance between radar and target

Table 2: Parameters and variables of radar equation

For moderate rains, dedicated models are developed e.g. for camera. Due to the fall speed
of the drops and the exposure time of cameras, rain streaks appear in images. For example,
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based on the well-known works of Garg and Nayar [25], a rain simulator was developed in
[30] in order to add rain on “clear” images. It does not exactly solve the RTE but is more
phenomenological. The method is sketched in Figure 171.

Figure 171: Scheme of the rain simulator developed in [30].

The simulator uses the most well-known laws of rain physics: PSD thanks to the Marshall
and Palmer law (20), fall velocity depending on the size of the water drops parametrized by (24),
uniform distribution of raindrops in the air volume [25]. The modelled camera is a lens and
aperture camera, essential for proper understanding of the phenomena generated by rainfall on
images. Contrarily to a pinhole camera, the advantage of this type of model is that it does not
have an infinite depth of field as do pinhole cameras. This would give images with consistently
sharp raindrops. But [25] has shown that the camera settings (which are used to adjust the field
depth) are very important as far as the visibility of rain is concerned. Regarding the luminance
emitted by a drop, [25] was able to show that it is on average constant. It actually corresponds
to the diffusion of what is behind the drop in an angular field of 160°. In practice, this means
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that it can be considered that the luminance of the drops corresponds to that of the sky, as the
latter is on average largely predominant (in luminance) in usual outdoor scenes. The luminance
of the drops is therefore be set to a value L in the simulator.

3.9.3.3 Spray case

The spray is the production of hydrometeors due to the tire rolling on wet road surfaces.
From several simulation-based or experimental research works, the size of the water drops
ranges between 0.05 mm and 0.5 mm [122] from CFD simulation-based experiments or between
0 mm and 4 mm [31, 123] from laboratory experiments. The size of the droplets depends on
the tire velocity and the Weber number We definde by [122] :

We =
ρV 2a

σ
(27)

is a key parameter to control the PSD. In the latter formula, ρ is the air density, V is the slip
velocity between the droplet and the air (correlated with the tire velocity), a is the drop diameter
and σ is the surface tension of the droplet. The higher the rolling velocity is, the thinner the
droplet size is as we can see in Figure 172.

Figure 172: Droplet size distributions of a spray for several values of the Weber number We. From [31].

Spray is then a phenomenon with hydrometer sizes ranging between those of fog and rain.
The light scattering theory exposed previously can be applied. It is important to note that spray
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has an sensitive impact on the visibility reduction: to 90% at a distance of 20 m behind a truck
[122] and up to 80% around a moving truck [123].

3.9.3.4 Snow case

The microphysics of snow is a topic largely studied for radar-based teledetection used to
predict precipitations [124, 125, 126, 127]. This teledetection is based on inversion methods
from light scattering observations. It is then necessary to model the light scattering by ice
crystals. Extended Mie scattering theories are developed to model the optical properties of ice
crystals whose shapes are very complex [124]. Moreover, some observations of snow particles
show that they have densities depending on particle dimensions (the smaller the particle, the
denser it is). It is then needed to consider snowflakes not homogeneous and to model them
as particles with density that decreases from the center to the edges. Depending on the level
of precision and realism required, there are different models of light scattering for snowflakes
[124].

In [125, 126, 127], the PSD of the snowflakes are modeled thanks to a similar law as the
Marshal & Palmer law (20:

N(D) = N0 e
−ΛD, (28)

where D is the maximal length of the snowflake (1 mm ≤ D ≤ 15 mm), N0 and Λ are parame-
ters. Following [127, 126], the values of N0 and Λ are:

2.2 ≤ Λ ≤ 8.8 mm−1 for dry snowflake
2380 ≤ N0 ≤ 42000 mm−1m−3 for dry snowflake
1.8 ≤ Λ ≤ 3.1 mm−1 for wet snowflake
1515 ≤ N0 ≤ 4800 mm−1m−3 for wet snowflake

(29)

The terminal fall velocity v (m.s−1) of a snowflake with maximal sizeD (m) can be parametrized
by different expressions [125, 128]:

v(D) = 2.076D0.141

v(D) = 2.958D0.157

v(D) = 4.836D0.25

(30)

3.9.3.5 Smoke and dust cases

Smoke and dust can affect the perceptive sensors of an automated vehicle if there is a fire
in the vicinity of the road or if the vehicle is travelling e.g. close to a public works site. The
particles of smoke or dust are in suspension in the air like water drops for the fog case. We
can use for these particles the light scattering framework developed for fog. The differences
between fog case and smoke and dust cases concern the optical properties of the particle and
the PSD. Following [129, 130, 32], the smoke particle size is less than 1 µm with a mean
diameter around 0.1 µm and the dust particle size ranges between 1 µm and 10 µm. Lognormal
laws can be fitted to model the PSD of smoke and dust [32]. For the complex refractive index of
smoke and dust, we refer e.g. to [131, 32]. We represent in Figure 173 the complex refractive
index of dust w.r.t. wavelength in the range 0.4µm - 40 µ m [32].
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Figure 173: Complex refractive index for dust w.r.t. wavelength in the range 0.4µm - 40 µ m [32].

3.9.4 Light sources modelling

The general model of electromagnetic wave propagation described by the RTE (1) needs to
define the light sources present in the road scene: urban lighting, vehicle lighting, IR emission
for hot materials, etc. A light source is defined by its geometry (emission surface) and the
emitted radiance (or specific intensity) by each infinitesimal surface element dS. The specific
intensity Iλ, typically expressed in watts per square meter per steradian (Wm−2sr−1), is by
definition:

Iλ(r, u) =
dϕ(r, u)

u⃗ · n⃗ dS dΩdv
, (31)

where dϕ is the radiant energy passing through an infinitesimal area dS around the point r in
an infinitesimal solid angle dΩ centered around a direction u and in the wavelength interval
[λ, λ + dλ]. A light source is totally defined if its emitted specific intensityIλ(r, u) is known
for each point r of the surface source, each direction u and each wavelength λ belonging to
its emission spectrum. We can remark that this definition can be time-dependant if we have to
consider e.g. active sensors like pulsed LIDAR.

The International Commission of Illumination (Commission Internationale de l’Eclairage in
French, CIE) defined light source IES profiles for photometric applications (visible range for
human vision). Each light source can be characterized by its IES profile tabulated in a specific
file whose format is standardized (see Figure 174 (left) for a graphical representation of an IES
profile). The emitted flux of the source is given by:

Φv =

∫ π

θ=0

∫ 2π

φ=0

IES(θ, φ) sin(θ) dφ dθ. (32)

and is expressed in lumen (lm). The lumen is defined as the luminous flux of light produced
by a light source that emits one candela (cd) of luminous intensity over a solid angle of one
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steradian (sr). This photometric flux is linked to the radiative flux by the following relation:

Φv = Kcd

∫ 780nm

380nm

ΦE(λ)V (λ) dλ, (33)

where ΦE is the spectral power of the source (W), Kcd := 683 lm/W and the function V is the
photopic spectral luminous efficiency, which gives the spectral response of the human eye to
various wavelengths of light. This function was adopted by the CIE as the standard in 1924 and
is still used today even though modifications have been suggested. A non-linear regression fit
to the experimental data yields the approximation (see Figure 174 (right)):

V (λ) = 1.019 e−285.4(λ−0.559)2 (34)

where λ is the wavelength in micrometer.

Figure 174: An example of an IES profile (left) and tThe luminous efficiency function V function of the wave-
lengths (right).

The IES characterization is largely used for urban lighting design for example but it is nec-
essary to extend this modelling for applications operating beyond the visible range like LIDAR,
SWIR cameras or LWIR cameras. The most complete characterization to be used is the spectral
specific intensity defined in (31).

The modelling of RTE (1) for thermal imaging needs to consider sources in the LWIR range
8 µm - 14 µm. In this range, all surfaces emit radiations due to the black body radiation law of
Planck:

Iλ(r, u) = ϵλ
2hc2

λ5
1

exp
(

hc
λkBT (r)

)
− 1

, (35)

where h = 6.62607015× 10−34 J.Hz−1 is the Planck constant, kB = 1.380649× 10−23 J.K−1 is
the Boltzmann constant, c = 2.99792458×108 m.s−1 is the light speed, T (r) is the temperature
(K) at the point r and ϵλ (belonging in [0,1]) is the emissivity of the surface at the wavelength λ.
We represent in Figure 175 this law for the temperatures 5600 K (sun), -20◦C, 10◦C and 100◦C.
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Figure 175: The Planck law for the temperatures 5600 K (sun), -20◦C, 10◦C and 100◦.

We then see that all body with surface temperature between -20◦C and 100◦C emits in the
thermal range. This law has to be into account for the thermal radiation of the atmosphere
(including particle like water drop or dust or smoke) by introducing in equation (1)a source
term qλ acting in the whole space and for which, under the assumption of a thermodynamic
local equilibrium [?], we use the following emissivity (Kirshoff law):

ϵλ = βλ − σλ. (36)

The emitting thermal radiation of objects is modeled thanks to the Planck equation (35) with
their surface temperature and an emissivity value depending on the surface characteristics. Typ-
ically emissivity is around 0.9 for a large variety of road objects. A wet surface has higher
emissivity than a dry surface. Concerning the temperatures, vertical road signs can be assumed
to have the same temperature than the air due to the thiny tickness of the material but it is not
the case for the road surface. For this latter case, it is possible to introduce a specific road ther-
modynamic model to predict the road surface temperature from air temperature, wind velocity,
rainfall rate, snowfall rate and road surface optical parameter (emissivity, albedo, convection
exchange coefficient). Considering a road described by its vertical space variable x (x = 0 for
the surface), the transient heat equation is:

Ci
∂θ

∂t
(x, y, t)− λi∆θ (x, y, t) = 0, i ∈ {1, 2, 3, 4}, (37)

where Ci and λi denote specific heat and thermal conductivity of layer i. The road surface
boundary condition expresses the energy balance between road and atmosphere:

λ1
∂θ

∂y
(x, 0, t) = σε(t)θ4(x, 0, t)+Hv(t)(θ(x, 0, t)−θa(t))−Ratm(t)−(1−A(t))Rg(t)+LfI(t)

(38)
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where the following notations are used:

ε, A : emissivity and albedo of the road surface,
σ : Stefan-Boltzmann constant (5.67× 10−8 W/m2K4),

Ratm, Rg : atmospheric and global radiation (W/m2),
θa : air temperature (K),
Hv : convection heat transfer coefficient (W/m2K),
I : snow rate (mm.s−1),
Lf : latent heat of fusion of the ice per kg (J.kg−1).

We refer to [132, 133, 134, 135, 136] for more details.

3.9.5 Material effects models

The optical reflection characteristics of road environment materials (including wet materi-
als) have to be considered in the simulators. For the road surfaces, the CIE has defined some
optical parameters for the photometric characterisation of a road surface [137]. The surface of a
pavement is classified according to its reflection properties. The most characteristic parameter
is the luminance coefficient q, which is the ratio between the luminance L (cd/m2) received
by an observer (typically the driver) and the illuminance E (lux) which is incident on the sur-
face: q = L/E. Nowadays a derived parameter is used: the r parameter (cd/m2/lux) leading to
r-tables and defined by:

r = q cos3 ε, (39)

where ε is the angle between the incident light and the normal of the road surface. From
this coefficient r, two coefficients Q0 and S1 are defined to quantify respectively the lightness
and the specularity of the surface. These coefficients are widely used to characterize surface
pavement in the visible range and for human vision. Some studies have shown the impact
of a water film on the coefficient S1. We represent in Figure 176 the effect of water on the
coefficient S1 for different pavements [33]. We can observe a peak of specularity during the
drying of the pavement surface. The rain on road surface has then an impact and this kind of
experimental studies are important to derive models. We mention the ongoing French national
project REFLECTIVITY whose objective is to derive such models.

199



[L2.5] Definition of interfaces and simulation environment

Figure 176: The coefficient S1 for different pavements after an inundated wet condition [33].

To take into account wavelength beyond the visible range, it is necessary to characterise the
reflection of objects in the SWIR range. We mention here the works done in [34] for a study on
the spectral reflectance characterisation of the road environment. Thanks to spectroscopy-based
measurements, different objects were characterised as shown in Figure 180.
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Figure 177: Spectral response and angular distribution reflection for different road objects (Source: CEREMA
[34]).
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An example of images generated by the simulator Pro-Sivic are done in Figure 179. We can
observe the effect of rain on the windscreen and on the road surface (specularity). Moreover, in
the figure 194, it is possible to evaluate the capacities of the existing AI-based systems involving
GAN, auto-encoder, Transformers to significantly improve the quality of synthetic images even
in degraded conditions with rain and fog.

Figure 178: Rain and snow effect in simulated images of Pro-Sivic (specular reflection on wet materials, drops on
windscreens and snow on roads) - (source UGE)

Figure 179: Rain drops effect in Pro-SIVIC on the camera optical part (source UGE).
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3.10 Evaluation and assessment

In the context of autonomous vehicle (AV) development, it’s crucial to differentiate between
simulation and simulator. Simulation refers to the process of modeling real-world scenarios and
interactions within a virtual environment, allowing for the testing and validation of AV systems
without physical prototypes. On the other hand, a simulator is the tool or platform used to
execute simulations, providing a virtual environment where AV algorithms can be tested and
evaluated. Simulator evaluation is covered in Deliverable 2.7, here we look at how simulation
can be used in an evaluation and certification process.

As the reliance on simulation grows in AV development, there arises a pressing need to
establish rules and guidelines governing its usage, particularly concerning the homologation of
embedded AI in AVs. Homologation, the process of certifying AVs for public road use, requires
rigorous testing and validation of AI algorithms that govern vehicle behavior. While simulation
offers benefits such as cost-effectiveness and scalability, its efficacy in ensuring the safety and
reliability of AI remains contingent upon the rules and standards imposed around its usage.

Therefore, it becomes imperative to establish clear rules and regulations outlining the criteria
for simulation-based homologation of AI in AVs. These rules should encompass factors such as
simulation fidelity, scenario diversity, validation methodologies, and transparency in simulation
results. By defining such rules, regulatory bodies and industry stakeholders can ensure that
simulation serves as a robust tool for homologating AI in AVs, contributing to the advancement
and safe deployment of autonomous technology on our roads.

3.10.1 Evaluation and Validation

The evaluation and validation of autonomous vehicles involve a comprehensive process that
encompasses various stakeholders (see 2.1.1.1), each playing a crucial role in ensuring the
safety, reliability, and compliance of these vehicles. This section provides the significance
of simulation in the overall evaluation and validation process, highlighting its importance in
ensuring the safety and reliability of autonomous vehicle systems.

There are some issues about the safety barrier validation standards for simulation. This
highlights the importance of adopting rigorous methodologies akin to those used in validating
safety barriers for real-world applications. Just as safety barriers undergo rigorous risk assess-
ment to ensure their effectiveness in mitigating potential hazards, simulation tools must also
undergo thorough risk analysis. This involves identifying potential failure modes, assessing
their likelihood and consequences, and implementing measures to mitigate risks. By aligning
simulation validation with safety barrier standards, manufacturers can ensure that simulation
tools effectively address safety concerns in AV development. Safety barriers are for example
subjected to various performance tests to evaluate their ability to withstand impact forces and
protect against vehicle collisions. Similarly, simulation tools must undergo performance testing
to assess their accuracy, reliability, and robustness in replicating real-world scenarios. This in-
cludes validating simulation results against empirical data and conducting sensitivity analyses
to identify potential weaknesses. By adhering to performance testing standards, manufacturers
can enhance confidence in the predictive capabilities of simulation tools. Safety barrier vali-
dation standards often involve verifying compliance with regulatory requirements and industry
standards. Similarly, simulation tools must comply with relevant regulations and guidelines
governing AV development and testing. This includes ensuring that simulation methodologies
align with established best practices, safety standards, and ethical considerations. By aligning
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with compliance verification standards, manufacturers can demonstrate the integrity and relia-
bility of simulation tools for AV type-approval. Safety barrier validation standards emphasise
the importance of continuous improvement and adaptation to changing conditions. Similarly,
simulation tools must evolve to address emerging challenges and advancements in AV technol-
ogy. This requires ongoing research and development to enhance simulation accuracy, incorpo-
rate new features, and address emerging safety concerns. By embracing a culture of continuous
improvement, manufacturers can ensure that simulation tools remain effective and relevant in
an evolving AV landscape.

Another safety issue is the access to expected behaviour and undesirable behaviour. This
is vital for ensuring the safety and security of autonomous vehicle (AV) systems and, unfortu-
nately, simulation is not always the best way to solve this problem. AV systems are designed to
operate in a predictable and reliable manner, adhering to predefined rules, regulations, and oper-
ational design domains (ODDs). Access to expected behaviour involves defining and validating
the behaviours and responses that AVs are expected to exhibit under normal operating condi-
tions. This includes adherence to traffic laws, safe driving practices, and appropriate responses
to environmental stimuli. By ensuring that AVs consistently demonstrate expected behaviour, it
is possible in theory to enhance safety and build trust among passengers, pedestrians, and other
road users. But despite rigorous design and testing, AVs may encounter unforeseen scenarios
or edge cases that challenge their ability to operate safely. Access to undesirable behaviour
involves identifying and mitigating instances where AVs deviate from expected behaviour or
exhibit unsafe actions. This includes detecting and addressing potential failure modes, edge
cases, and system vulnerabilities that could compromise safety or security. By proactively
addressing undesirable behaviour, engineers can reduce the risk of accidents, collisions, or ma-
licious exploitation of AV systems. So access to expected and undesirable behaviour is essential
for safety and security assurance in AV systems. It enables to validate the robustness and re-
liability of AV algorithms, perception systems, and decision-making processes under diverse
scenarios and conditions. By systematically testing and evaluating expected and undesirable
behaviours, It can be possible to identify potential risks, weaknesses, and vulnerabilities in AV
systems, allowing for timely remediation and enhancement of safety and security measures. Ac-
cess to expected and undesirable behaviour requires continuous monitoring and improvement
throughout the development life-cycle of AV systems. This involves leveraging data analytics,
machine learning, and real-world feedback to refine AV algorithms, update operational policies,
and enhance system resilience against emerging threats or challenges. By embracing a culture
of continuous improvement, engineers can ensure that AVs evolve to meet evolving safety and
security standards, maintaining public trust and confidence in autonomous technology.

3.10.1.1 Use of Simulation in the Design Process

Simulation plays a crucial role in the design process of autonomous vehicles, offering a
virtual environment to test and validate various aspects of the system before physical prototypes
are built. By utilising simulation, manufacturers can accelerate the development cycle, reduce
costs, and ensure the safety and reliability of autonomous systems. Here are some key areas
where simulation is utilised in the design process:

1. Algorithm Development: Simulation allows engineers to develop and refine algorithms
for perception, decision-making, and control in a controlled environment. By simulating
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different scenarios and edge cases, developers can iteratively improve algorithm perfor-
mance and robustness.

2. Sensor Fusion and Perception: Autonomous vehicles rely on sensor data from cameras,
LIDARs, radars, and other sensors to perceive their surroundings. Simulation enables
testing of sensor fusion algorithms and perception systems under various conditions, in-
cluding different lighting, weather, and traffic scenarios.

3. Vehicle Dynamics and Control: Simulation allows engineers to model and simulate ve-
hicle dynamics, including acceleration, braking, and steering behaviour. By accurately
representing the vehicle’s physics in simulation, developers can fine-tune control algo-
rithms and optimize vehicle performance.

4. Human-Machine Interaction: Simulation is used to evaluate human-machine interac-
tion (HMI) systems within autonomous vehicles, including user interfaces, displays, and
communication systems. Designers can assess usability, accessibility, and safety aspects
of HMI systems through simulated user interactions.

5. Scenario Testing and Validation: Simulation enables the creation and testing of diverse
driving scenarios, including normal driving conditions, emergency manoeuvres, and edge
cases. By simulating thousands of scenarios, developers can validate the system’s be-
haviour and identify potential failure modes or safety risks.

6. Robustness and Fault Tolerance: Simulation is used to assess the robustness and fault
tolerance of autonomous systems against failures or unexpected events. By introducing
faults or perturbations in simulation, developers can evaluate the system’s ability to detect
and recover from errors autonomously.

7. Regulatory Compliance: Simulation is instrumental in demonstrating regulatory com-
pliance and safety certification of autonomous vehicles. Manufacturers can use simula-
tion results to provide evidence of system performance and safety to regulatory authori-
ties.

3.10.1.2 Perception AI

Evaluation of perception AI algorithms is critical in ensuring the safe and reliable operation
of autonomous vehicles. This assessment primarily focuses on the algorithm’s ability to accu-
rately interpret sensor data and detect objects in the vehicle’s environment. Several key factors
are considered in this evaluation process.

The first is to isolate perceptual AI and test it directly on the basis of data (data which is
supposed to be representative of what is captured before processing by the sensors) in relation
to given tasks. This is a classic approach to AI evaluation that is not specific to the automotive
industry. The second is to simulate the perception organs in a simulator, and to simulate the
vehicle in a complementary way.

For the first type of evaluation, before the process begins, it’s essential to have a compre-
hensive dataset representing a wide range of scenarios. This dataset should include various
environmental conditions, such as different times of day, weather conditions, and complex traf-
fic situations. Each data point in the dataset should be meticulously annotated (see PRISSMA
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deliverable 1.6) to provide ground truth information about the objects and their characteristics.
The quality and diversity of the dataset significantly impact the algorithm’s performance. In the
second case, it will be important to master the scenario generation process to cover the same
thing. In fact the perception AI algorithm’s evaluation must consider a variety of environmental
factors, such as varying light conditions (day, night, and different weather conditions), occlu-
sions (e.g., by other vehicles or objects), and challenging scenarios (e.g., construction sites or
crowded urban areas). Robustness in adverse conditions is essential for the safe operation of
autonomous vehicles. To calibrate the simulator, and in particular the models, to this variety
of environmental factors, it will be important to rely on the ground truth derived from tests on
real environments. While simulation provides a controlled environment for testing, real-world
testing is crucial for validating the algorithm’s performance. Real-world testing allows for the
validation of the algorithm’s behavior in unpredictable and dynamic environments. It provides
insights into how the algorithm performs under real-world conditions and its ability to adapt to
new and unforeseen situations. Theses insights are perfect for the calibration of a simulation
framework.

Another point of interest is the sensor fusion. Autonomous vehicles rely on a combination
of sensors, including LiDAR, radar, cameras, and ultrasonic sensors. The evaluation process
must consider how well perception AI algorithms integrate and interpret data from these differ-
ent sensors. Sensor fusion techniques play a vital role in combining information to generate a
comprehensive understanding of the vehicle’s surroundings.

It’s important to distinguish the tasks that AI must perform for perception, the test protocol
must be adapted to each task to be evaluated. Some common tasks:

• Object detection is a fundamental task for perception AI algorithms. The evaluation pro-
cess should assess the algorithm’s ability to accurately detect various objects, such as
vehicles, pedestrians, cyclists, and static obstacles.

• Semantic segmentation involves classifying each pixel in an image to a specific object
class. This capability is crucial for understanding the surrounding environment accu-
rately. During the evaluation, the algorithm’s performance in semantic segmentation
should be assessed, ensuring that it can differentiate between different types of objects
and the background.

• Instance segmentation takes semantic segmentation one step further by distinguishing
between individual objects of the same class. This is particularly important in complex
scenarios where multiple objects of the same class are present. The evaluation process
should determine the algorithm’s ability to perform accurate instance segmentation.

• Reliable metrics must be associated with each of these tasks. Several classical perfor-
mance metrics are used to evaluate perception AI algorithms, including:

– Accuracy: The overall correctness of object detection and classification.

– Precision: The ratio of true positive detections to the sum of true positives and false
positives.

– Recall: The ratio of true positive detections to the sum of true positives and false
negatives.
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– F1 Score: The harmonic mean of precision and recall, providing a balance between
the two.

– Intersection over Union (IoU): Measures the overlap between the predicted bound-
ing box and the ground truth.

– etc (see PRISSMA deliverable 2.3)

When it comes to choosing a simulation framework for this kind of evaluation, we rec-
ommend systems with very good sensor models (such as Pro-SiVIC, SCANeR, ANSYS Tool
Chain, ...), or at least a model for each on-board sensor used for perception. But also with a
simulator able of generating realistic weather conditions like CARLA, Pro-SIVIC, SCANeR,
AirSIM, AutonoVi-SIM... (the best being to be able to simulate the interaction between weather
degradation and sensor performance). All this while keeping rendering performance as realistic
as possible (and if possible without exploding efficiency in terms of cost) by avoiding rather
poor engines like Ogre3D for example. In a great part of the simulation environment, the used
graphical engine is either Unreal Engine v5, or Unity. Pro-SiVIC has it own extended graph-
ical engine called mgEngine (build from OpenGL library). The section 3.4.1 provides more
explanation and interesting references about the current state of the simulation environments.

3.10.1.3 Decision AI

One crucial aspect of evaluating and certifying AI embedded in autonomous vehicles is the
validation of decision-making AI algorithms. This involves assessing their ability to generate
safe and efficient driving maneuvers across diverse scenarios. Simulation plays a pivotal role in
this process. Through simulation, various scenarios, including both routine and edge cases, can
be recreated and tested. The validation process typically includes the following steps:

1. Scenario Generation: Diverse driving scenarios are created, including normal driving
conditions, complex urban environments, adverse weather, and unforeseen situations.

2. Testing AI Performance: The AI algorithms are then subjected to these scenarios to
evaluate their decision-making processes. Performance metrics such as response time,
adherence to traffic laws, and the ability to avoid collisions are measured.

3. Iterative Improvement: Based on the results obtained, the algorithms are refined and
optimised. This iterative process helps enhance the AI’s capability to make decisions in
various situations.

4. Regulatory Compliance: The final step involves ensuring that the AI algorithms comply
with the regulatory standards set for autonomous vehicles. Certification is obtained only
when the algorithms consistently demonstrate safe and efficient decision-making abilities
across diverse scenarios.

To accomplish this, we can utilise various advanced simulation frameworks, such as CARLA
(Car Learning to Act), Gazebo, LGSVL, Pre-Scan, Pro-sivic, IPG Carmaker, SCANeR. These
simulation platforms offer different features and advantages.

The special feature of AI evaluation of decision-making is its centrality within systems of
systems. In fact, they are not directly linked to the initial information gathering (perception
task), but only to the analysis that may follow (often after an information fusion level). Nor are
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they the final output level, which falls to the actuator control part. This subsystem is therefore
highly dependent on the inputs coming from perception and the applications of their outputs in
the actuator control level, making the isolation of this block all the more complex. Classically,
there are two approaches to successfully evaluating this module despite this difficulty. The first
is to make the perception part ”perfect” but not realistic (bypassing realistic sensor modules, for
example, and sending exact scenario information from the simulator) and the control part (re-
duced to very simple models such as the bicycle model, and not AI-based). This is particularly
useful in the AI design phase. The second, more realistic approach is to look at the vehicle as
a whole (with each module representing the most realistic subsystems possible) and evaluate
on the vehicle’s global metrics, taking the risk of not knowing whether the potential wrong (or
right) decision comes from the decision module. Of course, we can also monitor the inputs and
outputs of the decision module to try and provide more information. This requires information
systems that provide easy access to the vehicle’s internal information. You should therefore
favour simulators that provide the best possible access to these internal data (CARLA, Gazebo,
PreScan, SCANeR, IPG, Pro-SiVIC...) and avoid those with more partial access (RoadView,
Vissim, Sumo, etc.) and more focus on micro simulation of traffic.

The advantage, however, is that in absolute terms, all you need is input information that is
representative of what a perception module could provide. So for the decision module evalua-
tion, aspects such as sensor module viability, rendering performance, physics engine, weather
simulation... will not be priorities if you can decouple it from the perception and control aspect.
On the other hand, you’ll need to achieve maximum scene diversity and avoid simulators that
are rather poor in this respect (AutonoVi-Sim, AirSim, Udacity...). On the whole, you’ll need
to focus on the Scenario Generation aspect.

3.10.1.4 Control AI

AI-assisted actuator control is undoubtedly in the minority when compared with the use of
AI for perception. There are, however, current examples, such as the adaptation of night lighting
to road conditions and a number of new applications, such as dynamic suspension adaptation,
are beginning to appear.

In this particular context, the main simulator features to be favoured are the physical models
linked to vehicle mechanics and the physical engine. The actuator control algorithms work
directly on the mechanical parts of the vehicle responsible for acceleration, braking, suspension,
vehicle stability, trajectory adherence etc. These are the aspects that will be important to model
correctly in the simulation system.

When choosing a simulation platform, it is therefore important to ensure that the mechanical
functionality controlled electronically by the AI is modelled in a representative way, and this
will be the main aspect of platform choice.

3.10.2 Certification - Technical Service & OQA

3.10.2.1 Audit

Audit constitutes a fundamental aspect of the evaluation and certification process for au-
tonomous vehicles. The guidelines for ADS validations (NATM [138]) defined at the UNECE
specifies to apply a multi-pillar approach, and audit is one of those pillars with simulation, track
testing, real world testing and in-service monitoring. Moreover, simulation is not yet a test
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method adopted for the technical service to test the system for the type approval. But simu-
lation and all virtual testing methods are validation elements that a technical service can audit
during the type-approval process. The regulation UE 2022-1426 [139] for ADS type-approval
defines the principles for credibility assessment for using virtual tool-chain in ADS validation
in part 4 of annex III. In fact, since AI-based systems are generally black-boxed at the time of
certification, it would be impossible to certify them without auditing the manufacturer’s process.
It involves a comprehensive examination of various facets of the system’s creation.

Simulation and Modelling Audit focuses on assessing the capability, accuracy, correctness,
usability, the fit for purpose [139], fidelity, and reliability of simulation tools used in the devel-
opment and testing of autonomous vehicles. Engineers scrutinise the simulation environment,
verifying its ability to replicate real-world scenarios accurately. Demonstration of simulator
qualification through audits and real-world validation is a critical aspect of ensuring the reli-
ability and accuracy of simulation tools used in the development and testing of autonomous
vehicles (AVs). Audits play a crucial role in assessing the quality and reliability of simula-
tion tools. Through comprehensive audits, engineers evaluate various aspects of the simulator,
including its fidelity, accuracy, and adherence to industry standards. By conducting audits,
manufacturers can ensure that simulators meet the necessary criteria for accurately representing
real-world scenarios, thereby enhancing confidence in the results generated by the simulation.
While simulation provides a controlled environment for testing, real-world validation is indis-
pensable for confirming the accuracy and reliability of simulation results. Real-world validation
involves comparing the performance of AVs in simulated scenarios with their performance in
actual driving conditions. This validation process helps identify any discrepancies between sim-
ulation and reality, allowing engineers to refine simulation models and improve their predictive
capabilities. The demonstration of simulator qualification involves showcasing the results of
audits and real-world validation to stakeholders, including regulatory authorities, industry part-
ners, and the public. By providing evidence of simulator reliability and accuracy through audits
and real-world validation, manufacturers can instil confidence in the simulation tools used for
AV development and testing. The process of demonstrating simulator qualification is not a
one-time effort but rather an ongoing endeavour. Manufacturers must continuously monitor
and improve simulation tools based on feedback from audits and real-world validation. This
iterative process ensures that simulators remain up-to-date and capable of accurately represent-
ing evolving real-world scenarios encountered by AVs. Additionally, the audit evaluates the
modelling techniques employed, ensuring they capture the nuances of vehicle behaviour, sensor
interactions, and environmental dynamics faithfully. It can apply a virtual tools assessment if
the autonomous vehicle development relies heavily on virtual tools, including software frame-
works, development environments, and simulation platforms. During the audit, these virtual
tools undergo rigorous scrutiny to assess their functionality, usability, and compatibility with
the overall system architecture. Engineers evaluate the capabilities of these tools in facilitating
design, testing, and validation tasks, ensuring they meet the requirements of the development
process effectively. Moreover, the regulation EU 2022 1426 [139] also requires that the en-
gineer team experience shall be audited. In the future, specific training programs should be
created to certify the ability of engineers to use simulation tools with efficiency and rigour.

Auditing databases for machine learning algorithms constitutes a critical step in the evalua-
tion and certification of autonomous systems. This process aims to ensure the integrity, quality,
and relevance of the data used to train and feed the machine learning models that underpin de-
cisions made by autonomous vehicles. The audit of databases begins with an assessment of the
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quality of available data. This involves verifying the accuracy, reliability, and consistency of the
data, as well as identifying any potential biases that may affect the model’s performance. Raw
data may require preprocessing before being used to train a machine learning model. The audit
examines the preprocessing methods used, such as imputation of missing values, normalisation
of data, and handling of outliers, to ensure they preserve the integrity and representativeness
of the data. The audit also evaluates the feature selection process, which involves identifying
relevant variables for model training. This includes analysing the importance of features, di-
mensionality reduction, and validating the adequacy of selected features relative to the problem
to be solved. To assess the performance of the machine learning model, the audit typically
includes cross-validation of the data. This involves dividing the dataset into training and test
sets, then comparing the model’s predictions with actual values to evaluate its accuracy and
generalisation. The audit also examines the interpretability of the machine learning model, i.e.,
its ability to explain its predictions in an understandable manner. This may include analysing
the weights assigned to features, visualising the model’s decisions, and identifying factors that
influence its predictions. Finally, auditing databases for machine learning algorithms focuses
on detecting and managing potential biases in the data and models. This includes identifying
sources of bias, implementing bias mitigation techniques, and validating the fairness and inclu-
sivity of the model across different demographic groups.

The audit process also entails verifying compliance with regulatory standards, industry best
practices, and internal guidelines. Engineers review documentation, procedures, and processes
to ensure alignment with applicable regulations and safety standards. Additionally, the audit as-
sesses the adequacy of risk management practices, contingency plans, and mitigation strategies
to address potential safety and security concerns.

A critical aspect of the audit is the evaluation of system performance against predefined
criteria and specifications. Engineers conduct comprehensive tests and analyses to assess the
system’s capabilities, reliability, and robustness under various operating conditions. Perfor-
mance metrics such as accuracy, response time, and failure rates are scrutinised to ensure they
meet the required standards for safety and functionality.

Throughout the audit process, meticulous documentation review is conducted to ensure com-
pleteness, accuracy, and traceability of information. Engineers examine technical documenta-
tion, test reports, validation results, and compliance records to verify compliance with doc-
umentation requirements. Additionally, documentation related to system architecture, design
decisions, and change management processes is assessed to ensure transparency and account-
ability in the development process.

All aspects of auditing will be developed in WP6 deliverables, but it was important to recall
the main principles here

3.10.2.2 Testing for Certification and type-approval

In the pursuit of type-approval of autonomous vehicles, the process of evaluation and vali-
dation relies heavily on testing. Simulation testing is an essential pillar of this work for several
fundamental reasons:

• Scenario Variety: Autonomous vehicles must safely navigate through a multitude of sit-
uations and environments. Simulation allows the generation and testing of a wide variety
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of scenarios, including rare or extreme cases that may be difficult or dangerous to repli-
cate in real-world tests. This ensures that AVs are prepared to handle a diverse range of
driving conditions, which is crucial for obtaining certification or type-approval.

• Cost and Safety: Real-world road tests or tests on tracks are expensive, time-consuming,
and can pose safety risks for operators and other road users. Simulation reduces these
costs and risks by providing a safe and controlled virtual environment to assess AV per-
formance. This allows manufacturers to conduct a much higher number of tests and
iterations, thereby speeding up the validation process.

• Flexibility and Repeatability: Simulation offers unmatched flexibility and repeatability
compared to real-world and track tests. Engineers can easily modify test parameters and
conditions, repeat scenarios precisely, and compare AV performances (and especially AI
behaviour) under identical conditions. This enables quick identification and resolution of
performance and safety issues, helping to ensure that AVs meet the strictest Requirements.

• Safety System Validation: AVs must be equipped with robust safety systems to detect
and respond to hazardous situations on the road. Simulation allows for the validation of
these safety systems in representative virtual environments, testing their ability to detect
obstacles, avoid collisions, and make safe driving decisions. This ensures that AVs meet
the required safety standards for type-approval.

But to implement these simulation tests, the following aspects need to be mastered:

• Appropriate sampling : Testing sampling involves selecting representative scenarios
and conditions to evaluate the performance of autonomous vehicles within its ODD and
at the ODD boundaries. It is essential to ensure that the selected samples cover a diverse
range of situations encountered in real-world driving scenarios. Simulation provides a
valuable tool for generating and refining testing samples, allowing engineers to simulate
rare or extreme events that may be challenging to encounter during real-world testing.
Mastering sampling of virtual testing is also an efficient way to prove coverage of all
ODD and OEDR conditions.

• type-approval test cases Systematic tests are designed to evaluate specific aspects of
autonomous vehicle performance in a controlled and repeatable manner. These tests aim
to assess the vehicle’s capabilities in various scenarios, such as lane-keeping, obstacle
avoidance, and emergency braking. By systematically varying parameters and conditions,
engineers can thoroughly evaluate the robustness and reliability of autonomous systems.

A rerunning simulation protocol is also needed. Rerunning simulations is often necessary dur-
ing the homologation process to validate the performance of autonomous vehicles under differ-
ent conditions. As testing samples evolve and new scenarios emerge, engineers may need to re-
run simulations to ensure that vehicles meet regulatory standards and safety requirements. This
iterative process of simulation and validation plays a crucial role in achieving type-approval for
autonomous vehicles.

And the most important thing is to keep a link with real tests (whether on real roads or on
the track). It’s important to remember that, despite the strengths of simulation, the represen-
tativeness of tests can never be guaranteed (only real-life tests can), and you’ll always need to
keep some ground truth to calibrate the simulator modules. Simulation (especially HIL and
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VIL) must serve as a bridge between virtual and real-world testing environments, facilitating
the transition from simulated scenarios to real-world tests. While simulation provides a con-
trolled environment for testing and validation, real-world tests offer insights into how vehicles
perform in dynamic and unpredictable conditions. The correlation between simulation and
real-world tests ensures that findings from simulated scenarios can be validated and verified in
real-world driving scenarios. Talking about the different levels and types of simulation, there are
some concerns regarding the absence of reference frameworks for Model-in-the-Loop (MIL),
Software-in-the-Loop (SIL), Hardware-in-the-Loop (HIL), and Vehicle-in-the-Loop (VIL) test-
ing methodologies are paramount in the context of autonomous vehicle (AV) development. The
lack of established reference frameworks poses several challenges for AV developers:

• Standardisation: Without reference frameworks, there is a lack of standardised method-
ologies and practices for conducting MIL/SIL/HIL/VIL testing. This inconsistency ham-
pers interoperability and comparability across different testing environments, making it
difficult to assess the reliability and effectiveness of AV systems.

• Quality Assurance: The absence of reference frameworks raises concerns about the qual-
ity and reliability of testing outcomes. Without standardised procedures and metrics, there
is a risk of inconsistency and bias in test results, undermining confidence in the validity
of testing outcomes and hindering the identification of potential issues or shortcomings
in AV systems.

• Efficiency and Effectiveness: The lack of reference frameworks can lead to inefficiencies
in testing processes, as developers may need to devise ad-hoc methodologies and criteria
for conducting MIL/SIL/HIL/VIL tests. This can result in increased time and resources
spent on testing activities, potentially delaying the development and deployment of AV
systems.

• Risk Management: Inadequate reference frameworks may exacerbate safety and security
risks associated with AV development. Without established best practices and guidelines,
there is a heightened risk of overlooking critical safety considerations or vulnerabilities
in AV systems, posing potential hazards to road users and infrastructure.

Addressing concerns regarding the lack of reference frameworks for MIL/SIL/HIL/VIL test-
ing requires concerted efforts from industry stakeholders, regulatory bodies, and research insti-
tutions. Establishing standardized methodologies, metrics, and guidelines for conducting these
tests is essential to ensure consistency, reliability, and effectiveness in AV development and val-
idation. By promoting the adoption of reference frameworks like the PRISSMA one, the AV
industry can mitigate risks, improve testing efficiency, and accelerate the safe deployment of
autonomous technology on public roads.

A further point of interest in the use of simulation testing in the validation principle is the
integration of sensors into Hardware-in-the-Loop (HIL) testing. HIL testing involves simulat-
ing the vehicle’s electronic control unit (ECU) and surrounding environment in a controlled
laboratory setting, allowing engineers to test the functionality and performance of AV compo-
nents without the need for physical prototypes or real-world testing. Integrating sensors into
HIL testing enables engineers to assess how AV systems interact with sensor inputs and make
decisions based on real-world data(see deliverable 2.7). In fact HIL testing involves emulat-
ing the behavior of sensors such as LIDAR, radar, cameras, and ultrasonic sensors within the
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simulated environment. This emulation replicates the sensor outputs that the AV’s perception
system would receive in real-world driving scenarios, allowing engineers to test how the AV
responds to different sensor inputs. And also, AVs typically rely on sensor fusion algorithms
to combine data from multiple sensors and generate a comprehensive understanding of the ve-
hicle’s surroundings. Integrating sensors into HIL testing enables engineers to validate sensor
fusion algorithms by feeding simulated sensor data into the AV’s perception system and eval-
uating its ability to accurately perceive the environment. HIL testing allows manufacturers to
simulate a wide range of driving scenarios and environmental conditions, including challenging
situations that may be difficult to replicate in real-world testing. By integrating sensors into
HIL simulations, engineers can assess how AV systems respond to various scenarios, such as
adverse weather conditions, complex traffic environments, and sensor occlusions. HIL testing
also enables to inject sensor defaults and anomalies into the simulation to evaluate the AV’s
ability to detect and respond to sensor failures. Introducing sensor defaults enables to assess the
robustness and reliability of the AV’s perception system under adverse conditions. Integrating
sensors into HIL testing facilitates the validation and verification of AV systems in a controlled
and repeatable environment. Engineers can systematically test the performance of sensor-based
algorithms, verify compliance with functional safety standards, and validate the accuracy of
perception outputs against ground truth data.

In conclusion, testing sampling, systematic tests, the necessity of rerunning simulations for
the validation to be audited for the type-approval process, and the link between simulation
and real-world tests are essential aspects of evaluating and validating autonomous vehicles.
By leveraging simulation tools and methodologies, engineers can generate representative test-
ing samples, conduct systematic tests, and iteratively refine vehicle performance to meet type-
approval requirements. This iterative process of simulation and validation ensures the safety,
reliability, and regulatory compliance of autonomous vehicles.

3.10.2.3 Focus on Level 4 Shuttles

The validation and the safety demonstration of Level 4 autonomous shuttles poses unique
challenges distinct from traditional vehicle type-approval processes. Level 4 autonomy signi-
fies a significant advancement in autonomous vehicle technology, granting vehicles the capa-
bility to operate without human intervention within predefined operational domains. However,
the complexities of homologating these shuttles extend beyond their technical capabilities and
delve into various regulatory, safety, and operational considerations.

Type-approval of Level 4 shuttles necessitates a meticulous definition and validation of their
Operational Design Domains (ODDs). These ODDs delineate the specific conditions and envi-
ronments within which shuttles can safely operate autonomously. Ensuring the adequacy and
accuracy of ODD definitions is crucial to guarantee safe and effective shuttle operation.

With Level 4 shuttles operating without human intervention, safety measures and redun-
dancy systems become paramount. The type-approval process must rigorously evaluate the
effectiveness of safety mechanisms and redundant systems to mitigate potential risks and en-
sure passenger safety in diverse scenarios.

Level 4 shuttles interact with various entities, including pedestrians, cyclists, and other road
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users, particularly in shared spaces. The validation process must assess the vehicle’s ability to
detect and respond to the presence and behaviour of these entities, ensuring seamless and safe
interactions in dynamic urban environments.

Type-approval of Level 4 shuttles necessitates compliance with stringent regulatory require-
ments governing autonomous vehicle operation. Demonstrating adherence to applicable stan-
dards and regulations is essential to ensure that shuttles meet legal and safety prerequisites for
deployment on public roads or designated routes. Two regulations can be applied here:

• The European Regulation for Automated Driving systems type-approval, also called UE
[139] ADS (2022-1426)

• The French project of regulation for the Automated urban shuttle type-approval (NAVUR-
BAUT) [140]

Beyond technical capabilities, the success of Level 4 shuttles hinges on user experience and
public acceptance. Factors such as passenger comfort, ease of use, and public perception play
pivotal roles in determining the widespread adoption and integration of shuttle services into
existing transportation systems. Addressing these aspects in the homologation process is vital
to fostering user trust and confidence in autonomous shuttle technology.

In essence, homologating Level 4 shuttles requires a comprehensive approach that encom-
passes regulatory compliance, safety validation, operational testing, and user acceptance consid-
erations. By addressing these challenges effectively, the type-approval process plays a pivotal
role in facilitating the safe and seamless integration of Level 4 autonomous shuttles into urban
mobility ecosystems.
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4 Definition of a generic and adaptive PRISSMA simulation architecture (all partners)

4.1 Generic simulation framework proposed by AVS (POC 3)

The following is an example of a proposed generic and adaptive PRISSMA simulation archi-
tecture in the case of an integration with SCANeR Studios. The proposed architecture contains
a generic AI System Bridge that can be based of C++, Python, Simulink or RTMAPS in order to
host the AI system. This generic bridge would need to be modified case by case to cater to the
required output/input data as needed by the AI System. If needed, the AI System Bridge can uti-
lize Python to send and receive the requested data over the network via UDP/TCP. The Bridge
also has the ability to access any data over the SCANeR Network and SHM data protocol, as
well as send input data towards the same stream.

Figure 180: Proposed simulation architecture for SCANeR Studio (Source AVS)

It is also possible to recover the output video of UXDRender via an NDI video feed. The
NDI video feed is capable of being broadcasted to any machine connected on the local network.

It is also possible to integrate a ViL simulation, by integrating the Control Law to SCANeR
Studio. Evidently, this will also need to be catered and modified on a case by case situation,
recovering data either via UDP, C++, Simulink or even RTMaps. With SCANeR Studio, the
possibilities are endless, but planning would need to be done beforehand.

215



[L2.5] Definition of interfaces and simulation environment

Figure 181: Proposed generic simulation architecture (Source AVS)

Figure 181 proposes a generic PRISSMA Architecture for the POC 3 with AVS and UTAC.
The video feed would be extracted and fed into the AI system in order for it to make decisions.
RTMaps as well as the vehicle model would be implemented into the the control law in the case
of a ViL structure. RTMaps would ensure the real time working of the system and that there is
no latency between the two architectures. All information from the Sensors would be conveyed
via the local networks and recovered within the AI System bridge.

The analysis of the scenarios would be done externally, either by saving and exporting the
simulation data or via checkpoints/time markers. This analysis would thus then be processed
externally to see if the scenario is a success or not, or simply to just observe the behaviour of
the AI System.

4.2 Generic simulation framework proposed by UGE (POC 1)

In PRISSMA, from the implementation made for the POC 1, it appeared a clear generic
framework involving the different tools, models, and platforms defined in the previous sections
of this deliverable. It appeared too that propose a generic simulation framework is very complex
and needs to share this problem in sub-problems. From the global framework (non exhaustive)
presented in the figure 182 and proposed by UGE, we have an overview of this complexity. in
order to be more understandable, a simpler generic framework has been proposed in the figure
183. A part of this framework has been used and implemented in the POC 1 (figure 184). It is
interesting to emphasise that similar functions and tools with different complexities appear in
this framework. It is the case for the traffic generation and management. With low density traffic
situation, it is recommended to use the models (vehicles, 2 wheels, and pedestrians) proposed
in the simulation platform (in our case Pro-SIVIC). In this condition, each vehicle (generally
limited to 15 till 20 vehicles) can be controlled by a specific decision-making and path planning
algorithm implemented as a package or a DLL in the application environment (RTMaps). In
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the case of a very dense traffic with a couple of hundred vehicles, it is recommended to use
a dedicated simulator (Traffic generation tool in the generic framework). Of course, both can
be used in same time. We favor the complex and dynamic model in Pro-SiVIC for the ego-
vehicle, and the traffic simulator for populating the environment with simpler evolution models
(i.e. IDM).

Figure 183: Simplified generic simulation framework proposed and developed by UGE (Source: UGE)

Figure 184: Implementation of the POC 1 simulation platform (Source UGE)
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Figure 185: Proposal of a Driving Simulation architecture from the generic framework proposed by UGE (Source
UGE)

Figure 186: Proposal of an Automated Vehicle Simulation architecture from the generic framework proposed by
UGE (Source UGE)
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Figure 187: Proposal of a Connected and Automated Vehicle Simulation architecture from the generic framework
proposed by UGE (Source UGE)

Figure 188: Proposal of a Connected and Automated Vehicle Simulation architecture from the generic framework
proposed by UGE (Source UGE)
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Figure 189: Proposal of a Distributed Connected and Automated Vehicle Simulation architecture from the generic
framework proposed by UGE (Source UGE)

Figure 190: Proposal of a Vehicle in the Loop architecture involving AV simulator and application environment
from the generic framework proposed by UGE (Source UGE)
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The figure 191 presents a complex architecture merging a simulation framework, a dynamic
and immersive platform (CKAS, Zoé cabin, dashboard, sound, steering wheel and force feed-
back, ....), and the real automated Zoé Renault. This platform is called ImPACT 3D and is
developed by UGE under the responsibility of Dominique Gruyer. In this architecture, the first
ego vehicle is controlled by using API and control law using the external vehicle dynamics
implemented in an external tool or library (DLL). The control laws generate orders used by
the CKAS motion system. The simulation engine provides the rendering of the road scene
using the Digital Model of the Satory test tracks. The second ego-vehicle corresponds to the
real automated Zoé Renault moving on the real Satory test tracks. The embedded RTK GPS
and INS/Odo sensors provides the reference about the second ego-vehicle state vector in order
to control the virtual second ego-vehicle (avatar) in the simulation environment. Concerning
the first ego-vehicle, the state vector is sent to the real ego-vehicle in order to provide an aug-
mented reality usable by the embedded application environment. In this real environment, the
LiDAR data and the camera images are augmented and enriched with the projection of the vir-
tual ego-vehicle. In both real vehicle and simulation platform, it is possible to put in the loop
2 real drivers. The synchronisation of the different part of this distributed platform is done
by using of PTP and NTP. NTP used for synchronisation at the application level. NTP has a
coarse-level granularity, and a lack of synchronisation guarantee requirement. But it is enough
to synchronise the computers and applications in the real ego-vehicle. NTP is mainly a software
synchronisation. PTP is a hardware synchronisation system used for accurate synchronisation.
PTP is used for critical applications and deletes the network and equipment delay and jitter in
the time accuracy.
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Figure 191: Proposal of an Interconnected platform as the concept of ImPACT 3D. ImPACT 3D is developed by
UGE and will work in real time with a real proprtype on the test track and a dynamic and immersive simulation
platform. This distributed, interconnected, and dynamic platform relies on the generic framework proposed by
UGE (Source UGE)

Figure 192: Impact 3D: an interconnected platform with dynamic and immersive platform and real automated
vehicle (Source UGE)
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4.3 Generic simulation framework proposed by Inria (POC 4)

The figure 193 presents the ROS-based framework from POC 4. ROS, short for Robot Oper-
ating System, is a flexible, open-source framework designed for robot software development. It
provides a modular structure, enabling complex systems to be divided into simpler, independent
components, each responsible for a specific task. ROS offers a wide range of libraries and tools
that simplify tasks such as message passing, service calls, and hardware abstraction. Communi-
cations through ROS are based on messages with standardised types, for example LiDAR point
clouds are exchanged using built-in PointCloud2 type and frame transforms and coordinates are
exchanged using built-in TransformStamped type on the standard /tf topic. If required, custom
types can be defined and used in the same way. Latest versions of ROS (ROS2) is built on top
of DDS (Data Distribution Service), an industry standard for real-time communication.

This framework comes with the constrain of using ROS librairies and ROS message types.
However, it is possible to use bridges to interface an existing simulator or ADS with ROS.
POC4 used Gazebo, which natively supports ROS, but other simulators like Carla offer bridges
and tools to interface with it. Additionally, in the case of the simulator, only required data
like LiDAR point clouds, camera images, and vehicle state data are exchanged with other com-
ponents, reducing the complexity of the interface. More generally, every component of the
framework (e.g. simulator, perception system, scenario manager, ground truth generator) is
compartmentalised and can be replaced by a different implementation as long as it respects
the same interface. This allows for easy integration of new components and tools, and for the
framework to be adapted to different use cases and requirements.

An other key aspect of the framework is the use of ROS bags for data recording and replay.
The recording tool automatically subscribes to any desired topics and records all exchanged
messages to a bag file. Reception of messages is timestamped and included with the message
data in the bag file. Timestamps are used when replaying the bag file to simulate the scenario
in the same chronological order. Additionally, message data is automatically serialised and
compressed for efficient storage. ROS bags are a versatile tool for data recording and replay,
during the following evaluation of the scenarios, bags using the common interface but from
heterogeneous implementations of the framework can be used together. Configurations of the
framework can be saved in the bags to adjust the evaluation while the data across the bags is in
the same type and format.
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Figure 193: ROS-based framework from POC 4, rounded boxes represent key components of the framework, they
are grouped under categories in dashed boxes. Arrows represent key messages exchanged between components.
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5 Advice, recommendations, issues, challenges, future developments

This section tries to provide, from the different studies, developments, and implementations
made in PRISSMA, a set of advice, recommendations, issues, challenges, and future develop-
ments regarding simulation environments, platforms, tools, and models for the evaluation and
validation of automated mobility systems:

5.1 Advice and Recommendations

• High-fidelity simulation environment: it seems to be relevant to invest in real-time high-
fidelity simulation environments that accurately replicate real-world conditions to ensure
realistic testing of automated mobility systems. The realism and fidelity aspects in simu-
lation environments are essential and simulation environments should accurately replicate
real-world conditions to ensure that the behaviour of automated mobility systems can be
realistically evaluated. This includes factors such as road conditions, weather, traffic,
pedestrian behaviour, and sensor data.

• The collaboration between industry partners, research institutions (and pool of end users,
beta testers, citizens), and regulatory bodies is essential in order to establish common
standards and best practices for simulation-based testing will be mandatory.

• In order to develop a large and extended community of developers around these topics of
virtual evaluation and validation, it seems relevant to develop and to share open-source
simulation platforms and tools to foster collaboration, innovation, and knowledge sharing
within the research community.

• A lot of simulation platforms claiming the generation of high fidelity and sensor realistic
data exist. Nevertheless it seems mandatory to guarantee the quality and reliability of
these processes of simulation-based testing. It is essential to ensure that simulation results
are validated against real-world data and scenarios. It is mandatory to provide some
procedures allowing to apply formal proof.

• Propose a global strategy for the data , ground truth, and DataSets generation for the
training, evaluation, and validation of applications and components involved in the design
and the development of automated driving systems and services.

• As presented in the Deliverable D2.8 of PRISSMA, it is important to invest in the scenario
definition, generation, and validation in order to guarantee to cover the sets of scenarios
defined in regulations (EURONCAP and EU ADS), the nominal scenarios and also criti-
cal scenarios involving rare events and situations. This aspect includes the simulation of
cyber-attacks and of events called ”black swans” (event with a probability of occurrence
close to 0).

• A simulation environment needs to guarantee capabilities of Customisation and Flexibil-
ity. Indeed, different use cases and scenarios could require different simulation setups.
A good simulation platform should allow for easy customisation and configuration of
scenarios, traffic patterns, road layouts, and environmental conditions.

• Validation and Verification Tools are mandatory for effective validation and verification
process. These tools are necessary for assessing the performance and safety of automated
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mobility systems. This includes tools for analysing simulation results, identifying edge
cases, and assessing the robustness of AI algorithms.

• Open Standards and Interoperability are essential to develop and to design generic sim-
ulation frameworks. To foster collaboration and innovation, simulation platforms should
adhere to open standards and support interoperability with other tools and platforms. This
enables researchers and developers to leverage existing models, datasets, and simulation
environments.

• Data Generation and Analysis are the core of the evaluation and validation processes (in
simulation, in controlled environment, and in open road environment). Simulation plat-
forms should support the generation and analysis of large quantities of data, including
sensor data, vehicle trajectories and state vector, application outputs, and system per-
formance results (from the using of KPIs and metrics). The evaluation and validation
processes are essential for training AI models, refining algorithms, and improving system
performance. Real-Time Simulation and Hardware-in-the-Loop Testing can offer Real-
time simulation capabilities to test real-time performance of automated mobility systems
with human in the loop (for level 3 and 4 of automation). Hardware-in-the-loop test-
ing, which involves integrating physical components such as sensors and actuators into
the simulation, can further enhance realism and accuracy (real physical movement of the
ego-vehicle and improved feeling of the human in the loop (i.e driver)).

• Simulation platforms should support regulatory compliance and safety assurance pro-
cesses by providing tools for documenting simulation results, conducting safety assess-
ments, and demonstrating compliance with industry standards and regulations.

• The field of automated mobility is rapidly evolving, and simulation platforms need to
evolve accordingly. Continuous improvement and updates, including the integration of
new technologies and methodologies, are essential for keeping simulation environments
relevant and effective.

5.2 Issues and Challenges

• Data Quality and Evaluation : Ensuring the quality and reliability of simulation data,
including sensor data and environmental conditions, can be challenging and may impact
the accuracy of simulation results. It is obvious that the next generation of simulation
platform will use AI-based methods in order to generate sensor-realistic data. Indeed, in
the majority of simulation engines currently on the market, sensor rendering uses physical
models that do not integrate AI. In addition, simulation engines or graphics engines do
not have AI, except for populating scenes and for managing the behaviour of dynamic
actors. This issue brings some challenges and a new issue about the performance and
the real quality evaluation of the data generated by AI-based simulation environment.
Some interesting studies already exist about this topic with the use of GAN, encoder,
Transformer approaches. Nevertheless, it will be mandatory to provide in the same time
a set of scores and metrics allowing to evaluate and to label the simulated data in order,
for these data, to be usable in a training, evaluation, and validation process.

• Computational Complexity: Simulating large-scale scenarios with multiple automated
vehicles, a large set of complex sensors (embedded and on the infrastructure), a large
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set of disturbances (adverse and degraded weather conditions, light and shadows effects,
reflection, ...), and complex traffic patterns requires significant computational resources
and may introduce scalability challenges. Depending on the targeted use case and sys-
tem under test, it seems to be mandatory to develop distributed and remote computational
resources and computers. The use of server centers (cloud and computer clusters with
high capacities of parallel and graphical computation (GPU farms)) will be mandatory
if we seek to manage large scale and very complex (in terms of components and actors)
environment (concept of metaverse with the Digital Shadows and Digital Models cov-
ering not only a local and short range area but a large area like a city, a long distance
highway, or a region or a country). In these conditions, several issues will need to be
addressed and managed like the synchronisation of the components, elements, and mod-
els distributed in a cluster of computers allowing to manage a distributed ”world” twin
(currently called a metaverse). The main challenge consists to share the simulation and
simulation elements/components on several computers or clusters of computers and to
manage accurately and efficiently the data flow propagation with a high level of perfor-
mance for the time management and synchronisation constraints. Indeed, the world has
it own high frequency operating and each components (sensors, PDI, ...) have their own
frequencies based on the world reference (world frequency).

• The data management: In this context, the huge quantity of data to generate, to use,
to process, to propagate, to record, and to analyse will be a huge challenge. This aspect
needs to take into account the interfaces between softwares and computers, and the pro-
posal of data format. The goal consists to propose an harmonised framework and a set
of interface standard (i.e FMU and FMI) allowing to guarantee an efficient interoperabil-
ity and evolution of the simulation environment. Data management must also take into
account the best practices and legislations derived from Community law in terms of the
management of aggregated data and the use (possibly for commercial purposes) of this
data acquired as part of the development of simulation models (RGPD, data governance
act, .... ).

• Validation and Verification: Propose some methodologies and processes allowing to
evaluate and validate the capability of a simulation platform to be efficiently and accu-
rately used for an evaluation and validation process. In this context the challenge consists
to provide the adapted and relevant metrics allowing to guarantee the fidelity and the
representativeness of the data (sensors, dynamic objects behaviours, ground truth, ...)
generated by the simulation environment and components.

• Regulatory Compliance: Meeting regulatory requirements for simulation-based testing
and demonstrating compliance with industry standards and regulations poses challenges,
particularly in highly regulated industries such as automotive. In the case of AI-based
systems, it will be mandatory to apply and to respect the AI-act accepted in February
2024.

• Ethical Considerations: Addressing ethical considerations related to simulation-based
testing, such as ensuring the privacy and security of simulation data and minimising the
risk of unintended consequences, requires careful consideration.

• Cyber security and cyber attacks simulation: How to propose a generic methodology
allowing to generate a large set of possible attacks as well as from perception level (distur-
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bances on the environment furnitures and road signs), or communication means (impact
on the message content, or message access, or message propagation (delay, repetition,
flooding, ...), or sensors (electromagnetic, light, temperature interferences)

5.3 Future Developments

• Enhanced Realism: Future simulation environments will likely incorporate advance-
ments in virtual reality (VR), augmented reality (AR), and artificial intelligence (AI) to
enhance realism and immersion. As mentioned in the deliverable D2.1, D2.2, D2.3 of the
WP2 of PRISSMA, a lot of recent works already propose solutions in order to improve
the current rendering of simulation environment. Enhanced Realism and augmented re-
ality technologies will enable simulation environments to provide enhanced realism by
overlaying virtual objects and information onto real-world scenes. Also this can improve
the immersion and fidelity of simulation experiences for real users in the loop. Some AI-
based generative methods have been applied on synthetic images coming from Pro-SiVIC
in several environment like Satory test tracks and Transpolis test tracks. The results are
presented in figures 194, 195, and 196. Some work need to be done in order to manage
and to guarantee the spatial and temporal consistency of the improved images. More-
over, improvements of the methods need to be done in order to reduce significantly the
processing time.

• Edge Computing: Edge computing technologies will enable distributed simulation en-
vironments that can offload computational tasks to edge devices, reducing latency and
improving scalability.

• Increase of Multi-Modal, Multi-technology, Multi-conditions Simulation: Simulation
environments will increasingly support multi-modal simulations (including interactions
between automated vehicles, pedestrians, cyclists, and other road users, to replicate com-
plex urban environments), multi-technology simulations (including sensors, PDi, IOT,
...), and multi-condition simulation (generation of weather, light, and environment condi-
tions).

• Digital X and metaverse: In order to manage large scale environments, it will be im-
portant to develop methodologies allowing to generate Digital Twin, Digital Shadows,
and Digital Models of virtual environments. Digital-X and metaverse are strongly link.
Indeed, The metaverse encompasses vast, immersive virtual environments where users
can interact with each other and digital objects in real-time. The metaverse is persistent,
meaning it continues to exist and evolve even when human users are not logged in. This
continuity allows for a consistent experience where changes and developments remain
over time, similar to the real world. This mean that a fleet of CAV could continu to evolve
without human in the loop in order to evaluate their capacities overtime. In the metaverse,
the users can also interact with each other through the use of avatars, which are digital
representations of themselves. Moreover, a significant aspect of the metaverse is its abil-
ity to take into account new contents developed by users (i.e specific virtual structures,
new furnitures, ...). The metaverse can blend elements of the physical world with the
virtual one. For instance, augmented reality can overlay digital information onto the real
world, while virtual reality can offer immersive simulations that feel almost real. It was
the case in the POC 4 with the generation of an augmented reality with LiDAR impacts
generated from virtual objects and merged with the real LiDAR impact frame.
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• Automated Validation: AI-based validation techniques, such as generative adversarial
networks (GANs) and reinforcement learning (RL), will be used to partially automate the
validation and verification of simulation results and improve the efficiency of testing. In
this context, AI-based system could also generate the references and ground truth needed
in the evaluation and validation process. Of course, even if AI-based procedures will
clearly facilitate the task of human evaluators, we must keep in mind that there will always
be a need for one or more human operators providing an outside perspective and, above
all, expertise. on the results produced.

• XiL architectures: Integration of simulation environment with Physical Components
seems to be an efficient way to link the existing validation process in controlled envi-
ronment with the simulation capabilities. VIL architecture involves integrating physical
vehicles or components into simulation environments, allowing for real-time interaction
between virtual and physical elements. This enables more realistic testing of automated
mobility systems by considering the physical constraints and limitations of real vehi-
cles. Hardware-in-the-Loop (HIL) Testing consists to incorporate and connect physical
components such as sensors, actuators, and controllers are connected to simulation en-
vironments. This enables testing of real-world hardware and software interactions under
controlled conditions. Closed-Loop Testing is directly linked with Digital Twins and al-
lows to take into account feedback from physical components in order to feed back the
simulation in real-time. This enables dynamic testing of automated mobility systems in
realistic scenarios, including interactions with other vehicles, pedestrians, and environ-
mental conditions. Of course XiL architectures will be used in complement of some
existing open loop evaluation and validation procedures.

• Verification and Validation (VV) of Models, Tools, and Simulation Platforms: In
PRISSMA, a first study has been done about the process and methodology usable in or-
der to provide a label on the models, tools, and platforms developed for the automated
mobility components and applications. This work will be addressed in the future for the
following objectives: The model verification and validation will involve validating sim-
ulation models, algorithms, and sensor models against real-world data and scenarios to
ensure accuracy and reliability. This may include benchmarking against industry stan-
dards and best practices. The simulation tools and platforms will undergo validation to
ensure that they accurately replicate real-world conditions and produce reliable results.
This may involve comparing simulation results with empirical data and conducting sen-
sitivity analyses. The simulation platforms will be validated to ensure that they meet reg-
ulatory requirements and industry standards for safety, reliability, and performance. This
may involve conducting rigorous testing and certification processes. The evaluation of
the level of realism and fidelity of simulated data involves assessing how well simulation
environments replicate real-world conditions and behaviours. This may include analysing
factors such as sensor accuracy, environmental variability, and scenario complexity.

• Standards and Interoperability: Efforts to establish common standards and interoper-
ability between simulation platforms, tools, and models will continue to facilitate col-
laboration and knowledge sharing across the stakeholders. Moreover, these aspects will
improve the efficiency and the quality of the evaluation and validation process in simula-
tion.
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Figure 194: Improvement of the quality of the rendering for a synthetic image generated from Pro-SiVIC on the
Satory’s test tracks with foggy and rainy conditions. The first image on the top left is the initial generated image
from Pro-SIVIC. The height other images are generated from AI-based methods with different parameters allowing
to fit with the initial image. (Source: UGE).

Figure 195: Improvement of the quality of the rendering for a synthetic image generated from Pro-SiVIC on the
Transpolis’ test tracks. The top left and bottom left images are the initial images generated from Pro-SiVIC. The
other ones are generated from 2 AI-based methods (Source: UGE).
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Figure 196: Improvement of the quality of the rendering for a synthetic image generated from Pro-SiVIC on the
Transpolis’ test tracks. The top left image is the initial image generated from Pro-SIVIC. The other images are
generated from AI-based methods with a variation of some parameters (Source: UGE).

The future developments to continue or to start will address these different domains:

• Technology and hardware: with the development of new sensors, it will be necessary to
obtain the information and data from OEM in order to develop realistic model. In order to
use distributed, complex, large scale simulation environment, it will be necessary to pro-
pose and to develop powerful and parallel computers architecture (distributed computer
architecture, cluster of GPU and computers). ViL and HiL architectures. (Digital Twins)

• Software: Develop new generation of algorithms for accurate and high quality renderings
of data and simulation of dynamic and interactive objects. (Digital Shadows and Digital
Twins)

• Data management: How to efficiently generate, use, process, propagate, record, and
analyse data. This aspect will address the issue of data format.

• Standards: for Dataset generation and recording (involving Digital Models), for simula-
tion environment dedicated to evaluation and validation, to AI-based application testing,
for scene and scenario management and generation, for evaluation and validation process,
...

• Ethics: link to governance, data issues, security and beyond ?
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Y. Lefranc, D. Legain, P. Morange, C. Pietras, A. Plana-Fattori, A. Protat, J. Rangognio,
J.-C. Raut, S. Remy, D. Richard, B. Romand, and X. Zhang, “Paris-Fog : des chercheurs
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